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TOTPROGRAMMEONINTERNALCONTROLSYSTEM‐COURSEOBJECTIVESAftergoingthroughthecourse,theparticipantswillbeenabledto:
 explaintheneedforadoptionofappropriateInternalControlSystem(ICS),normsandpracticesintheShortTermCooperativeCreditStructure[STCCS],fordealingwithvariousaspectssystemicandproceduralweaknessesinthebanks.—ExplainhowagoodInternalControlsSystemcanbeanintegralpartofoverall“OperatingRisksManagement”inbanks.
 explaintheguidelinesofthebankingregulator/supervisoronICSmethodologyanditsfunctioning;
 outlinethefeaturesofawell‐definedInternalControlPolicy,Process,,preparationofbank’sICSManual;
 understandingthedifferencebetweenInternalAuditandInternalInspection,internalauditandexternalaudit‐scopeandcontentofInternalAudit,BranchInspection&Concurrent
 explaintheroleandresponsibilitiesofdifferentgovernancestructures,likeAuditCommittee,BoardofDirectors[BoD],CommitteesoftheBoard,ChairmanandCEO,internalcontrolmechanism,externalauditandbankingsupervisor;
 facilitatetheBoDinhavingtheaffairsofthebankconductedinamannerdevoidofallOperationalRiskssoastopreventanypecuniaryorreputationallosstothebankduetostaffnegligence;
 facilitateinensuringthattheICShelpsinimprovingthebank’sprofitability,arrestingincomeleakages,ensuringpropermaintenanceofbank’sassets,compliancewithregulatoryrequirementsandtransparencyinfinancialandnon‐financialdisclosures.
 UnderstandandexplaintheprocessinvolvedinpreparingsuitableITPolicy,Securitymeasuresforprotecting/developingdatamanagement,computersoftwareandhardwaresafetyandsecuritybyundertakingInformationSystemAudit(ISA)periodically.
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CHAPTER1‐IntroductiontoInternalControlsSysteminCooperativeCreditInstitutions
 1.InternalControlDefined1.1.Internalcontrolisdefinedasfollows:Internalcontrolisaprocess,affectedbyanentity’sBoardofDirectors,management,andotherpersonnel,designedtoprovidereasonableassuranceregardingtheachievementoffollowingcategoriesofobjectives.
 o Effectivenessandefficiencyofoperations;o Reliabilityofreporting;ando Compliancewithapplicablelawsandregulations.
 1.1.1.Thisdefinitionemphasizesthatinternalcontrolis:(a) Aprocessconsistingofongoingtasksandactivities. It isameans toanend,notanendinitself.(b) Effectedbypeople. It isnotmerelyaboutpolicyManuals, systemsand forms,butaboutpeopleateveryleveloftheorganizationthatimpactinternalcontrol.(c) Able toprovide reasonableassurance, not absolute assurance, to an entity’sseniormanagementandBoard.(d) Geared to the achievement of objectives in one or more separate butoverlappingcategories.(e) Adaptabletotheentitystructure.1.1.2.Thisdefinitionofinternalcontrolisintentionallybroadfortworeasons.First,itcaptures key concepts of fundamentals to how Cooperative banks design, implement,conduct and evaluate internal control, providing a basis for application across variousbanksindifferentgeographicregions.Italsoprovidesflexibilityinapplication,allowinganentitytosustaininternalcontrolforanentireentity,oranoperatingunit,division,orfunction relevant for operations, reporting or compliance objectives, based on theentity’sspecificneedsorcircumstances.Second, the definition accommodates subsets of internal control. Thosewhowant tomayfocusseparately,forexample,oninternalcontroloverreportingorcontrolsrelatingtocompliancewithlawsandregulations.1.1.3. Implementingasystemofinternalcontrolallowsmanagementtostayfocusedon the organization’s pursuit of its operations and financial performance goals, whileoperatingwithintheconfinesofrelevantlawsandminimizingsurprisesalongtheway.
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Internalcontrolenablesanorganizationtodealmoreeffectivelywithchangingeconomicand competitive environments, leadership, priorities, and evolving businessmodels. Itpromotesefficiencyandeffectivenessofoperations,andsupportsreliablereportingandcompliancewithlawsandregulations.
 1.1.4. Internal control is not one event or circumstance, but a dynamic and iterativeprocess
 —Actions thatpermeate anentity’s activities and that are inherent in thewaymanagement runs the business. Embedded within this process are policies andprocedures.
 Thesepoliciesreflectmanagement’sstatementofwhatshouldbedone.Suchstatementsmaybedocumented,explicitlystatedinothermanagementcommunications,orimpliedthroughmanagement’sdecisions.Proceduresconsistofactionsthatimplementapolicy.Thesepoliciesandproceduresexisttoeffectcontrol.
 1.1.5. Business processes, which are conducted within or across operating units orfunctional areas, are managed through the fundamental management activities ofplanning, executing, and checking. Internal control is integratedwith these processes.Internalcontrolismosteffectivewhenitisembeddedintheentity’sinfrastructureanditsongoingactivities
 1.1.6.Buildingincontrolstoanexistingsystem,ormodifyingcontrolselsewhereintheentity, directly affects the entity’s ability to reach its goals, supports quality businessinitiatives, and has important implications to cost. In contrast, layering on newprocedurestoaddressinternalcontrolseparatefromthosethatrunthebusinesscanaddcosts.
 1.1.7. Byfocusingonexistingcontrolsthatcontributetotheoverallsystemofcontrol,andbybuildingcontrolsintobasicoperatingactivities,anentityoftencanavoidcostsofdevelopingnewprocedures.
 1.1.8. “Control”asaconceptandatool,meansdifferentthingstodifferentpeopleandthereforeitisessentialtodefineandputitintherightperspective.1.1.9. Systemsarevehicles for transformingpolicies intoperformance.Systemsstemfromtheobjectivesandpoliciesof theorganizationandhave tobe in tunewith them.They help the organization to efficiently and effectively attain its goals. Theywork astoolsforachievingresultsandnotasendsinthemselves.Anysysteminanorganizationshouldsatisfythefollowingparameters.
 Itshouldhaveawell‐definedobjectiveandpolicybacking. Itshouldhavethenecessarycontrolsandsafetyfeatures,
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Itshouldbeeasytounderstand,implementandfollowatthe operational(i.e.branch)level,
 Itshouldbecustomer‐friendlyandatthesametime, operationallyefficient,
 It should not be inconsistent or in conflict with the other relevant systems,procedures,policies,guidelines,practices,standards, directives,etc.,inplace.
 Theworkingofthesystemshouldbemonitorable. Thesystemshouldbetechnologyfriendlyandimplementable with available
 manpowertoachievetheobjectivesinthemost cost‐effectivemannerconsistentwithefficiencyandcompetitiveneeds.
 1.1.10. Internal Control System means all the policies and procedures (internalcontrols)adoptedbythemanagementofanentitytoassist inachievingmanagement'sobjective of ensuring, as far as practicable, the orderly and efficient conduct of itsbusiness, including adherence tomanagement policies, the safeguarding of assets, theprevention and detection of fraud and error, the accuracy and completeness of theaccounting records, and the timelypreparationof reliable financial information. TheyareaffectedbytheBoardandseniormanagementwithparticipationoftheentireentityin order to limit or control risks, safe guard assets and generally ensure that all theoperationsoftheentityarecarriedonefficientlyandeconomically.Internalcontrolsaimto(i)separateandrotateduties(ii)limitauthoritiesandencouragedelegation(iii)safeguard assets and information (iv) ensure formal/informal reviews and evaluatedecisions.
 1.1.11.TheBoardofDirectorsisanimportantelementofinternalcontrol.Forexample,theBoardandseniormanagementestablishthetonefortheorganizationconcerningtheimportance of internal control and expected standards of conduct across the entity.However,peopledonotalwaysunderstand,communicate,orperformconsistently.
 1.1.12. Each individual brings to theworkplace a unique background and technicalability,andeachhasdifferentneedsandpriorities.These individualdifferencescanbeinherently valuable and beneficial to innovation and productivity, but if not properlyalignedwiththeentity’sobjective,theycanbecounterproductive.Yet,peoplemustknowtheirresponsibilitiesandlimitsofauthority.Accordingly,aclearandcloselinkageneedstoexistbetweenpeople’sdutiesandthewayinwhichthesedutiesarecarriedout,andalignedwiththeentity’sobjectives.
 1.1.13. Asaprocess internalcontrolcomprisesofaseriesofactionsandoperationsthatleadtoadesirableresult.Asasystemitintegratestheactionsofseveralunderlyingelements, namely, the people, the procedures and the processes, all within anorganization such that the organization achieves its designed and desired goals andobjectives. Sound internal checks and controls are critical for success of anyorganization,moreso,forruralcooperativebankinginstitutionssuchastheDCCBsandSCBs as these organizations are the repositories of public savings and failure of theseorganizationsmayhavefarreachingimpactonthelocalaswellasnationaleconomy.
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1.1.14InternalControlSystemneedstobeestablishedinallcooperativebankssuchasSCBs,DCCBs,toassure:
 Banks’operationsarecarriedoneconomically,effectivelyandefficiently; Transactions are recorded accurately under appropriate authority and in
 accordancewithgenerallyacceptedaccountingprinciples; assetsandinformationaresafeguarded; Banks comply with applicable laws, regulations, internal policies and
 procedures.1.1.15. Internal control aims at determining the principles and procedures of theinternal supervision (control/audit) systems and risk management systems that thebanksshallestablishinordertomonitorandcontroltheriskstheyareexposedto.
 1.1.16.Bankingbynatureentailsahugeamountofriskandresultantly,internalcontrolsystems in respect of banks have special importance for sound banking operations. Arobust internal control systemhelps themanagement toachieve thebank’sobjectives,long‐termprofitabilitytargetsandmaintainreliablefinancialandmanagerialreporting.Such a system can also help to ensure that the bank will comply with laws andregulationsaswellaspolicies,plans,internalrulesandprocedures,anddecreasetheriskofunexpectedlossesordamagetothebank’sreputation.
 1.2.SystemofInternalControl:1.2.1.Controlsystemswork,tosomeextent,likenervoussystemofalivingorganism.Itmaintains and controlsworks of other systems of an organization. A sound system ofinternalchecksandcontrolisthesine–qua‐nonforanybusinessorganizationstrivingtoattainsuccessinitsfields.Typeofcontrolsneededatbanklevelandhowitisexercisedisgiven inAnnexure ‐ I. Internalcontrol structureofanyorganizationdependsuponthe size, complexity and risk profile of its operation. However, the basic intentunderlying any internal control process is that it should be efficient and effective,conducive to achievement of bank’s performance, information and complianceobjectives.
 Whatisnewandwhyitisemphasizedsomuchnow?1.2.2. Proper system and procedures act as in‐built safeguards not only to ensuresmoothworking,butalsoguardagainstpossibleirregularitiesandfraudulentpractices.From the evolution of cooperative banking system it can be seen that, like any otherorganization, cooperatives also have the checks and control mechanism inbuilt in itssystem.Withthepassageoftimevariousdevelopmentstookplace,whichpromptaneedfor rejuvenationof the system.The factorswhichare responsible for this aregivenasunder:
 Increaseinvolumeofbusinessandbankingtransactionsina competitiveenvironment.
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Infusionofcomplexbankinginstrumentsinmoneymarket. iii.Depletionofmanpowerincooperativesduetopoorresourcebase and
 inabilityofthebanktoreplacethemresultinginmulti‐taskingandattimesworkisdonebystaffnotauthorisedtodoso.
 Divisionoflabouranddecentralizationofresponsibilities. Introductionofstringentsupervisorynorms.
 1.3.InternalControls–Asystemoftasks,procedures,activitiesandcontrolsInstitutionalizationofinternalcontrols,whetherforasmallcreditentitylikePACSatthebottomof theCCSstructureora largerentity likeSCBat the topofCCStiers, involvesfusingthefollowingfivecomponentsinamannerthatallcontrolsenablemanagementtoachievetheaboveobjectives.MajorElementsofInternalControlsCONTROLCULTURE
 RISKASSESSMENT CONTROLACTIVITIES
 ACCOUNTING,INFORMATIONANDCOMMUNICATION
 MONITORINGANDCORRECTING
 Control environ‐ment is all aboutmanagement’scommitment tointernal controls.Absence ordilution in thecommitment canmaterially affectallothercontrolsand defeat theobjectives of thecontrol systems.Managementshould foster thecontrol culturethatencourages:
 Internal controlsystem is a part oftheoverallriskmanagementsystemofanentity.How does themanagement viewthe risks and whattype of internalcontrols should itdesigntoeffectivelyaddresstherisks,isacriticalelementoftheoverallICS.
 These areessentiallythe adminis‐trative,accountingmonitoringandphysicalcontrolsestablishedto implementmanagement’sdirectives.
 Proceduresandcontrolsestablished torecord,process,summarizeand report thetransactionsand maintainnecessaryaccountabilityfor assets andliabilities oftheorganization.
 Major types ofactivities that theorganizationcould use todetermine thequalityof the ICSat any point oftime. Thepurpose ofmonitoring is toensurethatICSisadequatelydesigned and iseffectivelypracticed.
 InternalControlSystemActivities/Procedures1. Writtenpoliciesandproceduresmanualsandadherencetosuchmanuals;2. Competence
 Risks keep varyingdue to severalcontributing factorslike new line ofbusiness;change in account‐ing systems/pronouncements.Control procedures
 These arepolicies,procedures,internalchecksestablished toensure thatcontrolobjectives inthetotallife cycle of a
 Identificationandrecording ofall events/transactionsby correctlymeasuringtheir valueand properlypresentingthem as per
 These areessentiallyposttransactioncontrolsandinclude:·Internalaudit·Inspections· Review ofcustomercomplaints/grievances.
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and commitmentofstaff;3. Delegation/assignmentofauthority;4. A leadershipstyle thatpromotescontrolculture;5. A monitoringstyle thatcommunicatesseriousness oftheBoardandmanagementin implementingcontrols.
 are useful to thoserisks, which arecontrollable, andthosewhicharenotcontrollable, shouldeither be acceptedassuchortheentitywithdraws fromsuchbusinessenvironment.
 transactionare achieved.Theseinclude:
 Segregationofduties
 Approvalandauthorizations
 Verificationandreconciliation
 Physicalcontrols
 Periodicaloperationalreviews.
 accountingstandardsandprinciples
 1.4.BroadobjectivesofICS:TheICSislinkedtoallfunctional,administrativeareasofbank’soperation.TheprimaryobjectiveofICSshouldbe:
 toensureproperfunctioningofthesystemsinplaceintheorganizationtherebysafeguardingassetsoftheorganizationtothesatisfactionofallstake holdersincludingsupervisorand regulators.
 to introduce new ICS keeping in view changing business environment, newproducts,businessexpansion,supervisoryandregulatoryrequirementsetc.
 to review efficacy of the old ICS and introduce changes(documenting,Internalizing,practising)
 to identify irregularitiescommittedbyanindividual,groupsbywayofomissionorcommission.
 toidentifyloopholesinthesystemwhichareresponsiblefor occurrence of theirregularity.
 toprotectinterestoftheorganizationbystemmingtheleakageof income, toprotectinterestofdepositorsandfinanciers,
 toensureprovidingtrueandfairpictureoftheorganizationtothe higherfinancingagency,depositors,supervisors,regulatorsandowners.
 1.5.Internalcontrols–Whowilldoit&How?A well‐functioning internal control function in cooperative banks would aim at thefollowingelements:
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Ensure that a proper financial accounting system is established and accountingprinciplesandstandardsarestrictlyadheredto:
 Ensure thatbooksofaccountsarecontinuouslyupdated, therearenoarrears inbalancing of books and transactions across accounting units are properly reconciled;
 Carryoutinspectionofmoney,stocks,otherassetsanddocumentsinthecustodyofthebank;
 Undertakescrutinyofloansandadvances,investmentsandrelatedtransactionstoensurecompliancewithapprovedpolicies,procedures,legal and regulatoryrequirements.Reportonhowconflictofinterestswere managed;
 Ensuretimelyandeffectivecomplianceandfollowupofcorrectiveactionon itsreportbyoperatingunits;
 Providetimelyreportstotheauditcommitteeonitssignificantobservations andalsoalerttheauditcommitteeregardingsuspectedfraudulentactivities andsignificantinstancesofnon‐compliancewithpoliciesandproceduresbyoperatingunits;and
 Maintainconfidentialityoftheinformationitcomesacrossintheexecutionofitsfunctions.
 TheBoDisresponsibletothestakeholdersofthebankforattainingsetobjectives.TheyshouldrealizetheneedoftheICSratherthantakingitasasupervisorycompliance.TheBoard should assess the amount of financial, reputation, and business losses besides,supervisoryremarksthebankhassufferedduetopoorinternalcontrol.
 1.6.Howtostartwith?WhentalkingaboutICSforaCooperativebankitmaybeborneinmindthatthebankisalready having a system. It is only to be revamped in keeping with the presentrequirements. The State cooperative Societies Act and Rules and Bye‐law of the bankhavevariousattributessuchassystemofannualandconcurrentaudit,presentationofbalance sheet and profit and loss accounts, penalty for non‐repayment of bank dues,penalty for employees causing loss to bank, etc. NABARD which conducts statutoryinspectionsoftheStCBsandCCBsandundertakesstructuredvisitstoaffiliatedPACSashigherfinancingagencyhadprescribedmeasuresforclassificationofassets,recognitionof income, norms for provisioning besides, instructions issued by NABARD on loans,deposits, KYCs, fair practice codes for lenders, do’s and dont’s for directors. PastexperienceofthebankandpracticefollowedbyotherbankarealsoofhelpindesigninganICSforthebank.
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1.7.Essentialdeterminantsoftheeffectivenessoftheinternalcontrolfunction
 1.7.1. Banks, inorder toeffectively fulfill the internalcontrol function,shallprepareandimplementtheirownmanuals,concerningatleastthefollowingareas:
 a. Principlesandproceduresrelatedtothedecision‐makingprocessinregardtoallbankingtransactionsandoperatingexpenses;
 b. Scopeandimplementationofriskmanagement;c. The process of setting and implementing limits and standards concerning
 risksd. Controlsoverthedataprocessinginfrastructure;Financialand
 managerialreporting;e. Personnelpolicy;f. Identificationofresponsibilities;g. Auditandcomplianceh. Preventionoffraudtransactions
 1.7.2. Internal control function: all of the control activitieswhich are performedunder thegovernance and organizational structure establishedby the bank’s board ofdirectorsandseniormanagementandinwhicheachindividualwithintheorganizationmust participate in order to ensure proper, efficient and effective performing of thebank’s activities in accordance with the management strategy and policies, andapplicablelawsandregulationsandtoensuretheintegrityandreliabilityofaccountingsystemandtimelinessandaccessibilityofinformationinthedatasystem,
 1.7.3. Internal control system is inclusiveof all of the financial, operational andother control systemswhichare carriedoutby internal controllers andwhich involvemonitoring, independent evaluation and timely reporting to management levelssystematically in order to ensure that all the bank activities are performed bymanagementlevelsinaccordancewithcurrentpolicies,methods,instructionsandlimits.
 1.7.4.Unitsresponsibleforperforminginternalcontrolfunction
 (i)Operationswithinthescopeofinternalcontrolfunctionshallbecarriedoutbythe board of directors, senior management, and the bank staff at all levels, the audit(inspection)unit,theinternalcontrolunitandtheriskmanagementgroup.Theboardofdirectors is responsible for taking or ensuring allmeasures to be taken required thatthese units carry out their tasks impartially and independent of the bank's primaryactivities.
 (ii)In‐houseregulationsoninternalaudit(inspection)andriskmanagementshallbe designed so that these units are administratively independent of each other andaccountabletothebank'sboardofdirectorsandseniormanagementindividuallywithinthescopeoftheinternalcontrolfunction.
 (iii)TheBoardofDirectorsshalldeterminetheauthorityandresponsibilityoftheaudit (inspection) unit, the internal control unit, and the risk management group,
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together with the number of the staff and the principles governing the cooperationbetweentheseunits.
 (iv) Each bank shall improve their organizational structure and cooperationproceduresfortheirinternalaudit(inspection)systemandriskcontrolandmanagementsystemprovidedthattheyarenotinconflictwithprovisionsoftheguidelinesissuedbythe Supervisor/Regulator by considering the scope and structural nature of its ownoperations.
 1.7.5.InternalControlFrameworkforCCSPrimarily, there are two tiers of control structure that CCS, like any other corporateentity of that sizemay consider for implementation. These are (a) Organization levelcontrols that will broadly cover the Board of Directors andManagements’ policy andactions and (b) Activity/Process level controls which ensure that a transaction isproperlyoriginated,processedandrecordedinthebooksofaccountandotherprimaryrecords. Several of process or activity level internal controls are inherent in thepoliciesandproceduresadoptedbythemanagement.
 InternalControlFrameworkforCCS
 InstitutionalLevelControls
 ProcessLevelControls
 Organizationpolicyandprocedures Internal checks for accuracy,
 authorizationsandcompleteness
 Riskframeworkandassessment
 Segregation of duties and physicalcontrols for security of assets andintegrity
 Financialreportingandcompliance
 Reviews, reconciliation controls,
 verificationsandsurprisechecks
 Monitoring controls to identify anyweaknesses1.7.6. Whilecollectivelyitistheresponsibilityofthe“management”toinstitutionalizeinternalcontrolsandsupervisetheireffectiveness,everystaffmemberattheentity,beitDCCBsorSCBs,isresponsibleinthesuccessofinternalcontrolframework.Broadly,Authority RoleandResponsibilityMembersandBoardofDirectors
 ConstitutionofAuditCommittee Approve policies and procedures,
 controlpractices; Monitor through reviews, internal audits
 andinspections.
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CEO/SeniorManagement(liketheGMinSCB/DCCB)
 Develop policies, procedures,guidelines, instructions, processesand systems to reduce risks andincreaseefficiencies;
 Adhere to their respective controls
 indischargingtheirfunctions;
 Ensure that monitoring controls indischargingtheirfunctions;
 Ensure that monitoring controls asdescribed above are operatingwhereprocess level controls cannotbe effectively implemented for thereasonsofsize,lackofskills.
 Operational staff at Head Office andbranchesanddepartments
 Ensureallprocesslevelcontrolsareadhered to in processingtransactions;
 Ensure all staff is appropriatelytrained/exposed.
 1.7.7. Theextentof thecontrolactivitiesvarieswith thescaleofoperationsandriskprofileoftheorganization.Factorslikeassetsize,formandcharacteroftheorganizationand its ownership, complexity of operations, processes employed (formal, informal,manual, and automated) and legal requirements, all of which determine the controlsystemrequiredforaparticularorganization.Forexample,aPACSwithafewactivitiesand only a handful of staff may not have any extensive process control activities ascomparedtolargesizedsocietiesandbankswhichneedextensiveprocesscontrolsduetotheirverynatureofbusinessandnetworks.Basedonafewstudiesdone,thecurrentcontrolsystemsatcooperativebankscanbeassessedas:
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ControlFactor CooperativeBanks(DCCBsandStCBs)
 ControlEnvironment/Documentedevidencessuggestingagoodcontrolcultureisabsent.
 Culture
 RiskFrameworkNone observed/present. For DCCBs, NABARDrecommendedcertainguidelineswhicharenot
 strictlyimplemented.
 ControlActivitiesSome activity level controls are present. But a highleniencyincomplianceandenforcementisobserved.
 Accounting,
 The current practices do not instill confidence toestablishtransactionsarecorrectlyrecorded,processedandsummarized.
 Informationand Communication
 Monitoringand
 Other than inspections by Department of Cooperation/RCS,higher tier institution and NABARD, no other independentauditmechanismsexist.
 Correcting 1.7.8. Internal controls canbepreventive ordetective innature.Needless tomentionthatthepurposeofthesetwoisdifferent.Preventivecontrolsarethose,whichpreventan error of omission or commission. Detective controls, on the other hand, assist indetectinganerror/losswhenoccurred.
 1.8.Preventivecontrols(i) Verifications,approvals,authorizations;Operating at transaction, department
 andatoverallinstitutionallevel,thesenormallytaketheformof:· Writtendownprocedures;Operationmanualsthatcanreduceconflictsand
 explainindetailhowtoprocessandrecorddifferenttransactions;· Polices setting limits to an authority or a branch, either in the form of
 specific rupee levels based on organizational hierarchy or limiteddelegation;
 · “Maker‐Checker”mechanismwhichenableoneotherperson’scheckbeforeatransactionisapproved;
 · Reviewofsupportingdocumentation.(ii) Segregation of duties; usually, this is an overlooked control aspect in some
 branches of DCCBs. No one person should initiate a transaction, approve thetransaction, receive/handover the asset, record the transaction, reconcile theaccountsandgeneratethereports.
 (iii) Securityofassetsandinformation;Periodicalcounts/physicalverification,dual
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access controls, documentation controls for receipts, issuances, deliveries,discharges,physicalsecurityetc.,aresomeofthepreventivecontrolsthatmayberelevanttocreditinstitutions.
 1.9.DetectiveControls(i) Reconciliationandresolutionofdifferences;Oneofthekeycontrolsthatneedto
 beemployedtodetecterrors,frauds,accuracyandcompletenessofrecordeddata.(ii) Periodicalreviews/comparisonssuchasbudgetstoactuals,varianceanalysis,
 performanceindicators,todetectunusual/unexpectedissues;(iii) Monitoring controls such as internal audits, inspections, supervisory controls
 suchasindependentchecks/surprisechecks,helpinassessingtheeffectivenessofthesystemaswellasmakingcoursecorrections.
 1.10.KeycomponentsoftheinternalcontrolprocessIn order to establish the internal control process in an efficient manner and to
 achieveobjectivesoftheinternalauditthefollowingneedtobeclearlydefined:
 ThedutiesandresponsibilitiesoftheBoDandtheseniormanagementintheinternalcontrolprocess,andcomponentsoftheinternalcontrolenvironmenttobecreatedwithinthebank;
 Distribution of internal control activities and functional duties andresponsibilitieswithinthebank;
 The information system and the structure of communication within thebank;
 Theactivitiesformonitoringtheinternalcontrolprocessand theimplementationproceduresconcerningthecorrectionofmistakes;
 Identificationandassessmentofrisksduringtheinternalcontrolprocessshallbedefinedbythebankinaccordancewith theprincipleslaiddowninvariousActs/Rules/Regulations andByelawsandbeclearlyincludedintherecords;andall functionalactivitiesshallbecarriedoutinaccordancewiththepredefinedelements.
 1.11.Establishmentoftheinternalcontrolculturewithinthebank(a) Board of directors is responsible for promoting professional and ethical
 standards and to establish a control culture within the organization that all levels ofpersonnel fully understand the importance of internal control and their role in theprocess.
 (b) Thebankshallassignspecialunitswhendeemednecessaryforsettingupadetailedapplicationproceduresrelatedtointernalcontrol.
 ©Within the scope of internal control, organizational structure encompassingefficient information and communication channels, which precisely indicate thesegregation of authority and responsibilities regarding the reporting shall be set up.
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Ensure that the segregationof authorityandresponsibilitiesdoesnot causeadelay inreportingprocessandallunitsandoperationsareunderthecontrolofthemanagement.
 (d) Necessaryprecautions shallbe taken toensure thatactivitiespertaining tothe internal control process are carried out by personnel with adequate technicalcapabilitiesandtheincentivecriteria,whichallpersonnelwillbesubjectedtorelatedtotheiractivitiesshallbeestablished.
 1.12.ExistingweaknessesofCooperativeBanksTheinherentweaknessesofcooperativebanksareasfollows:
 a. Thoughagainst theprincipalofmutuality,CCBsandSCBsare focusedoncreditratherthanthriftandcredit, thereforeasenseofownershipatthegrassroots’levelisalwaysfoundlacking;
 b. Delineation of governance and management functions are unclear,resulting in board of the societies/banks taking up operational matters,particularlyincreditdispensation,thanpolicyandoversight;
 c. A generally ageing staff; unqualified/untrained staff (in relation to thebusinessmodeladopted);commonstaffpools;archaictrainingprograms;personnelremunerationunrelatedtoabusinessmodelorbusinessresult;
 d. Non‐accountability of boards/management’s laxity in granting andmonitoringofloans,highdefaultratesandhighNPAs;
 e. CCBsandSCBsdependlargelyonintermediate/primarytierstructuresforbusiness and a large portion of outstanding at the upper/intermediatestructures tied down to the primaries like PACS thus increasing the riskprofileofthewholesystem;
 f. Absenceofariskassessment/riskmanagementframeworkfortheCCSasawhole;
 g. absence of risk mitigation systems; ALM techniques; interest ratemanagement;weakcreditappraisalsandmonitoring;
 h. Loan portfolios prone to higher risks due to portfolio concentration,covariancerisks,higherdensity(averageloansizeisaboutRs.6500‐largevolumes);
 i. Hightransactioncostsandhigherriskcosts;j. Poorinternalcontrols.
 1.12.1. Annexure II depicts a comparative analysis of control environment asprevailingincommercialbanksandthecooperativebanks.
 1.13.EffectiveInternalControlProvidesReasonableAssurance An effective system of internal control provides management and the board of
 directorswithreasonableassuranceregardingachievementofanentity’sobjectives.The term “reasonable assurance” rather than “absolute assurance” acknowledges
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that limitations exist in all systems of internal control, and that uncertainties andrisks may exist, which no one can confidently predict with precision. Absoluteassuranceisnotpossible.
 Reasonableassurancedoesnotimplythatanentitywillalwaysachieveitsobjectives. The cumulative effect of internal control increases the likelihood of an entity
 achieving its objectives. However, the likelihood of achievement is affected bylimitations inherent in all internal control systems, such as human error and theuncertainty inherent in judgment. Additionally,a systemof internalcontrolcanbecircumvented if two or more people collude. Further, if management is able tooverridecontrols,theentiresystemmayfail.Inotherwords,evenaneffectivesystemofinternalcontrolcanexperienceafailure.
 The internal control systems adopted in the banks should further provide reasonableassurancethat:
 thebusinessisconductedinanorderlyandprudentmannerinadherencetotheestablishedpoliciesandlimits.
 transactionsareenteredintoaccordingtotheestablishedauthority. ©monitoringandcontrolsystemsareinplacetoenablethemanagementto
 safeguardtheassetsandcontroltheliabilitiesofthebusiness.Assuranceshouldalsobetheretoavailabilityofproceduresandmeasurestominimizetheriskoflossfromirregularities,fraudsorerrors,andwhichensurethattheadoptedsystemsarecapableofpromptlyandreadilyidentifyingthoselosseswhentheyoccur.
 TheaccountingrecordsandotherrecordsoftheCooperativebanks shouldprovidecomplete,accurateandtimelyinformation.
 Managementisabletomonitoronaregularandtimelybasisthe financialpositions’elements(capitaladequacyofthebank,its liquidity,itsprofitability,thequalityofitsassetsandthe associatedrisks).
 Systemsandcontrolsareinplacewhichallowthebank’smanagementtoidentifyand assess the risk of loss encountered by the bank in the conduct of variousareasofbusinesssothat:
 o theriskscanbemonitoredandcontrolledonaregularand timelymanner.
 o Appropriateprovisionscanbemadeforbadanddoubtful debts,andforanyotherrisks,eitheronoroff‐balancesheet items.
 1.13.1. Thefollowingthreecategoriesofobjectives,whichallowCooperativeBankstofocusonseparateaspectsofinternalcontrol:
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•OperationsObjectives—pertain toeffectivenessandefficiencyof theentity’soperations, including operations and financial performance goals and safeguardingassetsagainstloss.
 • Reporting Objectives— pertain to the reliability of reporting. They includeinternalandexternalfinancialandnon‐financialreporting.
 •ComplianceObjectives—pertaintoadherencetolawsandregulationstowhichtheentityissubject.
 1.13.2. AsystemofinternalcontrolisexpectedtoprovidetheCooperativeBankswithreasonableassurancethatthoseobjectivesrelatingtothereliabilityofexternalreportingandcompliancewith lawsandregulationswillbeachieved.Achievingthoseobjectives,which are based largely on laws, rules, or standards established by regulators,recognizedstandardsetters,andotherexternalparties,dependsonhowactivitieswithinthe organization’s control are performed. Generally, management will have greaterdiscretioninsettinginternalreportingobjectiveswhicharenotdrivenprimarilybysuchexternal parties. However, managementmay choose to align its internal and externalreporting objectives to allow internal reporting to better support the entity’s externalreporting.
 1.13.3. However,achievementofoperationsobjectives—suchasaparticularreturnoninvestment, market share, or entry into new product lines—is not always within theorganization’s control. Internal control cannot prevent bad judgments or decisions, orexternalevents that cancauseabusiness to fail toachieveoperationsgoals.For theseobjectives, the internal control system can only provide reasonable assurance thatmanagementandtheboardaremadeaware,inatimelymanner,oftheextenttowhichtheentityismovingtowardthoseobjectives.
 1.13.4. Internal control can be applied, based onmanagement’s decision and in thecontext of legal or regulatory requirements, to the operating model, legal entitystructure,oracombinationofthese.
 1.14.Internalcontrolactivities1.14.1.Theinternalcontrolactivitiesshallbedesignedandimplementedtoaddressasan integralpart ofdailyoperations enabling tomonitor the risks identifiedwithin theframeworkofriskassessmentfunction.
 1.14.2.Theinternalcontrolprocessshallincludethefollowingactivities:
 (a) ControlEnvironment‐This istheunderlyingfoundationforthesuccessofall theotherelementsoftheinternalcontrol.AsperAuditingandAssuranceStandard(AAS)6),thecontrolenvironmentmeanstheoverallattitude,awarenessandactionsofdirectorsandmanagementregardingtheinternalcontrolsystemanditsimportanceintheentity.The control environment has an effect on the effectiveness of the specific controlproceduresandprovides thebackgroundagainstwhichothercontrolsareoperated.Astrong control environment, for example, one with tight budgetary controls and an
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effective internal audit function, can significantly complement specific controlprocedures. However, a strong control environment does not, by itself, ensure theeffectivenessoftheinternalcontrolsystem.Factorsreflectedinthecontrolenvironmentinclude:
 (i) The entity's organizational structure and methods of assigning authority andresponsibility(includingsegregationofdutiesandsupervisoryfunctions).
 (ii) Thefunctionoftheboardofdirectorsanditscommitteesinthecaseofacompanyorthecorrespondinggoverningbodyincaseofanyotherentity.
 (iii)Management'sphilosophyandoperatingstyle.
 (iv) Management's control system including the internal audit function, personnelpoliciesandprocedures.
 (b)TherearefiveprinciplesrelatingtoControlEnvironment:
 Theorganizationdemonstratesacommitmenttointegrityandethicalvalues. TheBoDdemonstratesindependenceofmanagementandexercisesoversightfor
 thedevelopmentandperformanceofinternalcontrol. Managementestablishes,withboardoversight,structures,reportinglines,and
 appropriateauthoritiesandresponsibilitiesinthepursuitofobjectives. The organization demonstrates a commitment to attract, develop, and retain
 competentindividualsinalignmentwithobjectives. The organization holds individuals accountable for their internal control
 responsibilitiesinthepursuitofobjectives.
 1.14.3.AsperAAS‐6,Internalcontrolsystemincludescontrolprocedureswhicharethepoliciesandproceduresinadditiontothecontrolenvironmentwhichmanagementhasestablished to achieve the entity's specific objectives. Specific control proceduresinclude:
 Reportingandreviewingreconciliations.
 Checkingthearithmeticalaccuracyoftherecords.
 Controlling applications and environment of computer informationenvironmentsystems, forexample,byestablishingcontrolsoverchangestocomputerprograms,accesstodatafilesetc.
 Maintaining and reviewing control accounts and related subsidiary
 ledgers.
 Approvingandcontrollingofdocuments.
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Comparinginternaldatawithexternalsourcesofinformation.
 Comparing the results of physical verification of cash, fixed assets,investmentsandinventorywithcorrespondingaccountingrecords.
 Restrictingdirectaccesstoassets,recordsandinformation.
 Comparing and analyzing the financial results with correspondingbudgetedfigures.
 1.15.RiskAssessment 
 1.15.1. Risk assessment involves a dynamic and iterative process for identifying andanalyzingriskstoachievingtheentity’sobjectives,formingabasisfordetermininghowrisks should be managed. Management considers possible changes in the externalenvironmentandwithinitsownbusinessmodelthatmayimpedeitsabilitytoachieveitsobjectives.
 1.15.2.TherearefourprinciplesrelatingtoRiskAssessment:
 i. The organization specifies objectives with sufficient clarity to enable theidentificationandassessmentofrisksrelatingtoobjectives.
 ii.Theorganizationidentifiesriskstotheachievementofitsobjectivesacrosstheentityandanalyzesrisksasabasisfordetermininghowtherisksshouldbemanaged.
 iii. The organization considers the potential for fraud in assessing risks to theachievementofobjectives.
 iv. The organization identifies and assesses changes that could significantlyimpactthesystemofinternalcontrol.
 1.16.ControlActivities1.16.1.Controlactivitiesaretheactionsestablishedbypoliciesandprocedurestohelpensure thatmanagement’sdirectives tomitigaterisks to theachievementofobjectivesarecarriedout.Controlactivitiesareperformedatalllevelsoftheentityandatvariousstageswithinbusinessprocesses,andoverthetechnologyenvironment.
 1.16.2.TherearethreeprinciplesrelatingtoControlActivities:
 i.Theorganization selectsanddevelops control activities that contribute to themitigationofriskstotheachievementofobjectivestoacceptablelevels.
 ii. The organization selects and develops general control activities overtechnologytosupporttheachievementofobjectives.
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iii. The organization deploys control activities as manifested in policies thatestablishwhatisexpectedandinrelevantprocedurestoaffectthepolicies.
 1.17.InformationandCommunication1.17.1. Information is necessary for the entity to carry out internal controlresponsibilitiesinsupportofachievementofitsobjectives.Communicationoccursbothinternallyandexternallyandprovidestheorganizationwiththeinformationneededtocarryoutday‐to‐dayinternalcontrolactivities.Communicationenablesallpersonneltounderstandinternalcontrolresponsibilitiesandtheirimportancetotheachievementofobjectives.
 1.17.2.TherearethreeprinciplesrelatingtoInformationandCommunication:
 i.Theorganizationobtainsorgeneratesandusesrelevant,qualityinformationtosupportthefunctioningofothercomponentsofinternalcontrol.
 ii. The organization internally communicates information, including objectivesand responsibilities for internal control, necessary to support the functioning of othercomponentsofinternalcontrol.
 iii. The organization communicates with external parties regarding mattersaffectingthefunctioningofothercomponentsofinternalcontrol.
 1.18.MonitoringActivities1.18.1. Ongoingevaluations,separateevaluations,orsomecombinationofthetwoareused to ascertain whether each of the five components of internal control, includingcontrols to affect the principles within each component, is present and functioning.Findings are evaluated and deficiencies are communicated in a timely manner, withseriousmattersreportedtoseniormanagementandtotheboard.
 1.18.2.TherearetwoprinciplesrelatingtoMonitoringActivities:
 i. The organization selects, develops, and performs ongoing and/or separateevaluations to ascertain whether the components of internal control are present andfunctioning.
 ii.Theorganizationevaluatesandcommunicatesinternalcontroldeficienciesinatimelymannertothosepartiesresponsiblefortakingcorrectiveaction,includingseniormanagementandtheboardofdirectors,asappropriate.
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1.19.InternalControlandtheManagementProcess Becauseinternalcontrolisapartofmanagement’soverallresponsibility,thefivecomponents are discussed in the context of management’s actions in managing theentity.
 Noteverydecisionoractionofmanagement,however,ispartofinternalcontrol:
 • Having a board comprised of directors with sufficient independence frommanagement that carries out its oversight role effectively is a part of internal control.However, many decisions reached by the board are not part of internal control; forexample,decidingonorapprovingaparticularstrategicplan.
 The board will fulfill a variety of governance responsibilities that are inadditiontoitsresponsibilitiesforoversightofinternalcontrol.
 • Setting objectives is part of or flows from the broader strategic planningprocess.Ensuringthatmanagementspecifiestheobjectiveschosenbytheentityispartofinternalcontrol;however,theappropriatenessofparticularobjectivesselectedisnot.
 •Settingtheoveralllevelofacceptableriskandassociatedriskappetite4ispartof strategic planning and enterprise risk management, not part of internal control.Similarly, setting risk tolerance levels in relation to specific objectives is not part ofinternalcontrol.
 •Developingcontrolactivitiesthatcontributetothemitigationofrisksbasedonariskassessmentprocessisapartofinternalcontrol,butchoosingwhichriskresponseispreferredtoaddressspecificrisksisnot.
 a)Boardofdirectorsandthebank'sseniormanagementreviews:Thebank'sboardofdirectorsshallreviewthebank’sprocesstowardsitsgoalsandcompliancewiththebudgetandperformancetargetsandmakestheinternalcontrolprocessfunctionalbywayofquestioningforthedetectedproblems.
 b) Activity controls: These controls include the department anddivisional/regionalmanagers’reviewsandassessmentsongeneralperformancereportstogetherwithdaily,weeklyandmonthlyreportsconcerningtheunexpectedsituations.
 c) Physical controls: Generally, physical controls focus on verification ofcompliance with the restriction procedures concerning accessibility, use and secureassetssuchascash,securitiesandincludingsimilarfinancialassets,periodicinventoriesandcontrollingrecords.
 d)Reviewofcompliancewithlimits:Thisreviewfocusesonthecompliancewiththegeneralandspecificrisklimitsandfollowing‐upnon‐compliancewithrisklimits.
 e)Approvalandauthorizationsystem:Functionalsegregationofdutiesshallbeassignedwithin theorganizational structure;dual and cross verificationand signatureprocedures shall be established; authorizations and responsibilities shall be clearlydefinedandanapprovalorauthorizationforthetransactionsovercertainlimitsshallberequired.
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f)Verificationandreconciliationsystem:Theinternalcontrolsystemshallbeefficiently functioned through verifying the transaction details and the output of riskmanagementmodels used by the bank, comparing cash flows to account records andstatements, preparing control lists and periodic reconciliation. The results of theseverifications shall be reported to authorized‐senior managers whenever problems orpotentialproblemsaredetected.
 1.20.Functionalsegregationofdutiesandassignmentofresponsibilities In order to establish and operate a sound and efficient internal controlmechanism,thebank'soperationsshallbefunctionallyseparatedfromeachother.Inthiscontext,
 a)Relatedtothebank'scorebusinessoperations,tradingsecuritiesandlendingandotherbankingtransactions(separationofbankingandtradingbooks);
 b)Relatedtolendingprocess,assessingtheadequacyofloandocumentationandmonitoring the borrower after loan origination; and reviewof creditworthiness of theapplicantandactivitiesrelatedtoloanmarketing;
 c)Relatedtopayments,confirmationandsettlementofpayment;
 d)Relatedtosecuritiestrading,settlementandrecordingofthetransaction;
 Requires that authorizations and responsibilities granted for various functions
 shallbeseparatedanddonotconflict.
 1.20.1. Activities, which could create risks for the bank, shall be identified andseparatedfromotherfunctionstoamaximumextentandtheresponsibilityofthemshallbe assigned to different personnel. Responsibilities and authorizations assigned topersonnel with executive powers shall be periodically reviewed and necessaryprecautionsshallbetakentoensurethattheyarenotinapositiontocarrypotentialriskagainstthebank.
 1.21.AccountabilityforandSafeguardingofAssets1.21.1. The accountability and safeguarding of assets can be ensured by maintainingadequate recordsand limitingaccess.Access toassets shouldbe limited toauthorizedpersonnelandthereshouldbedocumentationforanyaccessoruse.Accessisnotlimitedtophysicalaccessbutalsoincludesindirectaccessbywaypreparingdocumentsfortheiracquisition or disposal. Periodic checking of actual assets with records also helps toensurethattherehasbeennofraud,violationetc.
 1.21.2.Thefollowingarethegeneralinternalcontrolsfollowedbythebanks.
 Particularsof lostsecurityformsare immediatelyadvisedtobranchessothattheycanexercisecaution;
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The specimen signature of all officials are maintained in a book in allbranches of the bank andmade available to all officials for confirm theveracityofinter‐branchdocument;
 Theinstrumentswhichareremittancesoffundsaboveacut‐offlevelaretobesignedbymorethanoneofficial;
 Importantfinancialinformationshouldbecommunicatedafter encryption;
 Negative‐lists like stop‐payment cheques should be provided to all theconcernedpersons;
 Sensitiveitemslikecurrency,valuablesdraftforms,termdepositreceipts,andothersuchsecurityformsshouldbeincustodyofmorethanofficialtomaintainaccountabilityandpreventfraudetc.,and
 All assets of bank/ charged to bank are physically verified at specifiedintervals.
 1.22.AuthorizationofTransactions1.22.1. Banks usually follow a system of approvals and authorization to executespecified kind of transactions in accordancewith prescribed conditions. Authorizationmaybegeneralapplicabletoalltransactionsorspecifiedforasingletransaction.Thus,itisnecessary toensure that theauthorizationsaremadebypersonsactingwithin theirscopeofauthority.Forexamplemanagementcanmakearulethatallcredittransactionsoveraspecifiedlimitshouldbepassedthroughandauthorizedbyahigherlevelofficial.Banksusuallyfollowthefollowingproceduresforauthorizationpurpose:
 i) The financial and administrative powers of each official/each position arefixedandcommunicatedtoallpersonsconcerned.
 (ii) All financial decision at any level are required to be reported to the nexthigherlevelforconfirmation/information.
 (iii) Any deviation from the laid down procedures requires confirmation from/intimationtohigherauthorities.
 (iv) Branch Managers have to send periodic confirmation to their controllingauthorityoncomplianceofthelaiddownsystemsandprocedures.
 1.23.AccountingSystem1.23.1.AccountingSystemincludesaseriesof tasksandrecordsofanentitybywhichtransactions are processed as ameans ofmaintaining financial records. Such systemsidentify, assemble, analyses, calculate, classify, record, summarize and reporttransactions and other events. Management should ensure that the systemsmaintainadequate records and documents. Accounting controls should ensure that thetransactions are recorded at correctly in relevant accounting periods and classified inappropriate heads. As specified in AAS6 internal controls relating to the accountingsystemareconcernedwithachievingthefollowingobjectives:
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(i) Transactions are executed in accordance with management's general orspecificauthorization.
 (ii) All transactions and other events are promptly recorded in the correctamount,intheappropriateaccountsandintheproperaccountingperiodsoastopermitpreparation of financial statements in accordance with the applicable accountingstandards, other recognized accounting policies and practices and relevant statutoryrequirements,ifany,andtomaintainaccountabilityforassets.
 (iii) Assets and records are safeguarded from unauthorized access, use ordisposition. Recorded assets are compared with the existing assets at reasonableintervalsandappropriateactionistakenwithregardtoanydifferences.
 Banksusuallyfollowthefollowingprocedurestoachievetheseobjectives:
 (i) All records aremaintained in the prescribed books and registers only whichensurethatallrequisiteparticularsofatransactionareadequatelyrecorded.
 (ii)EachBranchisassignedauniquecodenumberwhichisrequiredtobespecifiedinalltheimportantdocuments.
 (iii)Allbooksarebalancedperiodicallyandconfirmedbyanofficial.
 (iv)Allinter‐officetransactionsarereconciledwithinaspecifiedtime‐frame.
 (v) Information and communication systems enable all personnel tounderstandtheir roles in the control system, how their roles relate to others, and theiraccountability. Information systems produce reports on operations, finance, andcompliance that enable management and the board to run the bank. Communicationsystems impart information throughout the bank and to external parties such asregulators,examiners,shareholdersandcustomers.
 1.24.Establishmentofreliableinformationsystemsinbanks1.24.1.Inordertoensureproper‐functioningofinternalcontrolfunctionsandsatisfyinginformationneedsareliableandefficientmanagementinformationsystemsthatenablesthe data and other information are stored and used in electronic form, must beestablished. It shall be ensured that information should be reliable, timely, accessible,andprovidedinaconsistentformat.
 1.24.2.Allprecautionsshallbetakentoensurethattheinformationisonlyaccessiblebyauthorized personnel and ensure compliance with current rules and regulations onsecrecy.
 1.25.Controlofinformationsystemsandtechnologies Risks concerning information system and technology shall be effectively
 controlledinordertoavoiddisruptionstobankingbusiness,banks’activitiesandtopreventpotentiallosses.
 General controls include in‐house back‐up and recovery procedures, softwaredevelopmentpolicies,andphysical/logicalaccesssecuritycontrols.
 Applicationcontrolscovercomputerizedstepswithinsoftwareapplicationsandothermanualproceduresthatcontroltheprocessingoftransactionsandbusiness
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activities. Application controls and reviews include logical access controls andspecific software controls and other similar specific controls and reviews.Verificationsandcontrols related toapplicationsshall coverspecial controlsonlogicalaccessesandsoftwareandothersimilarspecialcontrolsandreviews.
 In order to prevent jeopardizing their ability to conduct key‐business activitiesbanks shall establish business resumption and contingency plans using analternateoff‐site facility including the recoveryof critical systemssupportedbyanexternalserviceproviderandmusttestthemperiodically.
 1.26.Establishmentofeffectivechannelsofcommunication1.26.1. Banksshallestablishaneffectiveandadequatecommunicationsystemtoensureanefficientfunctioningofinternalcontrolsystem.1.26.2. Theorganizationalstructureofthebankshouldfacilitateanadequateflowofinformation‐upward,downwardandacrosstheorganizationthatfacilitatesthisflowensures that information flows upward so that the board of directors and seniormanagementareawareofthebusinessrisksandtheoperatingperformanceofthebankandinformationflowingdownensuresthatthebank’sobjectives,strategies,applicationprocedures, andexpectationsarecommunicated to lowermanagementandoperationspersonnel. Information flowing to personnel shall include operational policies andprocedures of the bank as well as information regarding the actual operationalperformance of the organization. It shall be ensured that bank personnel fullyunderstandthepoliciesandproceduresregarding theirdutiesandresponsibilitiesandthatrelevantinformationisreachingtheappropriatepersonnelpromptly.
 1.26.3. TheBoardofDirectors shall assess theoperationalperformanceand therisks that thebank isexposedto.Theseniormanagementshallestablishandmaintaineffective paths of communication within the bank in order to ensure that the bank'semployees report theproblems they face and suspiciousmatters andbehaviors to therespectivemanagementlevelsandcontrolunits.
 1.26.4. Through communication across the organization it shall be necessary toensure that information one division or department has, can be shared with otheraffecteddivisionsordepartments.
 1.27.Monitoringactivitiesforinternalcontrolprocessandcorrectionofdeficiencies (a) Personnel responsible formonitoring the internal control process shall beappointed by the board of directors upon the proposal of senior management andopinionsoftheinternalcontrolunitandtheriskmanagementgroup.
 (b) The frequency of monitoring the bank's different activities shall bedeterminedbyconsideringtherisks involvedandthefrequencyandnatureofchangesoccurringintheoperatingenvironment.
 ©Inordertoeliminateweaknessesintheinternalcontrolsystemandtocorrecterrorsanddeficienciesrapidly,theefficiencyoftheinternalcontrolprocessandcontrol
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mechanismsonvarious transactionsshallbe reviewedthroughanongoingmonitoringactivity.
 (d)Efficiencyoftheinternalcontrolprocessshallbeevaluatedperiodically.Suchevaluation shall be done by authorized personnel through self‐assessments whenpersonnel responsible foraparticular functiondetermine the effectivenessof controlsfor their activities. The seniormanagement, the internal control unit and the internalaudit (inspection) unit shall review these evaluations. All levels of review shall beadequately documented and reported on a timely basis to the appropriate level ofmanagement.
 (e)Assessmentoftheadequacyoftheinternalcontrolprocessanditscompliancewith established policies and procedures shall be performed by the internal audit(inspection)unit.
 1.28.Internalaudit(inspection)systemAsystematicauditprocesswhichiscarriedoutbyinternalauditorsindependentlyasapart of internal control function and in the formof financial activities and complianceauditindependentofthebank’sdailyactivities,consideringthemanagementneeds’andthe bank’s structure;which covers all the activities and units of the bank,mainly theinternal control system and the risk management system, and which enables theassessment of these activities and units, wherein evidences and findings used inassessmentsareobtainedasaresultofreporting,monitoringandexamination.
 (a) Internal supervision (control & audit) system: the integrated processconsistingoftheinternalcontrolsystemandtheinternalauditsystem;
 (b) Riskmanagementsystem:allof themechanismsconcerning theprocessofstandard‐setting, reporting, verifying the compliance with standards, decision‐makingandimplementing,whichareestablishedbytheboardofdirectorsinordertomonitor,tokeepundercontroland,ifnecessary,tochangetherisk/returnstructureofthefuturecashflowsofthebankand,accordingly,thequalityandtheextendoftheactivities;
 ©Seniormanagement:thebank'sgeneralmanageranddeputygeneralmanagers,andmanagersofoperationaldepartmentswhoholdsignatureauthority;
 (d)Inspector:astaffwhoinspectstheconformityofthebank’sactivitieswiththebankinglawandtheinternalregulationsofthebank,basedonanauthoritygrantedbythe bank’s board of directors, inspects the conformity of the bank’s operations to thebankingregulations,andbanks'internalregulations;
 (e) Internal control unit: A unit that organizes, manages and coordinates thebank'sinternalcontrolprocess;
 (f) Internal controller: A staff of the bank, other than inspectors, who isauthorizedbythebankmanagementtomonitor,examineandcontroltheactivitiesofthebankonanon‐goingbasis;
 (g) Riskmanagementgroup:Thewholestructurethatcomprisestheexecutiveriskcommittee,bankriskcommittee,andriskmanagementcommitteesoftheindividualoperationalunits,centralizedordecentralized,establishedinordertomanagetherisksthebankisexposedtoinasystematicway;

Page 32
                        

(h) Asset/LiabilityManagement Committee: The committee assigned by theBoard of Directors with the duties of determining the policies for asset/liabilitymanagementandmobilityofthefundsandtakingdecisionstobeexecutedbyrelevantunits within the framework of the bank’s balance‐sheet management andmonitoringimplementationoftheactivities;
 (i) Risk management staff: Staff in risk management committees who areresponsibleforsuchissuesasdefining,verifying,andassessingriskstowhichthebankisexposed through certain criteria, quantitative and analytic techniques, and haveadequate knowledge and experience in risk management; who work in coordinationwithinternalcontrollersinaccordancewiththeprovisionsandproceduressetoutbytheboardofdirectors.
 (j)Risk:Theprobabilityofdecreaseineconomicbenefitduetoamonetarylossoranunexpectedexpenseorlossoccurredconcerningatransaction;
 (k)Controllablerisks:Riskswheretheprobabilityofalossthatmaybeincurredby thebankcanbemitigatedbyusingriskmitigationtechniquesor imposing limits totransactionsthatmaygeneraterisk;
 (l) Uncontrollablerisks:dependingon thevariabilityof controllable risksovertime, Risks of loss which cannot be predicted by using any risk measurement andmitigation techniquesorby implementingexposure limits,andwhich is realizedwhenemerge.
 1.29.LimitationsWhile internal control provides important benefits, limitations do exist. Limitationsresultfrom:
 •Thequalityandsuitabilityofobjectivesestablishedasapreconditiontointernalcontrol.
 •Therealitiesthathumanjudgmentindecisionmakingcanbefaulty.
 •Knowing that decisions on responding to risk and establishing controlsmustconsidertherelativecostsandbenefits.
 •Breakdownsthatcanoccurbecauseofhumanfailuressuchassimpleerrorsormistakes.
 •Controlsthatcanbecircumventedbycollusionoftwoormorepeople.
 •Theabilityofmanagementtooverrideinternalcontroldecisions.
 These limitations preclude the board and management from having absoluteassurance of the achievement of the entity’s objectives – that is, controls providereasonablebutnotabsoluteassurance.
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1.30.Riskidentificationandassessmentprocess1.30.1. The risk management system shall carry out its function operationallyindependent.Riskidentificationandassessmentfunctionshallbemainlyexecutedbytheriskmanagementgroupoperatingasapartoftheriskmanagementsystem.Staffoftheinternal control and risk management group shall cooperate during the process ofidentification,detectionandevaluationofrisksinanefficientmannerwithintheflowofbusinessinthebankinaccordancewiththeprincipalsandprocedurestobeestablishedbytheBoardofDirectors.Wheredeemednecessary,inspectorsshallalsoassessrisksonspecifiedareasmostparticularlylegalandoperationalrisks.
 1.30.2. Intheprocessofrecognitionandassessmentofrisks,allrisksthebankandits participations are exposed to, shall be taken into consideration in a consolidatedbasis.Theinternalcontrolprocessshallcoverallrisksfacingthebankandconsolidatedsubsidiariescontrolledbythebank.
 1.30.3.TheBoardofDirectorsshalldeterminelimitsrelatedtofundamentalrisksbeingcarried by the bank and ensure that the bank's senior management and the riskmanagement group takes necessary steps to recognize, measure, control andmanagevariousrisksbankfaces.
 1.30.4.Theinternalcontrolprocessshallbereviewedtoensurethatitalsocoversanyrisk,whichhasnotbeenencounteredoridentifiedbefore,andrevisedsothattheserisksarebestunderstoodwheredeemednecessary.
 1.30.5. The risk assessment function covers all risks bank is exposed to. Aneffectiveriskassessmentidentifiesandconsidersinternalfactorssuchasthecomplexityof the organization’s structure, the nature of the bank's activities, the quality ofpersonnel, organizational changes and employee turnover as well as external factorssuch as fluctuating economic conditions, changes in the industry and technologicaladvancesthatcouldadverselyaffecttheachievementofthebank’sgoal.
 1.30.6. Inordertobeabletoperformfullythefunctionofriskidentificationandevaluation, necessary precautions shall be taken by considering the changes in theoperatingenvironment,recruitmentofnewpersonnel,renewalofinformationsystems,activities towards rapid growth, use of new technology, offering new products andservices,mergers and takeovers, effect of changes in the economic structure and legalarrangementsandenlargementofinternationalactivities.
 1.31.AtoZofEffectiveInternalChecksandControlSystemAnAtoZofeffectiveInternalControlSystemisgivenbelow. Audittobeconductedinafriendlyenvironment.
 BestPracticestobesharedamongfraternalCooperativeBanks.
 ComplianceFunction‐compliancesystemandcultureneedtobeinternalised.
 DisclosureNormstobebroad‐based.
 Empowermentofinspectingofficers‐initiativestobetaken.
 Fraudmanagement‐strengtheningmeasurestoprevent,minimizeandmanage.
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Governance‐tobegivenhighpriorityinCooperativeBanks.
 HRupgradation‐assessmentandfulfillment(asperMitraCommittee).
 ITapplicationtobeupgraded.
 JointconsultationbetweentheSupervisorandthesupervisedtobecontinued.
 KYC&AMLnormstobefollowedinletterandspirit.
 LicensingofCooperativeBanks–Effortstowardsexcellence
 LiquidityinbankstobeenhancedthroughsoundInternalControlSystems/ALM.
 ManualonInternalControlSystemstobeinternalizedbybanks.
 Net worth to be properly assessed ‐ very important in the event of
 recapitalization.
 Off‐SiteSurveillanceSystem(OSS) tobestrengthened‐banks tobe familiarwith
 newreturns.
 PolicyonInternalInspection/AudittobeputinplaceineachCooperativeBank.
 QualitativeScrutinyofAudit/InspectionReportsmaybeintroduced.
 RiskManagementinbanks‐structuredmovementtowardsit.
 Strictadherencetowardsregulatory&supervisoryprescriptions
 Trainingarrangementofinspectingofficers‐assesstheirrequirements.
 UnlearningofthelearningpointsoftheSeminar‐sharethenewlearning.
 Vigilance awareness in Cooperative Banks‐ to be accepted as part of internal
 controlsystem.
 WarningsignalsforNPAmanagement‐preventNPAsbeforetheyoccur.
 X‐rayexaminationofbank’ssystemsthroughconcurrentaudit.
 Yearlyreviewofpoliciesrelatingtointernalcontrolsystem.
 Zerocouponbonds‐examineandhandlethemwitheagleeyes.
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Chapter‐2InternalControlandInternalAudit
 2.1.Introduction2.1.1. The scope and nature of effective internal control systems for proper andsystematic progress of work should be consistent with the bank’s special needs andconditions,andshouldtakeintoaccountthenatureandsizeofthebusiness,thediversityofoperations,thevolumeandsizeoftransactionsanddegreeofcomplexity,thedegreeofriskassociatedwitheachareaofoperation,theamountofcontrolexercisedbyseniormanagement over day‐to‐day operations, the degree of centralization in workmanagementandtheextentofrelianceoninformationtechnology.
 2.1.2. The internal control system should provide for (a) division of work intoidentifiable,clearlydemarcatedandspecifieditems,(b)delegationofresponsibilities,(c)supervision over jobs done, (d) checks and counter checks and (e) procedures formaintenance of books of account and handling of various types of business. It isessentialthateverybankshouldtakestepstobuildupcadreoftrainedstaffsothatthebuilt‐insystemofsafeguardsandothermeasurescouldbeefficientlyandeffectivelyputintopractice.
 2.2.MasterCircularonInternalControlbyNABARDNABARD vide its letter No. NB.DoS.HO.POL/4666/J.1.2008‐09 (CircularNo.48/DoS.12/2009)dated09March2009hadissuedaMasterCircularconsolidatingallthecircularsissuedbyitfrom28May1993to31March2008onmatterspertainingtotheareasof importancetobe looked intobytheInternalAuditorswhileconductingaudit/inspectionofCooperativeBanks’branches(seeAnnexureIII).
 2.2.1. BasedonGhoshCommitteerecommendationson Internal InspectionandAudit,NABARDhadadvisedalltheCooperativeBankstointroduceasoundsystemofinternalaudit. Further,vide theirCircularNos.NB.DoS.HO.POL/6256and6259/J.1/2002‐03dated03December2002alltheSCBsandDCCBsrespectivelywereadvisedtosetupInspectionDepartment in their banks and suggested precautions to be taken to avoidincidenceoffraudsandmalpracticesinthebanks..2.2.2.Thebankswerefurtheradvisedthatwithaviewtostrengtheningthecredibilityof the inspection system in detecting cases of frauds/malpractices, steps need to betakentogearuptheinspection/auditmachineryandtoimprovethequalityofofficersofthe inspection department. The head of the inspection department at the Head OfficeshouldbeasufficientlyseniorpersonandshouldreportdirectlytotheChairman.Ifthebank has Regional/Controlling Offices, there should be an audit machinery under anofficial of sufficient seniority as the Regional/Controlling Office Chief to conduct theperiodicalauditofbranchesunderitsjurisdiction.Theofficerspostedtothisdepartmentshouldhavesufficientexperienceandexposureandthedepartmentshouldbeheadedbyanofficialofsufficientseniorityandprovenintegrity.Inordertoattractcompetentstaffto the department, minimum, continuous experience of three years in InspectionDepartmentshouldbemadeasaprerequisiteforpromotiontothenexthighergrade.
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2.3.InternalAuditandInspection
 2.3.1.Objective
 Themainobjectiveofinternalauditandinspectionistoassistthebank’smanagementinachieving efficiency and effectiveness in all its operations. Towards this end, internalauditandinspectionprovidesthemanagementwithanalysis,appraisalandobservationsinrespectofareasreviewedcoveringbothfinancialandotheroperationalareas.
 2.3.2.DifferencebetweenAuditandInspection
 Expressions'Audit'and'Inspections'aresynonymouslyandinterchangeablyused.Theircoverage is also often over‐lapping. While Audit is a quantitative analysis of theoperationsofanorganization,thebasicpurposeofwhichistoassesstheintegrityofthebooksofaccountandotherrecords,Inspectionthoughalsoincludeselementsofaudit,isfundamentallyaqualitativereviewoftheaffairsofanorganization.
 2.4.Internalaudit2.4.1.Internalauditrepresentsanintegralpartofthesystemsofinternalcontrolwhoserules are established and maintained by the bank’s management and may provideindependentassuranceovertheintegrityandeffectivenessofsuchsystems.2.4.2.ThescopeofInternalAuditistoensurethat
 (i) thebooksandrecordsaremaintainedinaccordancewiththeHOinstructions;
 (ii) anaccurateandcorrectrecordoftheliabilitiesandassetsaremaintained;
 (iii) assets shown in the books are physically exist and offer comments about their
 condition;
 (iv) documentsobtainedbythebranchfromtheborrowersarecompleteinaccordance
 withHOinstructions/guidelinesandenforceable;
 (v) theadvancesgrantedandtheexpenditureincurredareunderproperauthorityas
 alsoobserveanyviolationsthereon;
 (vi) internal checks and controls asprescribed are being properly adhered to byHO
 Departmentsandbranches;
 (vii) returnsarecorrectlycompiledandsubmittedregularlybythebranchestoHOand
 consolidationofdataisdoneatHOtimely.
 (viii) specialinvestigationforthebank’smanagement.(ix) Reviewandreportonriskmanagementproceduresandmethodologies;(x) Reviewofthemanagementandfinancialinformationsystems;(xi)Reviewofvarioussafeguardsfollowedforsafeguardingtheassetsofthebank;and

Page 37
                        

(xii)Reviewofsystemsestablishedtoensurethecompliancewith legalandregulatoryrequirements,courseofconductandimplementationofvariousprocedures;
 2.4.3. The scope of internal audit should be decided by the bank’s management inconjunctionwiththe internalauditors.However, fromaverygeneralpointofviewthescopeshouldinclude:
 Theevaluationofadequacyandeffectivenessoftheinternalcontrols Reviewandreportonriskmanagementproceduresandmethodologies Reviewofthemanagementandfinancialinformationsystems Reviewoftheaccuracyandreliabilityofaccountingrecordsandfinancial
 reportsandstatements Review of various safeguards followed for protecting the assets of the
 bank. Review of systems established to ensure the compliance with legal and
 regulatoryrequirements,courseofconductandimplementationofvariousprocedures
 Testing of various transactions, scrutiny of accounting records andfinancialstatements.
 2.4.4.Internalauditisanindependentfunctionandshoulddirectlyreporttotheauditcommittee. The internal audit charter of the bank should establish the objectives andscopeoftheinternalaudit,accountabilityoftheinternalauditors,reportingrelationshipwithauditcommitteeandboardofdirectors,monitoringofactionsrecommendedbytheinternalaudit.2.4.4.1.InternalauditisatopdowncontrolmeasureandtheinternalauditofallthreetiresoftheCCSshouldbeintegratedinordertobeeffectiveandefficient.2.4.4.2.Internalauditisanimportantcontroltoolthatprovidesanongoingmonitoringofbank’s internal controlsandproceduresandanassessmentof theadequacyof suchprocedures and an assurance that the established policies and procedures are beingcompliedwithbytheoperatingmanagement;2.4.4.3. Currently, the central banks and their affiliated societies do not have anindependent internal audit function.Wesuggest that inassociationwith theStCB (toptieroftheCCS).DCCBswillhavetoimplementaninternalauditofthebank’soperationsby independent chartered accountants not having any affiliation with thebanks/societies;
 2.4.4.4. Generally, internal audit should not have authority or responsibility for theactivities it audits (i.e. internal audit should not administer internal controls but onlycheckontheiradequacyandefficiencyofsuchsystems).
 2.5.PeriodicityofInternalAudit
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Theperiodicityoftheinternalauditofthebranchesshouldbeatleastonceinevery12months,whichshouldbereallyofsurprisecharacter.
 2.6.CoverageofInternalAuditThecoverageofsuchinspectionsshouldalsobemademorecomprehensive,interalia,toinclude(i) thorough examination of the internal control system obtaining at the branchesincludingthevariousperiodicalcontrolreturnssubmittedtothecontrollingoffices.(ii) comment, on the position of irregularities pointedout in the inspection report ofNABARD.(iii)criticallyanalyseandmakein‐depthstudyofthecorruption/fraudproneareassuchas appraisal of credit proposals, balancing of books, reconciliation of inter‐branchaccounts,settlementofclearingtransactions,suspenseaccounts,premisesandstationeryaccountsduringthecourseofinspectionsleavingnoscopeforanymalpractices/irregularitiesremainingundetected.(iv) scrutinise the suspense account during inspection/visit and give specificinstructionsforearlyreversalofentries.(v) verifying thedetails of off‐balance sheet transactions areproperly followedby allbranchesandoffercriticalcomments.(vi) conducting surprise checkatperiodical intervals inventoryofdead stockarticles,stationeryatthebranches.
 2.7.Supplementary/ShortInspectionsTheannualinternalinspectionshouldbesupplementedbysurprise/shortinspectionsatirregular intervals, particularly of large branches, to be carried out by officials atappropriatehigherlevelsnotonlytolookintothegeneralworkingofthebranchesbutalsotoensurethatnomalafidepracticesarebeingindulgedintobythebranchofficials.Inadditionwhereversowarranted,spot/special inspectionsorscrutinyshouldalsobecarriedoutonreceivingsignalstothateffect.
 2.8.RevenueAuditBesidesinternalauditandshortinspections,thereshouldbearegularsystemofrevenueaudit of the large branches. The reasons of leakage of income unearthed during suchauditshouldbeexaminedin‐depthandactiontakenagainsttheofficialsresponsibleforthelapses.
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2.9.CreditPortfolioAudit2.9.1.Asystemofexclusivescrutinyofcreditportfoliowithfocusonlargeradvancestoindividuals and units having high level of exposure at regular intervals need to beintroduced. A special scrutiny of high value accounts shifted to the bank from otherbanks, ifany,shouldbedone. Similarly, theaccounts transferredfromotherbranchesalongwith theofficials shouldbe subjected to thorough scrutiny.The summaryof theimportantfindingsmaybesubmittedtotheCommitteeoftheBoard.Irregularaccountsoveracut‐offpointmaybereportedtoNABARD.ThepointsmadebytheNABARDatthetimeofdiscussionoffindingsofinspectionwiththetopmanagementofbanksshouldbeeffectivelyfollowedupbybankswithoutdelayandcompliancereportshouldbeputuptotheBoardperiodically.2.9.2. Banks should examine the need for introducing a separate section of internalinspectionmachinerytoscrutinisecreditportfolioonly.ItwillbenecessarytostaffthisSection with competent and experienced personnel who will make an in‐depthexamination of the credit portfolio. It should be the responsibility of this Section toparticularlyscrutiniselargeraccountsandgroupexposures.Tobeeffective,apartfromcompetentofficialstomantheSection,shouldbeunderthechargeofaseniorpersonnelreporting directly to the Chief Executive Officer/Managing Director of the bank. Thesummary of important findings should also be put up to the Audit Committee of theBoard.2.9.3.TheHeadOfficesofficialsshouldhaveasquad,whichshouldalsomakesurpriseinspectionofthegoodspledged/hypothecatedtothebank.2.9.4. QuarterlysnapinspectionsofthebranchesshouldbemadebythebranchlevelseniorofficersorbyHeadOffice/RegionalOfficeofficers, toespeciallyverifywhetherdrawingpower/limit,interestrates,etc.arecorrectlyentered.
 2.10.InvestmentPortfolioAuditAll theStateCooperativeBanksandDistrictCentralCooperativeBanksarerequiredtoinclude the following measures in respect of investment portfolio audit by theConcurrent Auditors on a quarterly basis, the details of which are given in theInvestmentChapterwrite‐upseparately.
 2.11.CompliancewithPrudentialNormsInternalauditorsshouldbringoutnon‐compliancewiththeprudentialnormsrelatingtoincomerecognition,assetclassificationandprovisioningfortakingsuitableactioninthematter.
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2.12.ChequePurchaseTransactionsThe internal inspectors shouldverifyall the chequepurchased/discountedbeyond thesanctionedlimit.Theyshouldconductasamplecheckingoftransactions.
 2.13. ConcurrentAuditSystem2.13.1. GhoshCommitteehadalso recommended introductionof concurrentaudit atlarge and exceptionally large branches of banks to serve as administrative support tobranches,helpinadherencetoprescribedsystemsandproceduresandpreventionandtimely detectionof lapses/irregularities. Accordingly, all scheduled and other SCB andDistrictCentralCo‐op.BankswithdepositsoverRs.50crorewererequiredtointroducethe system of concurrent audit. Subsequently, based on the recommendations of theJoint Parliamentary Committee (JPC), which enquired into stock market scam andmattersrelatingthereto,allco‐operativebanksarerequiredtointroducethesystemofconcurrent audit. (vide Circular No.NB.DoS.HO.POL.667/ J.1./2002‐03 dated 31 July2002).2.13.1.1. The concurrent audit system is to be regarded as part of a bank's early‐warning system to ensure timelydetectionof irregularities and lapses,whichhelps inpreventingfraudulenttransactionsatbranches.Itis,therefore,necessaryforthebank'smanagementtobestowseriousattentiontotheimplementationofvariousaspectsofthesystemsuchas selectionofbranches, coverageofbusinessoperations, appointmentofauditors, appropriate reporting procedures, follow‐up/ rectification processes andutilisation of the feed‐back from the system for appropriate and quick managementdecisions.2.13.1.2. TheBoardshouldreviewtheeffectivenessofthesystemandtakenecessarymeasures to correct the lacunae in the system, once in a year. It is basically for theindividualbanks'managementstodecidethedetailsoftheconcurrentauditsystem.2.13.1.3.Whileframingaconcurrentauditsystem,thebanksmayclearlyspelloutthelinkagesbetweendifferentformsofinternalinspectionsandauditsalreadyinexistenceandtheproposedconcurrentaudit.2.13.2.SCOPEOFCONCURRENTAUDIT2.13.2.1. Concurrent Audit is an examination, which is contemporaneous with theoccurrenceof transactionsor is carriedout asnear thereto aspossible. It attempts toshorten the interval between a transaction and its examination by an independentpersonnotinvolvedinitsdocumentation.Thereisanemphasisinfavourofsubstantivecheckinginkeyareasratherthantestchecking.Thisaudit isessentiallyamanagementprocess integral to the establishment of sound internal accounting functions andeffective controls and setting the tone for a vigilance internal audit to preclude theincidenceofseriouserrorsandfraudulentmanipulations.
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2.13.2.2. AConcurrentAuditormaynotsitinjudgmentofthedecisiontakenbybank/branchmanageroranauthorisedofficial.However,theauditorwillnecessarilyhavetoseewhetherthetransactionsordecisionsarewithinthepolicyparameterslaiddownbythe Head Office/Board of Directors, they do not violate the instructions or policyprescriptions of the Reserve Bank of India and that they are within the delegatedauthority and in compliance with the terms and conditions for exercise of delegatedauthority.
 2.13.3.COVERAGEOFBUSINESS/BRANCHESThesuggestedcoverageisasunder:2.13.3.1.TheDepartments/DivisionsattheHeadOfficedealingwithtreasuryfunctionsviz. investments, funds management including inter‐bank borrowings, bill rediscount,and foreignexchangebusiness are tobe subjected to concurrentaudit. In addition, allbranchofficesundertakingsuchbusiness,asalsolargebranchesanddealingroomshavetobesubjectedtocontinuousaudit.2.13.3.2. The problem branches, which are continuously getting poor or very poorratinginthebank’sannual inspection/auditandwherethehousekeepingisextremelypoormaybecovered.2.13.3.3Banksmayalsoincludeadditionalbranchesattheirdiscretiononthebasisofneed;thatistheirprofessionaljudgmentabouttheoverallfunctioningofthebranches.
 2.13.3.4. The typesofactivities tobecoveredby theConcurrentAuditoraregiven inAnnexure‐IV.
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Chapter3‐InternalInspection
 3.1.IntroductionThoughitincludeselementsofaudit,inspectionfundamentallyisaqualitativereviewoftheaffairsofanorganizationvis‐à‐vispolicyguidelines.Itsobjectiveisnotonlytoverifyobservanceofprescribedproceduresandguidelinesbutalsotopromoteandmaintainsafeandsoundoperatingpracticesandconditions.
 3.1.1.Internalinspectionincludesalltheaboveaspectsi.e.
 verificationofassetsandliabilities;
 checkingofobservanceofinternalsystem;and
 evaluationofassets
 3.1.2. In addition, inspection involves a critical review of the entireworking of thebranch (in respect of DCCB) and CCB (in respect of StCB). It includes assessment ofquality and quantum of business, scope for further development. It recommendscorrectivemeasures for removal of deficiencies and irregularities andmakes practicalsuggestionsfortoninguptheentireworkingofthebranchsoastoimprovetheoverallefficiency.
 3.2.FunctionandworkingsofInternalAudit/InspectionDepartmenti) Policy on internal inspections: The Department will frame policy on internalinspectionsinregardtodifferentfactors.Tofacilitatethebanktoframeitspolicysomehintsaregivenineachoftheimportantfactors.(a)Durationofinspection:Numberofmandaysrequiredforconductofinspectioninkeepingwiththevolumeofbusinessandothersensitivefactorsassociatedwiththeunittobedetermined.Numberofofficialstobedeputedforthepurpose.(b)Referencedateofreview:Ideally,twoinspectionsin a year is required to beconductedtoensuregoodgovernanceandvigiloverbranchfunctioning.Insuchacase,referencedateshouldbe30Septemberand31Marchofanyear.Financialpositionwithreference to these cut‐offdates tobe reviewed. Entirebusiness conductedduring theperiodandongoingaccountsuptothatperiodwillcomeunderpurviewoftheinspection.(c)Contentofinspectionreport:TheDepartmentwillprepareachecklistofworkstobeattendedbytheInspectingOfficialsduringtheview.Themodelofinspectionformatis enclosed videNABARD’s CircularNo.NB.DoS.HO.POL.183/J‐1/2010‐11 (CircularNo183/DoS ‐22/2010)dated15September2010 forwarding theGuidelines forInspection of DCCBs and branches of SCBs/DCCBs and affiliated societies (seeAnnexureV).
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(d) Periodofdrafting: Preferably,draftingperiodshouldbesameasdurationofon‐siteinspection.(e) Finalisationandsubmissionof report: After the drafting is over, thePrincipalInspectingOfficerwillsubmitthedraftreporttotheauthorityofinspectiondepartmentfor review and finalization. The bank has to decide the level of officer who shouldfinaliseandsendthereporttobranch/bank.Twoweeksmaybegivenforcompletionofthis formality. The inspectionteamshouldtakeallresponsibilityuptodispatchof thereport.Logisticsupportshouldbeprovidedtotheteambythedepartment.(f)Timeforcompliance:Thereportshouldbedividedintwoparts.Minordefectsandmajordefects.Timeforrectifyingminordefectsshouldbe15daysfromthedateofissueofthereportandmajordefectstobecompliedwithin45days.(g) Coverageandqualityof reports: Whether coverage of the report is as per theguidelines covering all essential aspects of the functioning of the branch, whethercontents focus on major findings/ irregularities, whether the report containsobservationsnotwellsubstantiated,whethersuggestiongiven,ifany,arepragmaticandpracticable. The internal audit/inspection department of the Cooperative Banks mayfollowtheformatofinspectionreportfurnishedbyNABARDvideitscircularletterdated15 September 2010 referred to above for the purpose of eliciting information andwritingthereport.Theformatisself‐explanatoryandcontainsalmostallareasofbank’sfunctioninginaquestionnaireform.3.2.1.Theinspectingofficerwillgivehis/herobservationsalongsidethequestionnaire.TheAuditCommitteemayawardmarkstothereportinthefollowingparametersin100marksscale.Parameters Maximum Marks
 obtainedQualityandcontentsofInspectionReport Presentation Accuracy NewFeatures(detectionoffrauds) TimelyissueofIR TOTAL 100 3.2.2. Ratingofbranch/DCCB: Thestatusofthebranch/DCCBmaybemeasuredbyusingaratingscaleonperformanceineachoftheareaofbank’sfunctioningascomeoutin the final report. The format provides for allottingmarks in each section of bank’sactivity with an aggregatemaximummark of 100. The Audit Committeemay decidemaximummarks aparticular activitydeserves dependingonweightage of the activityfromInternalControlSystempointofview.However,anillustrativeratingchartisgivenbelow:
 6
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Activity Maximum
 marks
 Marks
 obtained
 Remarks
 Cashretention 5
 Handlingofkeys 5
 Deposits 5
 Loans 15
 OperationalRiskManagement 30
 Controlonincomeleakage 20
 Externalcompliance 5
 Businessstrategyandcustomerservice 5
 Workingresultandnetworth 10
 TOTAL: 100
 3.2.3. The status of the branch/DCCBmaybe arrived at onmarks itwill get from the
 inspection.Theunitsmaybecategorizedasunder:
 Percentageofmarksawarded Category
 Above80% A
 60to80% B
 50to60% C
 Below50% D
 3.2.4.Issueofwarningsignals:Onthebasisofinspectionfindingswarningsignalsmay
 beissuedtothebranch/DCCB.Asystemofcriticalmonitoringmaybeintroducedtokeep
 avigilonthefinancingunitinthatweakarea.
 3.2.5.Monitoringandfollow‐up:Thecompliancebytheinspectedunitisimportantfor
 setting right the problems, if any. Care should be taken to see quality of compliance.
 Complianceshouldbespecificandverifiable.Ifsimilartypesofirregularitiesarenoticed
 inthenextinspectiontheinspectingunitmaybeissuedwarningletters.
 3.2.6.Internalisationofinspectionfindings:TheAuditCommitteemay review the
 inspectionreportsperiodicallyandanalysecauseandeffectof certain findings.
 Disturbingfeaturesmaybeintimatedtodifferentsections dealing with the subject.
 Onthebasisofthefindingspolicychangesmaybemade.
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3.2.7. Other issues: Annual budget for internal inspection, allocationofmanpower,fixation of visit schedule etc., will be drawn in advance and accorded sanction of theBoardthroughtheAuditCommittee.ThesectionwillreviewthereportsandputupananalysistotheAuditCommitteefornecessaryaction.3.2.8.Reviewbyexternalinspection/AuditDuring statutory audit and statutory inspections conducted by NABARD differentdeficienciesinthebank’sfunctioningarebroughtout. Thebankisrequiredtotakeforstrengthening theweakaeas. Thebankmayask theexternalauditors to furnish theirfindingsinthespecifiedformat.VideletterRef.No.NB.DOS.POL./1309/J.1/2008‐09 (Circular No. 106/DoS‐19/2008) dated 30 June 2008 NABARD had circulatedformat for Long Form Audit Report (LFAR) for Cooperative Banks‐ RevisedFramework to be adopted by the statutory auditors while undertaking thestatutoryauditofthebanks.
 3.3.ControlthroughVigilanceCellandMonitoringofFrauds3.3.1.FraudsinCooperativeBanksarecasesoforcriminalbreachoftrust,encashmentof forgedinstruments,manipulationofbooksofaccounts,unauthorizedcredit facilitiesextendedforillegalgratification,cheatingandforgery,etc.aredifferenttypesofmodusoperandi for perpetration of frauds. However, frauds in large number of cases areperpetratedbybankstaffbyfloutingestablishedsystemsandprocedures.NABARDvideits circular letter No.NB.DoS. HO.POL./3899/P‐71/2005‐06 (Circular No.16 /DoS.1/2005)dated14 January2006 instructed all the Cooperative Banks to set upVigilanceCellskeepinginviewtheincreaseinfraudcasesinCooperativeBanks.3.3.2. Asper theguidelines issuedbyNABARD, theVigilanceOfficer shouldbea fulltime functionary, senior officer from within the bank or on deputation from outsideservingorretired,withatenureofatleastthreeyears.Whenthesameofficerhasbeenassigned vigilance functions besides normal duties, the vigilance function does notreceive the required importance andmay not develop into effective instruments forcurbingthegrowingtrendofvigilancecasesinbanks.3.3.3.AlthoughmanyoftheCooperativebankshavesetupVigilanceCells,thosearenotheadedbyanindependentvigilanceofficer.Thebanksshouldrealizethegravityoftheissueandmakenecessaryarrangementstoaddressit.3.3.4. The functionsofvigilancecellshould includedetectivevigilanceandpreventivevigilance. Detective vigilance will lead to unearthing frauds and corruption casesthroughtheprocessofexaminationofcasesofcarelessness,unwanteddeparture fromnorms,abuseofauthority,etc.Preventivevigilancewillbethroughensuringobservanceofrules,regulations,proceduresandpinpointingthedefectsandtimelyrectification3.3.5. All fraudsneedtobefollowedupandmonitored. Policeactionasalsointernalinquiriesneedtobeinitiatedsothatthebankrecoversitsfundsalongwithinterestand
 .
 14
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isnotputtoanypecuniaryloss.SpeedyactiontoplugoperationalloopholeshavetobeinitiatedandfraudcasesshouldbeputuptotheBoDforinformation. Weakfollow‐upactiononfraudsbybankwillsendwrongsignalstootherstaffmembershavingsimilarinclinationandmayencouragefrauds.
 3.4.ProcedureforInternalChecksandControls
 3.4.1.BooksofAccount:‐ACo‐operativeBankisrequiredtomaintainvarioustypesofbooksofaccountandregistersnormallyrequiredforcarryingoutthebankingbusinessatHOandinthebranches. Tothiseffect,thebankhastocomplywiththeinstructionsreceivedfromRBI/NABARDandRCS.Theimportantbooks/registers/recordsnormallyrequired to bemaintained by a Co‐operativeBank are indicated inAnnexureVI. TheInternal Inspectors should bring out the general quality of maintenance of variousregisters/ledgers maintained by the bank and also deficiencies/ shortcomings in themaintenancethereofinbriefindicatingthename/softhebranch/sinwhichtheywereobserved. They should also comment about the custody andperiodical verification ofsecurities, security documents, godown keys, etc. in the bank and on the dailyindependentcheckingofpreviousday’sentriesfromvouchers,etc
 (ii) The various types of safeguards to be adopted by a bank in its procedures forhandling transactionsrelating todifferent itemsof liabilitiesandassetsarementionedunder respective items viz., maintenance and servicing of deposit accounts, cashmanagement,investments,loansandadvances,etc.
 .3.4.2.BalancingofBooksofAccount‐
 a) Allentries in thebooksofaccountshouldbecheckedbypersonsother thanthose
 whohavewrittenthem.
 b) Balancingofbooksshouldbedonebystaffotherthanthosewhoaremaintainingthe
 books.
 c) Balancingof booksby surprise shouldbeorderedby the authorities from time to
 time.
 d) Balancingregistershouldbecheckedbyaresponsibleofficial.
 e) Rotationofdutiesamongthestaff.
 Internal Inspectors should examine the above aspects. The periodicity of balancing ofbooks, theactualpositionofbalancing, the reason for arrears inbalancing, if any, andsteps taken to balance the books within a time frame has to be ascertained. The IOshouldindicatethenamesofbrancheshavinglongpendingbalancingofvariousbooksofaccount and highlight it as a serious irregularity in the IR for enabling the AuditCommittee to review the matter and take steps to complete the balancing within astipulatedtimeframe.
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3.4.3.Well‐definedproceduresforBranchControl
 Each Co‐operative bank should have Book of Instructions/ Manual clearly indicating,step by step, the procedure to be followed for handling items of work relating to allimportantaspectsofbank's functioning. In theabsenceofmanuals, clear instructions/guidelines should emanate fromHO in the form of circulars and the branches shouldmaintainthesefiles,inchronologicalorder,foreasyreference.Controloverbranchesisnormallyexercisedthroughthefollowingmethods:
 a) IssueofBookof Instructions/Manual/Circulars indicatingprocedureswith in‐
 builtchecks&controls
 b) Prescriptionofperiodicreturns
 c) Periodicinspection
 d) Branchaccountandreconciliationthereof
 3.4.4.In‐Builtchecksandcontrols
 (a)Handlingofcash:‐Thebanksareexpectedtohavethefollowingprocedure:‐
 Maintenanceofseparatecashscrollbythecashieraswellastheaccountant;
 Jointcustodyofcash;
 Surpriseverificationofcashbyanofficialunconnectedwiththecustodythereof;
 Systemofmaintenanceof separate register for recordingdetailsof cash received
 afterclosureofcash;
 Maintenanceof key register forhandingover/ takingover of keys of safe/strong
 room;
 Maintenanceoftokenregister;
 Adherence of cash retention limit for counter and vault as fixed by HO and
 arrangementsforremittingofsurpluscashtonearbybranches/HO;
 Detailsofcut/soilednotesandthelikelyfinanciallossarisingoutofsuchnotes;
 Verificationofmovementregister;
 Lodgingofduplicatekeysofsafewiththenearbycommercialbankbranch/HOand
 theirperiodicalrotation;and
 Surpriseverificationofcashbyofficialsvisitingthebranch/esfromHO.
 IOs are expected to keep all these aspects in view while reviewing the position in
 branchesandbringoutthedeficienciesclearlyintheIRs.Ifthebranch/esarefoundto
 beholdingcashmorethantheprescribedlimitscontinuouslyformorethanafortnight,
 suchinstancesshouldfigureintheIR.
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(b)Balanceswithotherbanks
 (i) Joint operation of accounts maintained with other banks both at HO and
 branches;
 (ii) Periodicreconciliationofsuchbankaccounts
 (iii) Followup of entries remaining unadjusted for a longperiod –reasons there
 for.
 (iv) Regularreceiptofmonthlystatementofaccountsfromthebanks.
 IOs should analyze the long outstanding items pending for adjustment in the bankaccounts/bankreconciliationstatementsandadvisethebranchesconcernedtotakeupandcompletethereconciliationwithinthespecifiedtimeframe.
 (c)CustodyofSecurityItems
 (i) Blankcheques/drafts/FDR/PaymentOrderBooksshouldbeunderthecustodyof
 authorizedofficial/s.
 (ii) Accountopeningforms,specimensignaturecards,looseledgersheets,etc.should
 alsobekeptunderpropercustodytopreventmisuseofthesame.
 Internal Inspectors should undertake regular checking of stock as per the registers ofsuch security documents,method followed for issuanceof chequebooks to customersand counters, safe keeping of specimen signature cards, account opening forms, etc.duringbranchvisitsandcommentaboutthedeficiencies,ifany,intheIR.
 (d)PeriodicalreturnstobesubmittedbybranchestoHO
 The HO of the Co‐operative Bank prescribes various returns to be submitted by thebank’sbrancheswhichfacilitatetoknowabouttheworkingofbranchesandenableHOtoexercisepropercontroloverthem.Thesereturnsrangefromdaily,weekly,monthlytoyearly.Eachbankprescribessuchreturnssoastosuititsownneeds.Someofthesereturnsareindicatedasunderwhichareillustrativeandnotexhaustive. It isexpectedthat the branches must maintain proper record to indicate the due dates of variousreturnsanddate/sofsubmissionofthosereturnstoHO. Thisrecordmustbeverifiedbothbythebank’sInternalInspectorsoastoensurethatthebranchhasbeenpromptlysubmittingtheprescribedreturnstoHOwithintheduedates. Delays insubmissionofthosereturnsonacontinuousbasisbycertainbranchesmustbereportedintheIR.
 Dailyreturns:‐(i)Statementofcashposition,(ii)AbstractoftransactionsthroughHOGeneral Account, (iii) Statement of advances granted under Branch Manager’sdiscretionarypowers,(iv)LiquidAssetsstatement.
 Weekly returns: (i) Trial Balance, (ii) Overdue bills purchased and discountedstatement
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Monthlyreturns:
 (i) Statementof STandMT loansandadvances issued, recovered,outstandingand
 overdue.
 (ii) StatementofCCaccountsshowingdrawls,repayments,outstanding’s,overdues,
 valueofstocks,datesofverificationofstocks,etc.
 (iii) LoansandadvancesagainstGovt.securities,fixedassets,hypothecationofmotor
 vehicles,etc.
 (iv) Go‐downInspectionreport
 (v) Reconciliationstatementregardingbalanceswithotherbanks
 (vi) Statementofsundrydebtors/sundrycreditors/suspenseaccount
 (vii) BranchManager’s certificates regarding balancing of various books of account,
 verificationofcash,etc.
 (viii) Monthlytrialbalance
 (ix) Statementofdepositsheld
 (x) Liquidassetsstatement
 (xi) Demand,CollectionandBalance(DCB)statements
 Quarterly/Half‐yearlyreturns:ProvisionalBranchBalancesheetandP&LAccount
 Yearlyreturns:(i)BalanceSheet,(ii)P&LAccount,(iii)InoperativeAccounts
 TheInternalInspectorisrequiredtoexamineatbranches:
 (i)Themaintenanceofreturnregisters
 (ii)Thepropercompilationofvariousreturns
 (iii)Delayinsubmissionofreturns,reasonsfordelay,etc.
 (e)BranchAdjustmentAccount
 Therearetwosystemsofaccounting:
 Mutualaccountingsystem.
 Centralizedaccountingsystem.
 Most banks follow the system of centralized accounts. Transactions between any two
 branchesortransactionsbetweenabranchandHOarereflectedinthisaccount.
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NormallybranchesarenottooriginatedebitentriesintheHOGeneralAccountexceptin
 theeventof:
 Cashremittancefromonebranchtoanother.
 Transferofdraftwithoutadvice.
 BranchesarerequiredtosendadailyabstractoftransactionstoHO.
 Internal Inspector has to verify the pendency of Branch Adjustment Account at each
 branchandsuggestsuitablestepsforreducingthependencylevel.
 (f)Branchreconciliation
 Withthetotaloftheun‐respondeddebitentries,theItems‐in‐transitaccountshouldbecreditedandHOGeneralAccountdebitedintheHObook.Likewise,withthetotalofun‐respondedcreditentries,theitem‐in‐transitaccountshouldbedebitedandHOGeneralAccount credited in theHObook. Thus, at anypoint of time, thebalanceof Items‐in‐transitaccountwillrepresentthetotalun‐respondedentriesandwillbereflectedinthetrial balance under the heading ‘Branch Adjustment’. This will equal the differencebetweenthebalanceinHOGeneralAccountandthenetbalanceintheBranchesAccountin theHOBook. Atperiodical intervals, adetailedabstractof Items‐in‐transit accountdebitsandcreditsispreparedandincaseswhereitemsareremainingun‐respondedformorethanafortnight,theyaretakenupwithbranchesconcernedandthecorrespondingentries get passed by the branches. This process is known as ‘Branch reconciliation’.Since perpetration of frauds by debit to branches by vested officials is possible, HOshouldensurethatreconciliationisdoneperiodicallyinasystematicmanner.
 TheInternalInspectorsshouldexamine:‐
 (i) Thepositionofreconciliationdoneatbranches/banklevel
 (ii) Arrearinreconciliation,andreasonstherefor.
 (iii) Detailsoflongoutstandingentriespendingadjustment,particularlydebitentries
 representingsizeableamounts,andreasonsforpendency.
 (g)Periodicalvisit/inspection
 TheCEOor experienced seniorofficers shouldpayvisits to thebranches atperiodicalintervals.Thepurposeofsuchvisitsistoprovidenecessaryguidancetothebranchesonthe spot as also to know problems/pending issues/arrears in book balancing,reconciliation,etc. Suchvisitswillhave tobe followedbyanofficial communication tothose branchesunder intimation to all concernedoperational departments atHO. Theconcerned branches are required to furnish suitable compliance thereon. IOs arerequired to study the existing system of periodical visit by senior officials to thebranchesandcommentonthefollow‐upactiontakenthereonintheIR.
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3.4.5.NABARDhadconductedPilotStudiesonInternalChecksandControlSystemsinselectedCo‐operativeBanksforcrystallizingtheareaswherecommonapproachcanbethoughtof,Accordingly,NABARDhaddiscussedwiththeofficialsInchargeforInternalChecksandControlsysteminCooperativeBankstheareasofsupervisoryconcern,possiblesupervisory(internalandexternal)approachesandpracticestoaddresstheseconcerns,roadmapforstrengtheningInternalControlSystem,bestpracticesofinternalchecksandcontrolinsomeoftheStCBsandCCBs,variousemergingissuesoninternalchecksandmadecertainsuggestionstoimprovethesystemsandcontrolsetc.(cf.letterNo.NB.DoS.HO.POL.478/J.1/2011‐12(CircularNo.96/DoS.07/2011)dated18May2011onInternalChecksandControlSysteminbanks).InternalInspectorsarerequiredtogothroughtheabovecircularforupdatingtheirknowledge.
 3.4.6.RBI/NABARDhadissuedguidelinestobanksontheproceduretobefollowedfor(i)ModelOperationalProcedureforextensionofthefacilityofSafeDepositLockersandSafe custodyof articles (cf. letterNo.NB.DoS.HO.POL/2488/J‐1/2007‐08 (CircularNo.196/DoS‐33/2007)dated11October2007), andLender’sDisciplineGuidelines(cf.letterNo.NB.HO.POL.2256/J.1/2008‐09(CircularNo.161/DoS.32/2008)dated08September2008),etc. InternalInspectorsarerequiredtocommentastowhetherthe branches/CCBs have put in place the above Policies and their effectiveimplementationbythebranchesintheIRs.
 3.4.7.. Co‐operative Banks were advised to take up and complete the pendingreconciliationofentriesintheinter‐branchaccountsinatime‐boundmannervideletterNo.NB.DoS.HO.POL.2133/J‐1/2010‐11(CircularNo.170/DoS‐21/2010)dated31August2010.IOsmayindicatethelatestpositioninthisregardintheIRs.
 3.5.AUDITFORELECTRONICDATAPROCESSING(EDP)SYSTEM:An effective way of maximisation of internal control without adding layers to theorganisational structure is implementing a core banking solution. This coupled witheffectiveInformationSystemaudit,areadequategenerallytoexerciseeffectivecontrol.Co‐operative banks which have partially/fully computerised their operations shouldintroduce EDP audit system on perpetual basis by the EDP audit cell as part of theirInspection and Audit Department to carry out EDP audit in branches/offices havingcomputerisedoperations.TheoverallcontrolandsupervisionoftheseEDPAuditCellsshouldbevestedintheAuditCommittees.Allco‐operativebankshavingfully/partiallycomputerisedoperationsshouldensuretocomplywiththefollowingnorms.(i)AteamofcompetentandmotivatedEDPpersonnelmaybedeveloped.EDPauditors'technicalknowledgeshouldbeaugmentedonacontinuingbasisthroughdeputationtoseminars/conferences,supplyoftechnicalperiodicalsandbooksetc.(ii)Dutiesofsystemprogrammer/designershouldnotbeassignedtopersonsoperatingthe system and there should be separate persons dedicated to systemprogramming/design.Systempersonwouldonlymakemodifications/improvementstoprogramsandtheoperatingpersonswouldonlyusesuchprogramswithouthavingtherighttomakeanymodifications.
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(iii)Majorfactorswhichleadtosecurityviolationsincomputersincludeinadequateorincomplete system design, programming errors, weak or inadequate logical accesscontrols, absent or poorly designed procedural controls, ineffective employeesupervisionandmanagementcontrols.Theseloopholesmaybepluggedby: (a)strengtheningphysical,logicalandproceduralaccesstosystem; (b)introducingstandardsforqualityassuranceandperiodically testingandcheckingthem;and ©screeningemployeespriortoinductionintoEDPapplicationareasandkeepingawatchontheirbehavioralpattern.(iv)Thereisaneedforformaldeclarationofsystemdevelopmentmethodology,programminganddocumentationstandardstobefollowedbythebank,intheabsenceofwhichqualityofsystemmaintenance/improvementmightsuffer.EDPauditorsshouldverifycomplianceinthisregard.(v) Contingency plans/procedures in case of failure of system should be introduced/tested at periodic intervals. EDP auditor should put such contingency plan under testduringtheauditforevaluatingtheeffectivenessofsuchplans.(vi)Everybankshouldhaveamanualofinstructionsfortheirinspectors/auditorsanditshouldbeupdatedperiodicallytokeepintunewithlatestdevelopmentsinitsareaofoperationsandinitspoliciesandprocedures.(vii)Anappropriatecontrolmeasureshouldbedevisedanddocumentedtoprotectthecomputer system from attacks of unscrupulous elements. Before introducing an EDPapplication in place of certain manual procedures, parallel run of both the systemsshouldbedoneforareasonableperiodtoensurethatallaspectsofsecurity,reliabilityandaccessibilityofdataareensuredintheEDPapplication.(viii) In order to ensure that the EDP applications have resulted in a consistent andreliablesystemforinputtingofdata,processingandgenerationofoutput,variousteststo identify erroneous processing, to assess the quality of data, to identify inconsistentdataandtocomparedatawithphysicalformsshouldbeintroduced.(ix)Whileengagingoutsidecomputeragencies,banksshouldensuretoincorporatethe"clauseofvisitorialrights"inthecontract,soastohavetherighttoinspecttheprocessof application and also ensure the security of the data/inputs given to such outsideagencies.(x)EntiredomainofEDPactivities(frompolicyto implementation)shouldbebroughtunderscrutinyofInspectionandAuditDepartment.Financialoutlayaswellasactivitiesto be performed by EDP department should be reviewed by senior management atperiodicalintervals.(xi) In order to bring about uniformity of software used by various branches/officesthere should be a formalmethod of incorporating change in standard software and itshould be approved by seniormanagement. Inspection and Audit Department should
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verifysuchchanges fromtheview‐pointofcontrolandfor its implementation inotherbranchesinordertomaintainuniformity.
 3.6.IntegrityofManagementInformationSystem
 AtHO level, the Internal Inspectorhas to examine the IntegrityofManagementInformationSystem(MIS)foritsquality,coverageofareas/functions/activitiesofthebank, types of reports prescribed, periodicity, timeliness in submission, reliability ofdatafurnishedbythebranches,branchesdelayingthesubmissionofMIS,involvingtheInternal Inspection Department while finalising various returns/statements to besubmittedbythebranchesandhowoftenthereviewofMISisbeingundertakenandtherole of Internal InspectionDepartment in this regard. IOs should also comment as tohowtheinformationcollectedunderMISwasbeingutilisedforbetterfunctioningofthebankormerelyutilisedforconsolidationpurpose.IOsalsocommentastothevolumeofwork load involved at the branches is taken into considerationwhile prescribing anynewreturnsunderMIS.
 3.7.Importantareas/aspectstobeseenduringthecourseofInternalInspectionsinCooperativeBanks.Important aspects to be seen during the course of Internal inspections in CooperativeBanksisgivenbelow:3.7.1.InspectionsofSCBbranchesandDCCBs
 Inspections are an important monitoring tools and help in diagnosing theproblemsearlyformanagementtotakecorrectiveaction.Thisfunctionthereforeneedstobeintegratedwiththeriskmanagementstrategyofthebank;
 StCBsshouldconstitutededicatedinspectiondepartments/cellswhichshouldbe
 manned by senior officials with sufficient exposure to banking. The inspectiondepartmentshoulddirectlyreporttotheauditcommitteeforensuringnecessaryindependenceandlessinterferencefromoperatingmanagement;
 InspectionstobeeffectiveneedtobecomplimentedbyanEarlyWarningSystem
 (EWS) comprising of key productivity indicators, profitability indicators, loandelinquency indicators and asset liability mismatches. EWS can be effectivelyusedtoplanon‐siteinspections;
 Inspections canbeOffsiteandOnsite.The tools foroffsite inspectionsareEWS,
 BalanceSheetandProfitabilityanalysis,customerservicereportsandotherMISthat flow from branches to HO and from DCCBs to StCBs. An effective offsitemechanism will help generate an effective onsite inspection program and thescopeforsuchonsiteinspections;
 Onsite inspections can be “whole” where all the operations of the branch/HO
 department are verified or “targeted” where only certain weak areas both interms of financial health andmarket conduct are chosen for inspection.Whole
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andtargetedmodesofinspectionscanbeeffectivelyalternatedinsuchamannerthatallthebranchesarefullycoveredeverytwo/threeyears;
 AyearlyprogrammeofStCBbranchesandaffiliatedDCCBinspectionsshouldbe
 approvedbytheAuditCommitteeandtheBoD,andinspectionsmustbeplannedwellinadvance.Thescopeandcoverageofinspectionsmustbeapprovedbytheaudit committee and must cover the efficacy of the systems and procedures,compliance with various HO directions and instructions; loan sanctions anddisbursementscustomerservice;maintenanceofbooksandrecordsasadvisedbytheHO;compliancewithinternalcontrolsasrecommendedbyHO;
 Action takenon inspection findingsmust bemonitoredby the audit committee
 and the board at least once everyquarter and the departmental heads shall beheldaccountableinallcasesofnon‐compliance;
 TheinspectionsdepartmentatStCBsshallalsocarryouttheinspectionsofDCCBs
 as per a well programmed framework that covers both offsite and on siteinspections.StCBsmustensurethataEWSsuitableforDCCBsisinstalledandtheinspectionsdepartmentsshallmonitortheperformanceofDCCBstoo.
 3.7.2.InternalControlsforImportantFunctionalAreas3.7.2.1.CashSectionCashReceiptsandPayments
 Cashmustbestoredinawellprotectedsafeunderthejointcustody; Thereshouldalwaysbedualcontroloncash; Attheendofthedaycashmustbecountedbyanotherofficer/individualbefore
 itisplacedinthestrongroom.Thejointcustodianshouldcountthecashsection,loosenotesandcoinswithamongstmentionedinthecashdenominationregister.Thecashierandtheadditionalcustodianshallaffixtheirsignaturesintheregisterashavingverifiedandtalliedwiththescrollandcashbook;
 Cashreceiptsscrollandpaymentsscrollsmustbeseparatelymaintained; Entriesincashscrollandsubsidiaryandgeneralledgershouldbeauthorizedbya
 passingofficer/thebranchmanager; To the extent possible the branchesmust install Ultra‐violet lamps in the cash
 counterandallhighdenominationnotesshouldbescannedusingthemachines; Wherebranchesreceivecashaftertheclosureofthebusinessortheymustenter
 suchreceiptinaLateReceiptRegister(LRR)andtheentriesintheLRRmustbeauthenticatedbythebranchmanagerbeforesuchcashiskeptinthestrongroom.Allsuchreceiptsmustbepostedinthecashbookforthefollowingworkingdayandtotherespectiveledgeraccountsinthenormalcourse;
 Theheadofficemustlaydownlimitsforbranchestoacceptcashbeyondbusinesshours and such receipts must be intimated to the head office by the fax /telephonicmessageattheendofthedaybythebranch;
 Allpaymentsshallbemadeonlyafterverificationofthesignatureandpassingofthevoucherbytheaccountant/passingofficerasauthorizedunderthemanualofauthorization
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Allpaymentsmustbepostedtotherespectiveaccountsby the ledgerclerkandverifiedandauthorizedbythepassingofficer;
 The branches should ensure that cashiers do not have access to customeraccounts nor do they be authorized to make any entries in the cash book /subsidiaryledger/generalledger;
 Thebranchshouldensurethatthereisnoexcess/shortcashattheendoftheday.However if excess cash is found at the end of the day it should be properlyreported and recorded in a General Ledger account. All short cash must berecoveredthesameday.
 3.7.2.2.CashVerificationandReconciliation
 At the endof everyday the cashier and thepassingofficer shall reconcile theirrespectivescrollsandagreewiththebalanceasreflectedbythescrollbooksandthecashbooks;
 Attheendofeverydaycashmustalsobeverifiedbyeitherthebranchmanager/anyotherindependentofficerwhoisauthorizedforthepurpose;
 Endofdaycashaccountsasshownbythegeneralledgermustbetalliedwithcashscrolls/cashregisters;
 Surprise cash verification checksmust be conducted by the head office at leastonce in a quarter or at such other frequencies asmaybe requiredby theheadoffice;
 In addition the branchmanager should conduct a surprise verification of cashonceamonthatanypointoftimeduringthedays’operationsandevidencesuchverificationbythesignatureinthescrollandcashbook.
 3.7.2.3.CashRetentionandInsurance
 Headofficemustprescribethecashretentionlimitsforeachbranchandreviewtheactualcarryoverofthebalancesbythebranchesasfrequentlyaspossible;
 Thecashretentionlimitpolicymustbereviewedbytheheadofficeatleastonceinsixmonthsandmakenecessarycorrectionsaswillberequired;
 Itisrecommendedthatinsuranceforcashmaintainedwiththebranchesshallbeobtained for each branch separately based on the branches average cashmaintenance of the last twelvemonths instead of an annual blanket indemnitypolicythatmaynotsufficientlycovertheriskatthebranches.
 3.7.2.4.Cashtransfer/remittancesbetweenbranches
 Cash transfers between branches shall be documented by inter branchmemorandumsandsuchtransfersshallbeevidencedbydocumentedinstructionsfromtheheadoffice;
 Alloutwardremittancesofcashmustbenotedindebitvouchersandsignedbyallmembers accompanying the cash remittances as recipient of cash. In additionacknowledgement of cash receipts must also be obtained with the registersmaintainedforinward/outwardsremittances;
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Cashtransfersshallbedocumentedbyauthorizationletterandreconciliationforsuch transfers shall be completed in less than a week from the date of thetransaction;
 Thebranchmust followaproper systemofsendingcashoutside thebankwithfull safe guard such as steel / metal boxes which should be locked andaccompaniedbystaffmemberandsecurityguardasperthemanualofoperation;
 The details of some note packet of the remittance shall be maintained in thebranch as baitmoney. This information shall bewith the branchmanager andanotherindividualasmaybeauthorizedforthispurpose.
 3.7.2.5.BalanceswithotherBanks
 Accountswithotherbankscanonlybeopenedunderspecificauthorizationfromheadoffice;
 Theaccountoperationshallbeunderthedualauthority,thebranchmanagerandanyotherstaffmemberdulyauthorizedforthispurpose;
 Thechequebooksshallbekeptunderthechargeofthebranchmanagerandshallbewellprotected;
 Reconciliation of accounts shall be done at least once a week or at shorterintervals as may be provided under the manual of operation. In doing thereconciliationthebranchmanagermustensurethefollowing:
 Cashtransactionsremainingunrespondedshallbeattendedtoimmediately Revenueitemsrequiringadjustmentsandwriteoffareattendedtoimmediately All chequessentorreceipts inclearingoperationsareclearedand thereareno
 outstanding The branchmanager shall ensure that all bills or outstanding cheques sent for
 collectionsmusthavebeencreditedsubsequently Confirmation statements from other banks shall be obtained atleast once a
 quarter and balances as shown by the confirmation statement shall be agreedwiththebookbalances.
 3.7.2.6.Deposits(Savings,CurrentandTermDeposits)
 Themanual of operation for deposits should cover among others certain ruleswith respect (a)minimal amount of deposit (b)rate and mode of payment ofinterest(c)modeofwithdrawal(d)restrictionsonwithdrawals(e)transferabilityor non‐transferability of the receipts (f)renewal of the deposits (g)encashmentbeforematurityandpenaltiesifany;
 Themanualoperationshallalsocoverprocedureforopening,renewal,closingofdepositaccount.Suchprocedures,amongstothersshallcover(a)theprescribedKYCnorms,
 (b)importance of introduction for new accounts and documentary evidencerequired for new accounts (c)obtaining specimen signature and maintainingspecimensignaturescards(d)proceduresforissuingofdepositreceiptsincludingthe duplicate (e)procedure for cancellation of receipts (f) issuance of chequebooks/loosechequeformsandcontrolonloosechequeforms;
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Thebranchmanagerortheaccountantofthebranchshallverifythenewaccountforms for compliance with KYC norms. The account can only be opened uponspecificauthorizationofthebranchmanager;
 The receipt for term deposit shall be issued under joint authentication of thebranchmanagerandanyotherofficerdulyauthorizedforthepurpose;
 Thereshallbeaseparatefolioforeachaccountofthecustomerandallentriesinthe ledger folio shall be verified / authenticated by the account or the branchmanager;
 The specimen signature card of the account holder shall be kept under thecustodyofeitherthebranchmanageroranyotherofficerdulyauthorizedbythemanualofoperation;
 All account opening forms shall be properly arranged and shall be under thecustodyofanyofficerdulyauthorizedforthispurpose;
 Theledgeraccountsofcustomersshallnotbehandledbythecashier; Thechequenumbersforthechequebooksissuedtothecustomersshallbenoted
 on the ledger folio of that customer. If any stop payments instructions arereceivedthechequenumbers for thosestoppayments instructionsshallalsobenotedinredcolorontheledgerfolio;
 If the bank has received any order of attachment from income tax office orgarnisheorders,thosedetailsshallbenotedontheledgerfolio;
 Allsubsidiaryledgersforsavings/termdepositsshallbebalancedatleastonceamonth;
 The subsidiary ledger balances must be reconciled with respective controlaccountsinthegeneralledgeratleastonceamonth;
 Whereloansaresanctionedagainstdepositsaspecificlienshouldbemarkedontheledgerfolio;
 Allinterestcalculationsshallbeverifiedbytheaccountantandauthenticatedbythebranchmanagerwheneverinterestiscreditedtotheaccount;
 Depositaccountscanbeclosedupontherequestofthecustomeronlyundertheapproval of the branch manager or any other officer duly authorized for thispurpose;
 Theunusedstationerylikedepositreceipt,loosechequeformsandchequebooksmustbeunderthecustodyofanofficerdulyauthorized;
 All in‐operative accounts shall be segregated periodically and transfer to aseparate ledger with specific approval from branch manager. Re‐activation oftheseaccountsshouldbepermittedonlywithapprovalfrombranchmanager;
 All new savings accounts should be reviewed at least once a month forunusual/abnormaltransactionsforsixmonthsfromtheopeningofaccount;
 New accounts in names of Trusts should be cleared by the banks’ legaldepartmentbeforeitisopened.
 3.7.2.7.AdvancesIngeneraltheinternalcontrolsoveradvancesportfolioshouldincludethefollowing:
 Develop and adopt a credit loan procedures manual for crop loans and otherloansandadvancesthatcanbesanctionedbythebank;
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The powers of respective officers in respect of sanctioning loans and advancesshouldbeclearlydefinedintheloanproceduresmanualandcommunicatedtoalldepartmentsandbranchesforimplementation;
 Incaseofvestingofdiscretionregardingcertainpowersincertainofficers/otherstafftheremustbesystemofintimatingthehigherauthorityinthebranchaswellasreportingsuchtransactionstotheappropriateauthorityinheadoffice;
 Theproceduresmustensureappropriatesegregationofdutiesbetweentheloanapprovalfunctionandloandisbursementmonitoring,collectionandloanreviewfunctions;
 As far as possible the documentation beginningwith the loan application, loanappraisal formats, credit report formats and security documentation should bestandardized and which should be reviewed once every year to ensure thatdevelopmentsintheloansystemsarecapturedinthedocuments;
 prior to the sanction of the loan of the borrowers. Alternatively the creditworthiness of the borrowermay be independently assessed by an officer/staffmembernotconnectedwiththeloanapprovalprocess;
 Allnecessarydocuments(forexampleloanagreements,promissorynotes,lettersof hypothecation, title certificates and title declarations) must be verified andapprovedbylegaldepartmentandexecutedbytheborrowersinthepresenceofthe branch manager and other officer/staff member duly authorized for thepurpose;
 Thedocumentsshallbeunderthejointcustodyofthebranchmanagerandotherofficer/staff member duly authorized for the purpose and the details of thedocumentsshallbeentered in thesecuritydocumentregisterand thoseentriesshallbeinitialedbytherespectiveofficers;
 Allsecuritiesrequiringregistrationshallberegisteredinthenameofthebankoratleastbeaccompaniedbydocumentsofthetitlethatwillgiveappropriatetitletothebank;
 Thesecuritiesdocumentregistermustbeinspectedperiodicallytoensurethatallthemovementsof thedocumentsareproperly recordedand therenewalof thedocumentationasandwhendueiscarriedout;
 Surprisechecksinrespectofthegoodshypothecatedtothebank,goods/articlespledgedwith thebankmustbemadeby thebank’sofficersnot connectedwiththeloansanctionactivities;
 At least once a year the market value of the security shall be determinedindependently by the bank to ensure that necessary margins for the loan asprescribedbythemanualofoperationsarecontinuouslymaintained;
 Thebankmustensure that thedrawingsbyvariousborrowersarekeptwith inthe drawing power and the sanctioned limit. Suitable registers must bemaintainedattheheadofficeandbranchestoensurethatthiscontrolisexercisedproperly;
 Theoperationofeachoftheloanaccountmustbereviewedat leastonceayearby officers/staff members not connected with the loan sanction and loandisbursementprocess;
 The loanportfolioof eachbranchof thebankmustbe reviewedoncea year toensure that the Non‐Performing Assets (NPAs) are properly recognized in thebooksofaccountsandnecessaryprovisionsaremadeforthoseNPAs;
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Al least once a year the bankmust obtain a utilization certificate for the loanssanctionedanddisbursedduringthepreviousyearfromtheborrowerandwheresuch advances are large the utilization certificated must be verified by anindependentcharteredaccountant;
 The subsidiary ledgers for various loans shall be reconciled with the controlaccounts in the general ledger by officers/employees who do not process orrecordtheloantransactions;
 EachbranchshallsendonceinthreemonthstotheHOa“loanarrearstatement”thatshowstheprincipleandinterestpaymentsinarrearsandforhowlongthoseareinarrears.
 The reportsmust be reviewed by the head of the loans department and actiontakenmustbedocumented;
 The loan account and collection function must be independent of the loanapprovalanddisbursementfunctions.Interestcalculationsonloansandadvancesshallbeindependentlyverifiedbythebranchmanageroranyotherofficer/staffmemberdulyauthorizedforthispurpose;
 Theloanappraisalsystemmusthaveaprocedureofobtainingindependentcreditreports;
 Thebranchmanagershallperiodicallyverifythesubsidiaryledgerstoensurethatthe disbursement and collections are recorded timely and correctly. Suchverificationshallbeevidencedbythebranchmanager’sinitialsintherespectiveloanledgerfolios.
 3.2.7.8.DD&TT&MT
 The head office should prescribe a reliable private code that is known only toauthorized officials of the branches. Coding and decoding for the purpose ofissuing DDs, TTs andMTs shall be done only by the branchmanager and anyotherofficer/employeeasmaybeauthorizedbytheheadoffice;
 Thebranches issuing theDDs,TTsandMTsmustmaintainaproceduremanualthatdetailstheproceduretobefollowedandregisterstobemaintainedinissuingthese instruments (for example for issuing DDs the cashier will receive theapplicationalongwiththecashremittanceincludingthebank’scommission.Afterverificationbycashierthevoucherwillbepassedontodesignatedclerk/officerwhoshallenter theparticularsof thecredit slip in theDDregisterandpreparethedraft.Thesedocumentswillthenbesenttotheaccountant/branchmanagerwhoshallverifytheparticularsandsigntheDemandDraftasprescribedbythemanualoftheauthority);
 Functionslikereceiptofapplicationandcash,preparationofDDandrecordinginthe books, voucher approval and authorization shall be segregated amongdifferentemployeesofthebranch;
 ForpaymentofDDthebranchesmustverifythesignatureswiththehelpofthesignaturebookseparatelymaintainedbythebranches;
 Theissuingbranchshouldsendanadvicetothepayeebranchasaroutine; Theunusedstationeryshallbeunderthecontrolofeitherthebranchmanageror
 anyotheremployeedulyauthorizedforthepurpose; Thepowersforallowingconcessionalratesofcommissionshallonlyliewiththe
 branchmanager;
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Branch‐wise registers must be maintained at each branch for recording thereceiptofDDsandwhenaDDispaidsuchpaymentismarkedintheregisterwithauthenticationbytheaccountant/branchmanager;
 At leastonceeverymonththebranchesmustreconciletheoutstandingintheseregisters.headofficemustprescribeatimeperiodforclearanceofalloutstandingandallDDsoutstandingformorethantheperiodshallbetransferredtotheHeadofficeAccount.
 3.2.7.9.Billsforcollection
 Theremustbeapropersystemofinwardingofallbillsreceivedforcollection.Alldetailsofthebillsuchastheamount,thedocumentsreceived,specialinstructionsof the customer and due date for acceptance must be recorded in the billsregister. The register should also provide details of the realization andremittancestocustomers.Theduedatesofthebillsmustbediarizedandtheduedatediarymustbescrutinizedeverydayby thebranchmanager/accountant toensurethatallarebillssentforcollection;
 Surprise checks by the branchmanager should be practiced to ensure that theemployeesmaintainingthebillshavenotpartedwithanydocumentsorthebillitselfwithoutfullpaymentthereof;
 There must be a proper verification by the branch manager/accountant, thecommissions andbills areproperly calculated and accountedby the employeesdealingwithbills;
 Billregistersmustbemaintainedtimelyandshallbeperiodicallybalancedwiththecontrolaccountsinthegeneralledger.
 3.2.7.10.FixedAssets
 Theheadofficemusthavewrittenguidelines foracquisitionof fixedassetsandinterbranchtransferofassets;
 Theassetacquisitionshallbeauthorizedbytheboardofdirectors; Thereshallbeapropersystemofobtainingcompetitivequotations/tendersfor
 alllargevalueassets.Theordersshallbebaseduponacomparativestatementofallquotations/ tendersreceivedandthe lowestquotationpreferredforplacingorders;
 Wheretenderingprocessisnotfollowed,thegeneralmanagerofthebankjointlywithanotherofficer/departmentalheadshalleffectthepurchaseofassets;
 Proper documentation for installation of assets andmaintenance of fixed assetregisteratheadofficeandatbranchlevel;
 Once in a every six months the head office shall physically verify all or someportionsofthefixedassetsinstalledatbranchesaswellasheadoffice.Thebookvalue of the article of the fixed assets as per the fixed assets register shall betalliedwiththegeneralledgercontrol
 accountsbythebranchmanageronceineverysixmonths; Aseparateregistermustbemaintainedforassetsacquiredbythebankfromits constituentsforthesatisfactionofitsclaims.Asbankcannotretainedsuchassets
 beyondacertainperiodoftimestrictcontrolmustbeexercisedtoensureasthesearedisposedoffwellwithinthetime.
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3.2.7.11.InvestmentsDCCBsshouldformulateacomprehensiveinvestmentpolicydulyapprovedbytheBoardofDirectors.Thepolicyshouldcoverbothlongtermandshortinvestments,SLR,nonSLRinvestments, clearly define the authority to put through the deals, procedures to befollowed for obtaining the approval of the competent authority, purchase/sale ofinvestments, prudential norms that clearly establish the exposures, reporting systemsandmodeofholdingofinvestments.TheinvestmentproceduresmustbeclearlywrittenandapprovedbytheBoardofDirectors.Theproceduresshouldhavenecessarycontrolsinbuiltandfocusonthefollowing:
 Dealingandbackoffice functionsmustbeclearlysegregated.Thereshouldbeaclear segregation of purchase/sales activity, settlement,monitoring and controlandaccountingactivities;
 Confirmation from and to counter parties for the investments bought and soldshallbepracticeddiligently;
 Backofficeshouldwritevouchersbasedoncontractnotes/confirmations/depositslips depending upon the type of the investments and the accounting forinvestmentsshallbebasedonthesebackofficevouchers;
 In case of SGL transactions, proper records of SGL transfer forms must bemaintained;
 TheremustbeaquarterlysystemofreconcilinginvestmentsasshownbybookswiththerecordsofPublicDebtOffice(PDO);
 Normally, transactions for securities if they are listed and traded shall beundertaken through members of the registered stock exchanges and for thispurposethebankshouldmaintainapanelofapprovedbrokersalongwithlimitson business thatmaybe done through each of such empanelled broker.Wherethoselimitsarenotadheredto,apostfactoapprovaloftheboardshallbetakenforallthosetransactionswithreasonsrecordedinwriting;
 Transactions in securities not listed or traded must be directly done with thecounter party without any broker interface. Similarly, the settlement for suchtransactionsshouldbedirectlywiththerespectivecounterparty;
 Foralltransactionsinsecurities,thereshallbeasystemtradeslips(tradetickets)thatrecordnameofthecounter‐party,dateoftransaction,timeoftheorder,timeofexecution,priceatwhichtheorderwasplacedandexecuted,brokeragepaid.Alltradeslipsmustbeconfirmedbycontractnotesfromthebroker/confirmationfromthecounterparty;
 All investments shall be recorded in an investment register and shall bereconciled with investment accounts in the general ledger once a month. Theinvestmentregistershallalsoseparatelytracktheinterestdueandcollected;
 All investments shall be physically verified once a quarter with investmentregisterandactiontakenondifferences/variances;
 Interest due and collected on investments shall be reviewed once a month(preferably end of everymonth) and followup action taken for non‐ receipt ofinterest;
 An investment report clearly showing the purchases and sales of securities, incase of deposits, the deposit dates and maturity dates, along with cumulative
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investmentsasonthedateofthereportshallbesubmittedtotheboardonceinaquarter.
 3.2.7.12.MonitoringControlsThese controls are detective in nature and should operate both at head office and atbranchlevel.Monitoringcontrolsshouldalwaysbeexercisedbyemployeeswhoarenotdirectlyassociatedwiththeoperationalpartofthetransactions.3.2.7.13.Assetsecuritycontrols
 Surpriseverificationsofcashatthebranchesbythebranchmanageratanypointduringtheday;
 Dailyverificationofcashattheendof thedaybythecashieraswellasanotheremployee/officerdesignatedasajointcustodianofcash;
 Periodicalverificationofthecashinthestrongroomwiththebalancesasshownby the cash book and the cash movement register. Such verifications to beinitialedbythejointcustodiansofcashinthecashmovementregister;
 Keystostrongroomandtheofficepremisestobeinthejointcustodyofatleasttwoemployees–branchmanageralongwithanotherauthorizedofficial;
 Theunused stationery such as chequebooks, termdeposit receipts, payordersanddemanddrafts should be under joint custody of the branchmanager alongwithanotherofficer/employeeauthorizedforthepurpose;
 Surpriseverificationofstockofstationaryatleastonceinaquarterbyanofficerdeputedfromtheheadoffice;
 Verification of borrower’s assets pledged with the bank along with theverificationofsecuritydocumentsoftherespectiveborrowersat leastonceinayear;
 Post‐sanction inspectionofborrower’s assets/crops financedbyanofficer fromtheheadofficeindependentofthecreditapprovalandsanctionprocess;
 Adequateinsurancecoveredforcashandbranches,othervaluablesinthestrongroom, goods pledged / hypothecated to the bank – the insurance covered shalleitherbeablanketpolicyorindividualcoverdependingontherisksassessmentofthebank;
 Periodicalreviewoflargeadvancesaccountsbytheheadoffice.3.2.7.14.ReconciliationcontrolsReconciliationsshouldbedocumentedintheformofastatement/reportandsignedbythepersonperformingthereconciliationandapprovedbytheBranchManager/HeadoftheDepartment.
 Dailyreconciliationofcashbookwithcashscrollsandthecontrolaccountinthegeneralledger;
 Balancingofallledgersattheendofeverymonth.Primarybookstobetalliedandgeneralledgerbalancedattheendofeverymonth;
 Endofthemonthreconciliationofdaybookwiththegeneralledgeraccounts,subledgerstogeneralledgercontrolaccounts;
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Inter branch reconciliations to be done once amonth and adjustments carriedimmediately.
 Inter branch accounts for the purpose of reconciliationmay be subdivided into ‘draftpaid,payable’,interbranch‘remittances’andheadofficeaccounts.Particularretentionofthe branch manager and departmental head at head office must be on long standingitemsofhighvalues,DDsnotencashedandoutstandingforalongtime;
 Quarterlycomparisonofemployeerecords/files/attendanceregisterswithsalarybills/payroll.
 3.2.7.15.PerformancereviewandbalancesheetanalysisHeadofficeofDCCB shallhaveadocumentedprogramme for conductingperformancereviewofthebankasawholeandvariousbranches.DCCBshallalsoberesponsibleforcarrying the performance reviews of its affiliated societies/periodically reviewing thePACS own review systems and results generated from such review systems andprocedures.
 TheBankmustdeviseauniformframeworkforcarryingoutperiodicalscrutinyofthebranchesbalancesheetsandalsothebankasawholebaseduponcriticalparameters of performance to identify key measures of returns and risksassumed by the bank. Such frame work should identify the inputs for theperformancereviewsuchasthecapitalfundsemployeesloanassetclassifiedbyrisks, investmentsandreturnsthereon,earningsofthebank,expenditureofthebank and outputs such as performance ratios, earnings ratios, liquidity ratiosmismatchesofcashflows;
 Thebankshouldhaveanannualbudgetingprocesscoveringallitsactivitiesandtargetstovariousbranchesonallparameters.AmonthlyreviewofactualswithbudgetedperformanceshallbecarriedbytheCEOofthebankandpresentedtothepresidentof thebank.Aquarterlyactualsversusbudgetsperformanceshallbe presented to the audit committee and board of directors with necessaryexplanations on variances. Any corrective actions suggested by the auditcommittee/boardordirectorsmustbedocumentedandimplemented;
 Annualreviewof loansandoperationofaccountsofeachaffiliatedsocietyshallbe undertaken by the departmental head at head office jointly with society’spresident and the respective branch manager. Such review shall focus on theactuals outstanding of loans, recovery of loans, classification of assets at PACSlevel, outstanding and recoveries and PACS level from its various members,securitiespledgedwiththebankandthesufficiencyorotherwiseofsecurities;
 DCCBsshouldlaydownaframeworkforindependentreviewofitsborrowersbyoutsourcedteamofcharteredaccountantsorofficesofStCBwhoareindependentofloanapprovaltotheDCCBs.
 3.2.7.16.InspectionsofDCCBsandaffiliatedSocieties
 Inspections are an important monitoring tools and help in diagnosing theproblemsearlyformanagementtotakecorrectiveaction.Thisfunctionthereforeneedstobeintegratedwiththeriskmanagementstrategyofthebank;
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DCCBsshouldconstitutededicatedinspectiondepartments/cellswhichshouldbemanned by senior officials with sufficient exposure to banking. The inspectiondepartmentshoulddirectlyreporttotheauditcommitteeforensuringnecessaryindependenceandlessinterferencefromoperatingmanagement;
 InspectionstobeeffectiveneedtobecomplimentedbyanEarlyWarningSystem(EWS) comprising of key productivity indicators, profitability indicators, loandelinquency indicators and asset liability mismatches. EWS can be effectivelyusedtoplanonsiteinspections;
 Inspections canbeOffsiteandOnsite.The tools foroffsite inspectionsareEWS,BalanceSheetandprofitabilityanalysis,customerservicereportsandotherMISthat flowsfrombranchestoheadofficeandfromPACStobranchesandtoheadoffice.Aneffectiveoffsitemechanismwillhelpgeneratethescopeforaneffectiveonsiteinspectionprogramandforonsiteinspections;
 Onsite inspections canbe “whole”where all the operations of the branch/headofficedepartmentareverifiedor“targeted”whereonlycertainweakareasbothintermsoffinancialhealthandmarketconductarechosenforinspection.Wholeandtargetedmodesofinspectionscanbeeffectivelyalternatedinsuchamannerthatallthebranchesarefullycoveredeverytwo/threeyears;
 AyearlyprogrammeofbranchandPACSinspectionsshouldbeapprovedbytheauditcommitteeandtheboardofdirectors,andinspectionsmustbeplannedwellinadvance.Thescopeandcoverageofinspectionsmustbeapprovedbytheauditcommitteeandmustcovertheefficacyofthesystemsandprocedures,compliancewith various head office directions and instructions, loan sanctions anddisbursementscustomerservice;maintenanceofbooksandrecordsasadvisedbytheheadoffice;
 Action takenon inspection findingsmust bemonitoredby the audit committeeand theBoard at least once everyquarter and thedepartmental heads shall beheldaccountableinallcasesofnon‐compliance;
 TheinspectionsdepartmentatDCCBsshallalsocarryouttheinspectionsofPACSas per a well programmed framework that covers both offsite and on‐siteinspections.DCCBsmustensurethataEWSsuitableforPACSisinstalledateverysocietyandtheinspectionsdepartmentsshallmonitortheperformanceofPACStoo.
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Chapter4‐ControlReturns
 4.1.IntroductionAsyouareaware,StCBs/DCCBs/RRBsarerequiredtosubmittoReserveBankofIndia/NABARDvariousstatutoryreturnsprescribedundervariousprovisionsoftheB.R.Act,1949/RBIAct1934(c.f.NB.ID.HYD/POL/4280/J.1/85‐86dated18December1985).Duringthecourseofinspectionofthebanks,theInspectingOfficersarerequiredtocommentonthetimelinessandauthenticityofthestatutoryreturnssubmittedbythebanks.Moreover,basedonthedatasubmittedinthestatutoryreturns,severalaspectsofthefunctioningofthebankincludingthecompliancetovariousstatutoryprovisionsarealsoexaminedandcommentedupontintheInspectionReports.
 4.2.StatutoryReturnsNABARDhasbeensensitizingtheCooperativebanksfromtimeforinitiatingstepstoimprovethepreparationandsubmissionofstatutoryreturnsbythembanks.Tofacilitatethisprocess,thedetailsofthevariousstatutoryreturns,theirsignificance,periodicityandduedatesaregivenbelowfortheinformationofCooperativeBanks. 
 StatutoryReturnstobesubmittedbySCBs&CCBstoRBI/NABARDunderBankingRegulationAct,1949(AACS)andBankingRegulation(Co‐operativeSocieties)Rules,1966
 Nameofthe
 Return
 Contents Periodicity Towhomrequiredtobesubmitted
 (a)UnderSection42(2)oftheRBIAct,1934‐ ScheduledSCBs–CRR
 FormB
 Net liabilities of theBank and minimumdepositstobekeptwithRBI
 Fortnightly RBI,RPCD,RO
 FormB SpecialReturn Monthly do
 FormB SpecialReturn
 do
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Annual
 (b)UnderSections18(1) and24(3)ofBRAct,1949(AACS)‐Non‐ScheduledSCBsandCCBsforCRRandSLR,ScheduledSCBsforSLR(Rule5)
 FormIDTL of the Bank andcash reserve and liquidassetsposition
 Monthly
 RBI, RPCD, RO& a copy toNABARD
 (c)UnderSection20(2)ofBRAct,1949(AACS)(Rule5)
 FormII
 Unsecured advancesgranted to companiesin which any of thedirectorsof thebank isinterested as directororMDorguarantor
 MonthlyRBI, RPCD, RO& a copy toNABARD
 (a) UnderSection22ofBRAct,1949(AACS)(Rule6)Form IIIB forCCBsandForm IIICforSCBs
 Application for issue oflicenseforcommencingbanking business (incaseofestablishmentofnew co‐operativebanks)
 Asandwhenneeded RBI, RPCD, RO& a copy toNABARD
 FormIV Application for issue oflicense to CCBs / SCBswho were in existenceat the commencementofBRAct,1949(AACS)
 Within three months ofcommencement of BR Act,1949(AACS) or three months fromthe date ofbifurcation/amalgamation
 RBI,RPCD,RO& a copy toNABARD
 (e)UnderSection23ofBRAct,1949(AACS)(Rule7)FormV Opening of new places
 ofbusinessbySCBsAsandwhenneeded RBI, RPCD,
 throughNABARD
 FormVI Statement of Officesopened & closed bothby SCBs and CCBs(Rule8)
 Quarterly RBI, RPCD, RO& a copy toNABARD
 (f)UnderSection26ofBRAct,1949(AACS)(Rule9)FormVIII Unclaimed Deposit Annualason31December RBI, RPCD, RO
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Accounts (notoperatedduringthelast10yearsormore)
 & a copy toNABARD
 (e)UnderSection27(1)ofBRAct,1949(AACS)(Rule9)FormIX Assets & Liabilities as
 onthelastFridayofthemonth
 MonthlyAnnualason31March
 RBI, RPCD, RO& a copy toNABARD
 (f)UnderSection31ofBRAct,1949(AACS)FormA&FormB
 Audited Balance sheetand Profit & LossAccount
 Annualason31March RBI, RPCD, RO& a copy toNABARD
 ThreecopiesofNewspapers/Journals inwhichbalancesheetandprofit& lossaccountwaspublished(g)UnderSection27(3)ofBRAct,1949(AACS)
 4.3.Off‐siteSurveillanceSystem(OSS)4.3.1.NABARDhadintroducedtheOSSintheyear1998‐99asasupplementtoon‐siteinspectionwiththeobjectiveofpromptlydetectingareasofsupervisoryconcernandmonitoringregulatorycomplianceonacontinuousbasisandprovidingwarningsignalstoSCBs/CCBs.Forthispurpose5quarterlyandtwoannualreturnswereprescribed.Theformatsforthesereturnswererevisedin2008.Keepinginviewthefastpaceofchangestakingplaceintheco‐operativebankingintheaftermathofreformsbasedonimplementationofGoIPackageonSTCCS,increasedfreedomgiventobanksonvariousaspectssuchasproductdesign,pricingetc.,asalsoadventoftechnologytherewasaneedtorevamptheOSSandintroduceinitsplacearobustsystemwhichcanprovidecontinuousinsightsintovariousaspectsoffunctioningofthebanks.Accordingly,NABARDhasrevisedtheentiresystemusingadvantagesofferedbytechnologyandadvisedtheStCBs/CCBstoimplementthesystemvidecircularRef.No.NB.DoS.HO./OSS/2270/P.63/2011‐12dated21September2011.Therevampedsystemenvisagestheundernoted8revisedOSSreturnscoveringallimportantareasofStCBs’/CCBs’functioning,increasedfrequencyofsubmissionofreturnsthroughelectronicmodeandelectronicprocessingofthesameatNABARDlevel.Sr.No.
 ReturnNo.Nameofthereturn Periodicity
 1 OSC/R1 StatementonAssetsandLiabilities Quarterly2 OSC/R2 StatementonEarnings ‐do‐3 OSC/R3 StatementonSegment/Sector‐wiseAdvances ‐do‐
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4 OSC/R4 StatementonAssetQuality ‐do‐5 OSC/R5 Statement on NPAs, OTS, Write‐off and Large
 Advances‐do‐
 6 OSC/R6 StatementonManagement Yearly7 OSC/R7 StatementonCRAR ‐do‐8 OSC/R8 StatementonBankProfileandFrauds Quarterly
 4.3.2.PreparationandSubmissionofOSSReturns
 As indicated in the table above, OSS returns are required to be prepared at quarterlyintervals, with reference to the financial position as on June 30th, September 30th,December31standMarch31stofeveryyear. OSSreturnsshouldbesubmittedbyCo‐operativebanksasperthetimetablegivenbelow:
 Sr.No. Returnsforthequarterending Duedateforsubmission
 1 June August31
 2 September November30
 3 December February28
 4 March(Unaudited) June30
 5 March(Audited) September30
 4.3.3.ReportingandRecordkeepingobligation
 The reporting under OSS should be based on the reporting institution’s books ofaccountsandotherrelevantrecords.Reportingbanksarerequiredtokeepcopiesofthereturns/reportsandthedetailednotesusedintheirpreparationforaperiodof3years.
 4.3.4.Further,undertheOff‐SiteSurveillanceSystem,apartfromthestatutoryreturns,certainspecialreturnsaretobesubmittedunderSection27(2)oftheB.R.Act,1949(AACS)bythebanks.Thus,submissionofstatutoryreturnisalegalobligationofthebanksandanycomplacency/casualapproachinsubmissionanddeliberateviolationwouldattractpenalprovisions.
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Chapter5‐RiskManagement
 5.1.Introduction5.1.1.Inthecourseofconductingtheirbusiness,banksassumerisksinordertorealizereturnsontheirinvestments.Excessiveandpoorlymanagedriskscanleadtolossesandthusendangerthesafetyofbanks'depositors.5.1.1.1. Risk inabankrefers tothepossibility that theoutcomeofanactionoreventcould bring adverse impacts on the bank’s capital, earnings or its viability. Suchoutcomes could either result in direct loss of earnings and erosion of capital or mayresult in imposition of constraints on a bank’s ability tomeet its business objectives.These losses couldbe either expectedorunexpected. Expected losses are those that abankknowswithreasonablecertaintywilloccur(e.g. theexpecteddefaultrateof loanportfolio) and are typically reserved for in somemanner.Unexpected losses are thoseassociatedwith unforeseen events (e.g. losses due to a suddendownturn in economy,falling interest rates, natural disasters, or human action such as terrorism). Theseconstraintscouldhinderabank’scapabilitytoconductitsbusinessortotakeadvantageofopportunitiesthatwouldenhanceitsbusiness.Therefore, thebankshavetobalancetherelationshipbetweenriskandreturn.5.1.1.2.Theriskarisesduetouncertaintiesemanatingfromthechangestakingplaceinprevailing economic, social and political environment and lack of non‐availability ofinformation concerning such changes. Rising competition, increasing deregulation,introduction of innovative products and delivery channels have pushed riskmanagementinbankstotheforefront.5.1.1.3. Risk is an exposure to a transaction with loss, which occurs with someprobabilityandwhichcanbeexpected,measuredandminimized. Inbanks,riskresultfromvariationsandfluctuationsinassetsorliabilitiesorbothinincomesfromassetsorpayments and on liabilities or in outflows/inflows of cash predicted with absolutecertainty.RiskManagementisadisciplineatthecoreofeverybankandencompassesallactivities that affect its risk profile. Managers of banks should attach considerableimportance to improve theability to identifymeasure,monitorandcontrol theoverallrisksthebankshaveassumed.
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5.2.RiskDescriptionThe importance of Risk Management in banks could be better appreciated from thefollowing:“Withmarketriskandcreditrisk,youcouldloseafortune.With[funding]liquidityrisk,youcouldlosethebank!”–BruceMcLeanForrest,UBSGroupTreasury.RiskManagementinBank:BaselCommitteeApproach:5.2.1.BaselCorePrinciplesonRiskManagement5.2.1.1. Core Principles for Effective Banking Supervision which the Basel Committeepublished inOctober2006dealtwithvarious risks towhich thebanksareexposed toandthestepsneededtominimiseandmitigatethem.5.2.1.2.CorePrinciple7on ‘RiskManagementProcesses’(CP7)requiresthatbanksand banking groups must have comprehensive risk management processes (includingBoard and seniormanagement oversight) to identify, evaluate,monitor and control ormitigateallmaterialrisksandtoassesstheiroverallcapitaladequacyinrelationtotheirriskprofile.Theseprocessesshouldbecommensuratewith thesizeandcomplexityof theinstitution.5.2.1.3. Other relevant Core Principles (CP) touch on Credit risk (CP8), Market risk(CP13),Liquidityrisk(CP14),Operationalrisk(CP15)andInterestraterisk(CP16).Thetypesanddegreeofrisksanorganizationmaybeexposedtodependuponanumberoffactors,suchas,itssize,complexity,businessactivities,volumeetc.
 5.3.Objectives5.3.1. RBIas theRegulatorandNABARDas theSupervisorhave legitimate interest inensuringthattheCooperativeBanks,operateinasafeandsoundmanner.Thisgoalcanbelargelyattainedifbankseffectivelymanagetheirrisks.5.3.2.ToenhanceriskmanagementpracticesamongtheCooperativeBanks,NABARD,in consultation with the RBI, had issued the ‘RiskManagement Guidelines for Banks’(RMGs) vide Circular No.NB.DoS.HO.POL/219/J‐1/2005‐06 (Circular No.67/DoS‐09/2005)dated6April2005(seeAnnexureVII).TheRMGsarebasedoninternationalbestpracticesinriskmanagement.Allbankswererequiredtoobservetheseguidelinesinthecourseofconductingtheirbusinesses. Subsequently,withaviewtofinetuningtheCooperativeBankswiththeadoptionofinternationalpracticesonRiskManagement
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with appropriate adoption/ modification suiting to their requirements, NABARD hadissued Guidance Notes on Credit Risk Management, and Business ContinuityPlanning (BCP) aspart ofDisasterManagement System underOperationalRiskManagement (ORM) were issued by NABARD vide CircularsNos.NB.DoS.HO.POL./4586/J‐1/2009‐10 (Circular No.18/DoS‐04/2010) dated 20January 2010 and 5390/J.1/2009‐10 (Circular No.69/ DoS.9/2010) dated 30March 2010 respectively. It is the intention that Cooperative Banks are expected tobecomemore risk‐focused and their internal audit function should be risk focused inordertoensurerobustness,efficiencyandeffectivenessofriskmanagementsystemsandpractices.
 5.4.VariousRisksinvolvedinBanks5.4.1. Generally, the Cooperative Banks are exposed to various risks, viz., Credit,Liquidity,Market,InterestRate,Price,Foreignexchange,Operational,Legal,Compliance,Strategic, Reputational riskswhich can be broadly grouped under Financial and Non‐FinancialRisks. Someof themost important riskswhichhaveadirectbearingon theearningsofthebanksarediscussedbelow.5.4.2. CreditRisk:Credit risk is defined as the possibility of losses associatedwithdecrease in the credit quality of the borrowers or counterparties. Losses stem fromoutsidedefaultduetoinabilityorunwillingnessofthecustomersorthecounterpartiestomeet their commitments in thebanks' creditportfolio. Lossesmay also result fromreduction intheportfoliovaluearisingfromactualorperceiveddeteriorationincreditquality.5.4.3.MarketRisk:Marketriskistheriskofincurringlossesonaccountofmovementsinmarketpricesonallpositionsheldbythebanks.Marketriskistheriskoflossesinonand off balance sheet positions as a result of adverse changes in market prices i.e.interestrates, foreignexchangeratesandcommodityprices.Marketriskexists inbothtradingandbankingbook.Atradingbookconsistsofpositionsinfinancial instrumentsandcommoditiesheldeitherwithtradingintentorinordertohedgeotherelementsofthetradingbook.5.4.4. Liquidity risk: Liquidity risk is the potential for loss to a Cooperative Bankarising from either its inability to meet its obligations as they fall due or to fundincreasesinassetswithoutincurringunacceptablecostorlosses.Liquidityriskincludesinability tomanageunplanneddecreases or changes in funding sources. Liquidity riskalsoarisesfrom–
 (i) The failure torecognizeoraddresschanges inmarketconditions thataffect theabilitytoliquidateassetsquicklyandwithminimallossinvalue.
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(ii) Liquidity risk of banks arises from funding of long term assets (advances) by
 shorttermsources(deposits),changesininterestratecansignificantlyaffecttheNetInterestIncome(NII).TheriskofanadverseimpactonNIIduetovariationsofinterestratemaybecalledinterestraterisk.
 5.4.5. Forex risk is the risk of loss that banks may suffer on account of adverseexchange rate movements against uncovered position in foreign currency. SinceCooperativeBankshavenotbeenpermittedtoundertakeall typesof foreignexchangeoperations,theForexRiskisveryminimal.
 5.4.6.Exposurerisk
 Largeexposuretoasinglepartywouldexposethebanktoseriousrisk,incasetheunitdoesnotfunctionproperly.Therefore,banksshouldbeverycautiousinextendingloanstoandinmakinginvestmentsinasingleborrowingunitorborrowersofthesamegroup.Similarly,exposuretoasinglesector/industryshouldbewithintheprescribedlimits.TheguidelinesprescribedbyRBI/NABARDhavetobefollowedinthisregardtoensurethatexposureceilingsareadheredto.Theobjectiveistoavoidriskconcentrationduetoexposuretosinglecustomers/economicsectors/industry,etc.
 5.4.7. Non‐Financial Risk: Non‐financial risk affect the banks' business growth,marketability of their products and services, likely failure of their strategies aimed atbusiness growth, etc. These risks arise due tomanagement failures, competition, non‐availability of suitable products/services, external factors, etc. Here, operational andstrategicriskshaveagreatroletoplay.5.4.8. Operational Risk: Operational risk is the current and prospective risk toearnings and capital arising from inadequate or failed internal processes, people andsystemsorfromexternalevents.
 5.4.9.Controlrisks
 Thecontrolriskswouldinclude(i)Internalcontrolrisk,whicharisesonaccountoffailureoftheinternalcontrolsystems;(ii)Organisationalriskthatarisesonaccountofinappropriateorganisationstructure;(iii)Managementrisk,whicharisesoutofpoorqualityandlackofintegrityofmanagement,qualityofseniormanagementpersonnel,etc.;and(iv)Complianceriskwhicharisesoutofnon‐compliancewithlaws,regulationsandotherstatutoryorstipulatedrequirements.
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5.4.10.StrategicRisk:Strategicriskisthecurrentandprospectiveimpactonearnings,capital, reputation or good standing of a bank arising from poor business decisions,improper implementation of decisions or lack of response to industry, economic ortechnological changes. This risk is a function of the compatibility of a bank’s strategicgoals,thebusinessstrategiesdevelopedtoachievethesegoals,theresourcesdeployedtomeetthesegoalsandthequalityofimplementation.Strategicriskistheriskthatarisesfromtheinabilitytoimplementappropriatebusinessplansandstrategies,decisionswithregard to allocation of resources or adaptability to dynamic changes in thebusiness/operatingenvironment.5.4.11. Compliance Risk: Compliance risk is the current or prospective risk toearnings, capital and reputation arising from violations or non‐compliancewith laws,rules,regulations,agreements,prescribedpractices,orethicalstandards,aswellasfromincorrectinterpretationofrelevantlawsorregulations.CooperativeBanksareexposedtoComplianceriskduetorelationswithagreatnumberofstakeholders,e.g.regulators,customers, counter parties, as well as, tax authorities, local authorities and otherauthorizedagencies.5.4.12.RiskManagementProgrammesTheCooperativeBanksneedtohavedifferentriskmanagementsystemsdependingontheir sizes and complexity. NABARD requires each bank to prepare a comprehensiveRisk Management Programme (RMP) tailored to its needs and circumstances underwhich it operates. The RMPs should be reviewed at least annually. It is expected thatRMPspreparedbyCooperativeBanks should atminimumcover the risks indicated inPara5.4.1above.
 5.5.RiskManagement5.5.1.Riskmanagementascommonlyperceiveddoesnotmeanminimizingrisk;ratherthegoalofriskmanagement is tooptimizerisk‐rewardtrade‐off.Thiscanbeachievedthroughputtinginplaceaneffectiveriskmanagementframeworkwhichcanadequatelycaptureandmanageallrisksabankisexposedto.Riskmanagementbecomesoneofthemain functions of any banking services which consist of identifying the risk andcontrolling them,with a view to keeping them at an acceptable/tolerable level. Theselevelsvaryacrossbanks.5.5.2.Thebasicobjectiveof riskmanagement is to stakeholders;valuebymaximizingthe profit and optimizing the capital funds for ensuring long term solvency of thebankingorganization.Becauseof thevastdiversity in risk thatbanks take, there isnosingleprescribedriskmanagementsystemthatworksforall.Eachbankshouldtailorits
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risk management programme to its needs and circumstances. Regardless of the riskmanagementprogramdesign,eachprogrammeshouldbroadlycover:
 a) Riskidentification;b) Riskmeasurementorquantification;c) Riskcontrol;d) Monitoringandreviewing
 (a)RiskIdentification:Theriskidentificationinvolves–
 (i) understandingthenatureofvariouskindsofrisks;(ii) thecircumstanceswhichleadasituationtobecomearisksituation;and(iii) Causesduetowhichtheriskcanarise.
 Inordertomanagerisks,theCooperativeBanksmustidentifyexistingrisksorrisksthatmayarisefrombothexistingandnewbusinessinitiativesforexample;risksinherentinlending activity include credit, liquidity, interest rate and operational risks. Riskidentification shouldbea continuingprocessandshouldoccuratboth the transactionandportfoliolevels.Riskidentificationshouldbeacontinuingprocess,andshouldbeunderstoodatboththetransactionandportfoliolevels.(b)RiskMeasurement/RiskQuantification:Risk quantification is an assessment ofthedegreeoftheriskwhichaparticulartransactionoranactivityisexposedto.Thoughtheexactmeasurementofriskisnotpossiblebutthelevelofriskcanbedeterminedwiththehelpofriskratingmodels.Onceriskshavebeenidentified,theyshouldbemeasuredin order to determine their impact on the bank’s profitability and capital. This can bedone using various techniques ranging from simple to sophisticatedmodels. Accurateand timely measurement of risk is essential to effective risk management systems. Abank that does not have a riskmeasurement system has limited ability to control ormonitorrisklevels.TheCooperativeBanksshouldperiodicallytesttomakesurethatthemeasurementtoolsitusesareaccurate.Goodriskmeasurementsystemsassesstherisksofbothindividualtransactionsandportfolios.(c) RiskControl:Aftermeasuringrisk, thebanksshouldestablishandcommunicaterisk limits through policies, standards, and procedures that define responsibility andauthority. These limits should serve as a means to control exposure to various risksassociated with the bank’s activities. Cooperative Banks may also apply variousmitigatingtoolsinminimizingexposuretovariousrisks.Theyshouldhaveaprocesstoauthorizeexceptionsorchangestorisklimitswhenwarranted.5.5.3.Riskcontrolisthestagewherethebankstakestepstocontroltheriskwiththehelpofvarioustools.ToolsforRiskControlare:‐
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a) Diversificationofthebusiness;b) Insuranceandhedging;c) Fixationofexposureceiling;d) Transfertherisktoanotherpartyatrighttime;ande) Securitisationandreconstruction.
 (d) Risk Monitoring: In risk monitoring, Cooperative Banks have to fix up theparametersonwhicheachtransactionistobetestedsoastobesurethatthereisnorisktoviableexistenceof the financialunitor investmentofthebanks. CooperativeBanksshouldput inplaceaneffectivemanagementinformationsystem(MIS)tomonitorrisklevels and facilitate timely reviewof riskpositions andexceptions.Monitoring reportsshould be frequent, timely, accurate, and informative and should be distributed toappropriateindividualstoensureaction,whenneeded.
 5.6.RiskManagementFramework5.6.1. Ariskmanagementframeworkencompassesthescopeofriskstobemanaged,the process/systems and procedures to manage those risks vis‐a‐vis the roles andresponsibilities of individuals involved in riskmanagement. The framework should becomprehensiveenough to captureall risksabank is exposed toandhave flexibility toaccommodate any change in business activities. Key elements of an effective riskmanagementframeworkare: (a) activeboardandseniormanagementoversight;(b) adequatepolicies,proceduresandlimits;(c) adequate risk measurement, monitoring and management information systems;
 and(d) Comprehensiveinternalcontrols.
 5.7.ProcessofRiskManagement5.7.1.Thebroadparametersofriskmanagementfunctionshouldencompass:
 (a) organisationalstructure;(b) comprehensiveriskmeasurementapproach;(c) risk management policies approved by the bank’s Board should be consistent
 withthebroaderbusinessstrategies,capitalstrength,managementexpertiseandoverallwillingnesstoassumerisk;
 (d) guidelines and other parameters used to govern risk taking including detailedstructureofprudentiallimits;
 (e) strong Management Information System (MIS) for reporting, monitoring andcontrollingrisks;
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(f) well laid down procedures, effective control and comprehensive risk reportingframework;
 (g) separate riskmanagement framework independent of operationalDepartmentswithcleardelineationoflevelsofresponsibilityformanagementofrisk;and
 (h) Periodicalreviewandevaluation.5.7.2.Asoundriskmanagementsystemshouldhavethefollowingelements:
 (a) activeBoardandseniorManagementOversight;(BMO)(b) adequatepolicies,proceduresandlimits;(PPL)(c) adequate risk measurement, monitoring and management information system
 (MIS);and(d) Comprehensiveinternalcontrols.(ICs)
 5.8.ActiveBoardandSeniorManagementOversight5.8.1. TheBoardsofDirectors (BoD)have theultimate responsibility for the levelofrisk taken by their Cooperative Banks. Accordingly, they should approve the banks’overallbusinessstrategies,significantpolicies,includingthoserelatedtomanagingandtaking risks, and ensure that senior managements are fully capable of managing theactivities that the banks undertake. The BoD are also responsible for ensuring thatmanagementsaretakingthestepsnecessarytoidentify,measure,monitor,andcontrolthese risks. However, the levelof technicalknowledgerequiredofdirectorsmayvarydependingontheparticularcircumstancesattheCooperativeBanks.5.8.2.TheDirectorsofCooperativeBanksshouldhaveaclearunderstandingofthetypesof risks towhich their banks are exposed and should receive reports that identify thesizeandsignificanceof therisks intermsthataremeaningful to them. In fulfillingthisresponsibility, the Directors should develop an appropriate understanding of theirbanks’ risks, possibly through briefings from auditors and experts external to theinstitutions. Using this knowledge and information, theDirectors shouldprovide clearguidanceregardingthelevelofexposuresacceptabletotheirbanksandhavetoensurethat seniormanagement implements theproceduresandcontrolsnecessary tocomplywithadoptedpolicies.5.8.3.Seniormanagementisresponsiblefor:‐
 (i) implementing strategies in a manner that limits risks associated with eachstrategy.
 (ii) ensuringcompliancewithlawsandregulationsonbothlong‐termandday‐to‐daybasis.
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(iii) TheyshouldbefullyinvolvedintheactivitiesoftheCooperativeBanksandpossess sufficient knowledge of all major business lines to ensure thatappropriatepolicies, controls, riskmonitoring systems are inplace and thataccountabilityasalsolinesofauthorityareclearlydelineated.
 (iv) establishing and communicating a strong awareness of and need foreffectiveinternalcontrolsandhighethicalstandards.
 (v) Formeeting these responsibilities, seniormanagers of banks should have athoroughunderstandingofbankingandfinancialmarketactivitiesbesidesfullknowledgeoftheirbanks’activities, includingthenatureof internalcontrolsnecessarytolimittherelatedrisks.
 5.9.AdequatePolicies,ProceduresandLimits5.9.1.TheCooperativeBanks'directorsandseniormanagementshouldtailortheirriskmanagementpoliciesandprocedurestothetypesofrisksthatarisefromtheactivitiestheir banks conduct.Once the risks areproperly identified, the bank's policies and itsmore fully articulatedprocedures shouldprovidedetailed guidance for theday‐to‐dayimplementationofbroadbusinessstrategies,besideshavinglimitsdesignedtoshieldthebank from excessive and imprudent risks. While all Cooperative Banks should havepolicies and procedures that address their significant activities and risks, the topmanagements of these banks are expected to ensure that they are modified, whennecessary to respond to significant changes in the banks' activities or businessconditions.5.9.2. To ensure that, the Cooperative Banks' policies, procedures and limits areadequate,thesameshouldatminimumaddressthefollowing:
 (i) Policies, procedures and limits should provide for adequate identification,measurement, monitoring, and control of the risks posed by its significantactivities.
 (ii) They should be consistent with managements' experience level, the banks'
 statedgoalsandobjectivesasalsotheiroverallfinancialstrength.(iii) Policies should clearly delineate accountability and lines of authority
 acrossthebanks’activities.(iv) Policies should provide for the review of activities new to the banks to
 ensurethattheinfrastructurenecessarytoidentify,monitorandcontrolrisksassociatedwithanactivityareinplacebeforetheactivityisinitiated.
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5.10.AdequateRiskMeasurement,MonitoringandManagementInformationSystems5.10.1. Effective riskmonitoring requiresbanks to identify andmeasureallmaterialrisk exposures. Consequently, risk monitoring activities must be supported byinformation systems that provide senior managers and directors with timelyreportson the financial condition,operatingperformance, and risk exposureoftheCooperativeBanks,aswellaswithregularandsufficientlydetailedreportsforlinemanagersengagedintheday‐to‐daymanagementofthebanks'activities.Theyshould have risk monitoring and MIS in place that provide directors and seniormanagementwithaclearunderstandingofthebanks’positionsandriskexposures.5.10.2. InordertoensureeffectivemeasurementandmonitoringofriskandMIS,thefollowingshouldbeobserved:
 (a) the bank's risk monitoring practices and reports should address all of itsmaterialrisks;
 (b) key assumptions, data sources and procedures used in measuring andmonitoringrisksareappropriateandadequatelydocumentedand tested forreliabilityonanon‐goingbasis;
 (c) reports and other forms of communication should be consistent with thebank's activities, structured to monitor exposures and compliance withestablishedlimits,goalsorobjectivesand,asappropriate,compareactualvs.expectedperformance;
 (d) reports to management or to the bank's directors should be accurate andtimelyandcontainsufficient informationfordecision‐makersto identifyanyadversetrendsandtoevaluateadequatelythelevelofriskfacedbythebank;and
 (e) Anyactiontakenbymanagement,theBoardandotherpartiestomanageriskandincreasethelikelihoodthatobjectivesandgoalswillbeachieved.
 5.11.AdequateInternalControls5.11.1. TheCooperativeBanks’ internal control structure is critical to their safe andsound functioning generally and to their risk management systems. Establishing andmaintaininganeffectivesystemofcontrols,includingtheenforcementofofficiallinesofauthorityandtheappropriateseparationofdutiessuchastrading,custodial,andback‐office is one of the more important responsibilities of management. Indeed,appropriately segregating duties is a fundamental and essential element of asoundriskmanagementand internalcontrolsystem.Serious lapsesordeficiencies

Page 80
                        

in internal controls, including inadequate segregation of duties, may warrantsupervisoryaction,includingformalenforcementaction.5.11.2. When properly structured, a system of internal controls promotes effectiveoperations, reliable financial and regulatory reporting, safeguards assets, and helps toensure compliance with relevant laws, regulations and institutional policies. Ideally,internal controls are to be tested by an independent internal auditor who reportsdirectly either to the top management or the bank’s Audit Committee. Given theimportance of appropriate internal controls, the results of audits or reviews,whetherconducted by an internal auditor or by other personnel, should be adequatelydocumented,asshouldmanagement'sresponsestothem.5.11.3.InordertoensuretheadequacyofaCooperativeBank'sinternalcontrolsandauditprocedures,thefollowingshouldbekeptinview:
 (a) The internal control system should be appropriate to the type and level ofrisksposedbythenatureandscopeofthebank'sactivities.
 (b) The bank's organisational structure to establish clear lines of authority andresponsibilityformonitoringadherencetopolicies,proceduresandlimits.
 (c) Reportinglinesprovidesufficientindependenceofthecontrolareasfromthebusinesslinesandadequateseparationofdutiesthroughoutthebank,suchas,thoserelatingtotrading,custodialandback‐officeactivities.
 (d) Officialinstitutionalstructuresshouldreflectactualoperatingpractices.(e) Financial, operational and regulatory reports should invariably be reliable,
 accurateandtimely;whereverapplicable,exceptionsarenotedandpromptlyinvestigated.
 (f) Adequate procedures for ensuring compliance with applicable laws andregulationsshouldbeinplace.
 (g) Internal audit or other control review practices should provide forindependenceandobjectivity.
 5.11.4.Internalcontrolsandinformationsystems–
 (i) shouldbeadequatelytestedandreviewed;(ii) thecoverage,procedures,findingsandresponsestoauditsandreviewtests
 shouldbeadequatelydocumented;(iii) identifiedmaterialweaknesses shouldbegivenappropriate and timely
 highlevelattention;and(iv) Management’s actions to address material weaknesses should be
 objectivelyverifiedandreviewed.5.11.5.TheAuditCommitteeshouldreviewtheinternalauditsandothercontrolreviewactivitiesonaregularbasis.
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5.12.RoleofRiskManagementFunction5.12.1. Cooperative Banks should institute a setup in the form of a Risk Manager,CommitteeorDepartmentdependingon the size and complexityof thebanks. Ideally,overallriskmanagementfunctionshouldbeindependentfromthosewhotakeoracceptriskonbehalfofthebanks.Whereindividualsresponsibleforoverallriskmanagementfunction are involved in day‐to‐day operations, then, sufficient checks and balancesshouldbeestablishedtoensurethatriskmanagementisnotcompromised.5.12.2. The risk management function is responsible for ensuring that effectiveprocessesareinplacefor:
 (i) identifycurrentandemergingrisks;(ii) developriskassessmentandmeasurementsystems;(iii) establish policies, practices and other control mechanisms to manage
 risks;(iv) developrisktolerancelimitsforSeniorManagementandBoardapproval;(v) monitorpositionsagainstapprovedrisktolerancelimits;and(vi) reportresultsofriskmonitoringtoSeniorManagementandtheBoard.
 5.12.3. Riskmanagementisonlynotrestrictedtoindividual(s)responsibleforoverallriskmanagementfunction.Businesslinesareequallyresponsiblefortheriskstheyaretaking. Because line personnel understand the risks of the business, such a lack ofaccountabilitycanleadtoproblems.5.12.4. Risk management is extremely data‐intensive. Accurate, reliable and timelyavailability of data is crucial for proper riskmanagement. Cooperative Banks need toimplementsubstantialchangestotheirinternalsystemstoprepareforappropriatedatacollection and revised reporting requirements. These changes may require systemsintegration,modificationand introductionofnewsoftware.CooperativeBanksneedtoassessthecapabilitiesoftheirpresentsystemsandreviewthenecessarysystemchangesrequired.
 5.13.IndependentReview5.13.1. Cooperative Banks should ensure that there is an independent person(s)responsible for reviewing the effectiveness of, and adherence to, the banks’ riskmanagementpoliciesandpractices.Theycouldbeinternalauditor,externalauditorsoranyotherperson(s)whoshouldbeindependentfromrisktakingunitsandshouldreportdirectly to the Board or its designated committee. To be effective, the independent
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reviewer(s)shouldhavesufficientauthority,expertiseandcorporatestaturesothattheidentificationandreportingoftheirfindingscouldbeaccomplishedwithouthindrance.Suchanindependentreviewershouldconsider,amongothers,thefollowing:
 (a) whether the bank's risk management system is appropriate to the nature,scope,andcomplexityofthebankanditsactivities;
 (b) whetherthebankhasanindependentriskmanagementfunction;(c) whethertheBoardofDirectorsandseniormanagementareactivelyinvolved
 intheriskmanagementprocess;(d) whetherpolicies,controlsandproceduresconcerningrisk(e) managementarewelldocumentedandcompliedwith;(f) whethertheassumptionsoftheriskmeasurementsystemarevalidandwell
 documented, data accurately processed, and data aggregation is proper andreliable;and
 (g) Whether the institution has adequate staffing to conduct a sound riskmanagementprocess.
 5.14.IntegrationofRiskManagement5.14.1. Risksmustnotbeviewedandassessed in isolation,notonlybecausea singletransactionmighthaveanumberofrisksbutalsoonetypeofriskcantriggerotherrisks.Sinceinteractionofvariousriskscouldresultindiminutionorincreaseinrisk,theriskmanagement process should recognize and reflect risk interactions in all businessactivities as appropriate. While assessing and managing risk the management shouldhaveanoverallviewofrisksthebankisexposedto.Thisrequireshavingastructureinplacetolookatriskinter‐relationshipsacrossthebank.
 5.15.ContingencyPlanningCooperativeBanksshouldhaveamechanismtoidentifystresssituationsaheadoftimeand plans to deal with such unusual situations in a timely and effective manner. Forinstance, contingency planning activities include disaster recovery planning, publicrelationsdamagecontrol,litigationstrategy,respondingtoregulatorycriticism,liquiditycrisis, etc. Contingencyplans shouldbe reviewed regularly toensure they encompassreasonablyprobableeventsthatcouldimpactthebank.Plansshouldbetestedastotheappropriatenessofresponses,escalationandcommunicationchannelsandtheimpactonotherpartsofthebank.
 5.16.Governanceandriskculture
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(i) Astronginstitution‐wideriskcultureisoneofthekeyelementsforeffectiveriskmanagement. Oneof theprerequisites for creating this risk culture is theestablishmentofacomprehensive(coveringallrisktypes,businesslinesandrelevantrisks)andindependentriskmanagementfunctionunderthedirectresponsibilityoftheChiefRiskOfficer(CRO),ortheseniormanagementifaCROisnotappointed,followingtheprincipleofproportionality.
 (ii) Themanagement body is responsible for overseeing seniormanagement
 andalsoforestablishingsoundbusinesspracticesandstrategicplanning.Itis of utmost importance that the bank’s topmanagement in carrying outbothitsmanagementandsupervisoryfunctionshasafullunderstandingofthenature of the business and its associated risks collectively. The membersresponsibleforthosefunctionsneedalevelofunderstandingcommensuratewiththeir responsibilities. This includes adequate understanding of those areas ofbusinessundertakenbythebankforwhichtheyarenotdirectlyaccountable.Atleast some members of the management body or, where relevant, the AuditCommittee (or equivalent) should have had practical experience in the area offinancialmarketsorfromtheirbackgroundbusinessactivitiesobtainedsufficientprofessionalexperiencedirectlylinkedtothistypeofactivity.
 (iii) Every member of the bank must be fully aware of his responsibilities
 relating to the identification and reporting of relevant risks and of otherroleswithinthebankandtheassociatedresponsibilitiestotheseroles.
 (iv) Theriskculturemustextendacrossallofthebank’sunitsandbusinesslinesand
 encompass all relevant risks, both financial and non‐financial (e.g. reputationalrisk).
 (v) Riskpoliciesmustbeformulatedbasedonacomprehensiveviewofallbusiness
 units and risksmust be evaluatednot only from thebottomupbut also acrossbusinesslines.
 (vi) Cooperative Banks to implement a consistent risk culture and establish
 soundriskgovernancesupportedbyanappropriatecommunicationpolicy,allofwhichmustbeadaptedtothesizeandcomplexityof theorganisationandtheriskprofileofthebanks.
 (vii) Thegovernanceofrisk(e.g.responsibilities,risktoleranceandriskappetiteetc.)
 must be documented and updated as appropriate. The staff shall be informedappropriatelyabouttheriskgovernancearrangementstaking intoaccounttheirinformation needs given their roles within the bank. The risk managementframeworkmustbesubjecttoindependentreview.
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5.16.1.Riskappetiteandrisktolerancea) The levelofrisksthattheCooperativeBanksarewillingtotakeisconstrainedby
 regulation and supervision, given that the social cost of any institutional failure(officialsupportmeasure)wouldtypicallyexceedthelimiteddownsideriskforthebanks’stakeholdersandmanagement.
 b) Riskappetiteandrisktolerancedependnotonlyonintrinsicriskaversion,butalso
 onthecurrentfinancialsituationofthebankanditsstrategicdirection.Toassurethe safety of deposits, this regulatory constraint takes, in particular, the form ofcapitalandliquidityrequirements.
 c) CooperativeBankstoexpresstheirriskappetiteandrisktolerance inavarietyof
 forms, including setting a target credit ratingor a target rateof returnonequity(sometimes,butnotalwaysaccompaniedbya target limiton thevarianceof thatreturn). It is important both that institution set such targets, and that thetargetsbeconsistentwithoneanother,asalsoconsistentwiththeCooperativeBank’sobligationtomaintaintherisktodepositorswithintheconstraintsimpliedbycapitalandliquidityregulation.
 d) Insettingariskappetiteandrisktolerancelevel,theCooperativeBankhastotake
 itsallrelevantrisksintoaccount,includingthosearisingfromoff‐balancesheettransactions.
 e) Themanagementbody and seniormanagement are responsible for setting
 the Cooperative Bank’s risk appetite and risk tolerance at a level which iscommensuratewithitssoundoperationandthestrategicgoals.
 f) The respective roles of the management body (Board of Directors) and senior
 managementintheoversightofrisksshouldbeclearlyandexplicitlydefined..g) Seniormanagementshouldberesponsibleforriskmanagementonaday‐to‐
 day basis, under the oversight of the Board. Because of the volatile nature ofbanking business and the economic environment, risk measurement should beregularly reviewedand scrutinisedagainst theCooperativeBank’s strategic goalsand risk appetite and risk tolerance. In particular, senior management shouldensurethattheCooperativeBanksetstrading,credit,liquidity,andotherrisklimitsthatareconsistentwiththebank’soverallriskappetiteandrisktolerance,eveninastressedeconomicenvironment.CooperativeBanksmustensurethatrisksarekeptwithin the limits andwhich remain consistentwith the overall risk appetite andrisktolerance.
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5.17.Newproductapprovalpolicyandprocess
 5.17.1.CooperativeBanksshouldhave inplacean internallyapprovedandwell‐documented“newproductapprovalpolicy”(NPAP)whichshouldcoverallaspectsofthedecision toenternewmarketsordeal innewproducts, including thedefinitionof“new product/ market/business” to be used in the bank, the internal functionsinvolved in the decision (possibly through an ad‐hoc committee), and other issuesinvolvedinundertakinganewactivity(pricingmodels,P&L,software,backandmiddleoffice,riskmanagementtools,etc.).5.17.2. Newproducts,markets, andbusinesses shouldbe analyzed carefully and thebank should make sure that it possesses adequate internal tools and expertise tounderstandandmonitortherisksassociatedwiththem.5.17.3.Theriskmanagementfunctionmustparticipateintheprocessofapprovingnewproductsorsignificantchangestoexistingproducts.Itshouldalsohaveaclearoverviewof the roll‐out of new products (or significant changes to existing products) acrossdifferent business lines and portfolios, and should have the power to require thatchangestoexistingproductsgothroughtheformalNPAPprocess.
 5.18.IssuesinvolvedforhavingeffectiveRiskManagementSystem5.18.1. Risk management is extremely data‐intensive. Accurate, reliable and timelyavailability of data is crucial for proper riskmanagement. Cooperative Banks need toimplementsubstantialchangestotheirinternalsystemstoprepareforappropriatedatacollection and revised reporting requirements. These changes may require systemsintegration,modificationand introductionofnewsoftware.CooperativeBanksneedtoassessthecapabilitiesoftheirpresentsystemsandreviewthenecessarysystemchangesrequired.5.18.2. Yet another requirement for establishing riskmanagement system is trainedandskilledmanpower.Themanagersshouldunderstandboththetheoryandpracticeofrisk.Toreachsuchanunderstandinginvolvesacontinuouslearningprocessinthenewtechnologies. Inducting a continuous learning process in the line managers andeducating them in risk management is a task to be addressed on priority by theCooperative Banks for the smooth adoption of the risk management principles andpracticesacrossthebanks.Skilldevelopmentforriskmanagementapproaches,bothatthebanklevelwouldbeatoughtaskahead.5.18.3. Riskisanopportunityaswellasathreatandhasdifferentmeaningsfordifferentusers.Thebankingindustryisexposedtodifferentriskssuchas,risk,variableinterestraterisk,marketplayrisk,operationalrisks,creditrisketc.whichcanadversely
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affectitsprofitabilityandfinancialhealth.Riskmanagementhasthusemergedasanewand challenging area in banking.Basel Committee recommendationswere intended toimprovesafetyandsoundnessofthefinancialsystembyplacingincreasedemphasisonbank's own internal control and risk management process, models, the supervisoryreview and market discipline. However, these changes will also have wide‐rangingeffects on a Cooperative Bank’s information technology systems, process, people andbusiness,beyondandregulatorycompliance,riskmanagementandfinancefunction.5.18.3.1.Typically,ariskmanagementframeworkforDCCBoritsequivalentshouldcoverthefollowing:TypeofRisk DocumentedPoliciesrequiredto
 addresstheriskCreditRisk
 PoliciesshouldaddresscreditstrategiesatDCCBandtheiraffiliatedPACS;Thesepoliciesalsoaddresstargetmarket/customergroups,levelsofportfoliodiversificationrequired,riskmeasurementandrisktolerancelevelsforboththetiers,riskmonitoringandcontrolmechanisms,documentedandstandardizedcreditappraisalmethodsandcreditapprovalprocesses,policiesforperiodicalportfolioanalysis,periodicindustry/sector/cropwisereviews,exposurestodifferenttypesofborrowers,differenttypesofassets.Acreditratingsystem,ifimplemented,cangoalongwayinimprovingthecreditportfolioperformance.
 MarketRisk
 AssetLiabilityManagementPolicyandtreasurypolicyaretheprincipalpoliciesrequiredtoaddressandmanagemarketrisks.RBIandNABARDhaveissuedarecommendatoryframeworkforALM,whichshouldbepracticedbyallbankstotheextentrelevanttothem.
 Operationalrisk
 OperationalRiskManagementpolicy,Businesscontinuitypolicy,outsourcingPolicy.Acomprehensivesystemofinternalcontrols,systemsandproceduresaddresstheoperationalrisk.
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5.18.3.2.AchecklistforRiskManagementispresentedinAnnexureVIII.
 Chapter6‐InternalControlmeasuresforInvestmentOperations
 6.1.Introduction
 6.1.1. Detailed guidelines were issued by the RBI as early as 04 September1992 toCooperative Banks for framing and adopting appropriate investment policies,strengthening of internal control systems, effective accounting standards, periodicalreviewofinvestmentportfoliobytheBoardofDirectorsandsubmissionofhalf‐yearlyinvestmentreviewreportstoRBI/NABARD.
 6.1.2.VideletterRef.No.NB.DoS.HO/1260/J‐1/2008‐09(CircularNo.100/DoS‐15/2008)dated27June2008NABARDhadissuedaMasterCircularoninvestmentsforadheringtotheguidelinesofRBIscrupulously.(PlseeAnnexureIX).Someoftheimportantdetailsaregivenhereunder.
 6.2.InvestmentPolicy6.2.1. Investment Policy is a document laying down the criteria and systems andproceduresforinvestmentinabank.Thebankhastoframeaninvestmentpolicy,dulyapprovedby theBoard, anda copy thereofhas tobe submitted toRBI/NABARD. TheInvestment Policy should clearly fix prudential limits/ceilings in respect of Non‐SLRinvestments, dealer‐wise ceilings, counter‐party ceilings, etc. The bank should have aclausefor‘cutloss’policyinitsInvestmentPolicydulyapprovedbytheBoard.6.2.1.1.Thepolicyshouldnormallycontain:objectivesofInvestmentPolicy;delegationof powers for investments; guidelines for portfolio composition; procedure to befollowed for obtaining the sanction of the appropriate authority; procedure forinvestments; classification norms for securities; various prudential exposure limits;valuation and other accounting procedure; and internal controlmeasures, review andreporting.
 6.2.1.2.StCBs/DCCBsarealsopermittedtoinvest,withpriorapprovaloftheRBI,totheextent of 5% of their non‐SLR surplus funds in instruments at the discretion of themanagement,dulyensuringsafetyandprofitability.
 6.2.2.DelegationofPowers
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The Board of a bank has to clearly delineate the powers of various authorities forfacilitating smooth and quick investment decisions. Normally, there should be anInvestment Committee that should meet periodically to take investment decisions.However,powersfor investingincallmoneyandREPOcouldbedelegatedto ‘dealers’,keepinginviewthatthedecisionstobetakenhavetobeinstantandquick.PowersforInter‐bankDepositscouldbedelegatedtoappropriateseniorofficialsandcertainotherspecificinvestmentscouldbegiventotheCEOorasmaybedecidedbytheBoard.Thepowers should be for specific instruments upto specific amounts. The delegations ofpower should be specific, clear and unambiguous. A properManagement InformationSystem(MIS)istobeinplacesothatalldecisionstakenatalowerlevelarebroughttothenoticeofthehigher‐uproutinely,onaregularbasis.
 6.2.3.GuidelinesforportfolioComposition
 For SLR purposes, the Cooperative banks can invest in Government Securities,Government Guaranteed Securities, and other approved securities etc., as per theinstructions of RBI issued from time to time. The investment policy should clearlyindicate the bank's approach to the investments for reserve requirements as also theshareofvariouseligibleinstrumentswithinthisbasket.Otherinvestmentsaremadeinother short term as well as long term instruments which may include Certificate ofDeposits,Inter‐bankDeposits,UnitsofUTI,PSUbonds/Shares,etc.
 Diversification
 Maturity‐wise investmentrequirementneedtobeclearlyenunciated.Maturitymayrefertoshorttermi.e.uptooneyear/lessthan5years,mediumterminvestmenti.e.5‐10 years and long term investment i.e. more than 10 years. However, maturitypatternofinvestmentportfolioshouldbesuchthatitismoreorlessintandemwiththe maturity pattern of surplus cash utilized for investment. If it is not so, themismatchhas tobe the resultofadeliberatedecision, taking the related risks intoaccount.
 Security‐wise policy has to indicate how much to be invested in which type ofsecuritiesi.e.GOI,StateGovt.,otherapprovedsecurities,otherinter‐bankdeposits,PSUbonds,etc.
 6.2.4.Proceduretobefollowedtoobtaintheapprovalofthesanctioning
 authority
 Identification of surplus funds and the period for which the funds are available forinvestmentshouldbeclearlyindicatedinthenotetobepreparedforobtainingapproval.TheexistingpositionofSLRandnon‐SLRinvestmentsvis‐a‐visstatutoryrequirement/exposure norms stipulated has also to be clearly brought out, indicating whether therequirementistoinvestinSLRandnon‐SLRavenues.Theavailabilityofvariouseligibleinstrumentsinthemarketatthatpointoftime,thevariousrisksinvolved,andtheyieldpatternof the instrumentshavetobeclearlyshownso that theCompetentAuthoritieswillbeinapositiontotakeaproperdecisioninthematter.
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6.2.5.Procedureforinvestment
 6.2.5.1.Ifcertaindealsaretobeputthroughthebrokers,bankshouldprepareapanelofapprovedbrokersthatshouldbereviewedannually.Arecordofbroker‐wisedetailsofdeals put through andbrokeragepaid shouldbemaintained.Since accessibility toCallmoneymarket,GovernmentSecurities(includingTreasuryBills)Markets,etc.isamajorproblem the policy should indicate how the bank proposes to access the market i.e.through Primary Dealers, Commercial Banks or any other institutions havingConstituents’SubsidiaryGeneralLedger(CSGL)facilitywiththeRBI.
 6.2.5.2.Thebankshouldalsoframeindetail,procedurestobefollowedwhileenteringinto investment transactions. For every trading transaction, the dealer/trading deskshouldprepareadealslipwhichshouldcontaindatarelatingtonatureofthedeal,nameofthecounterparty,whetheritisadirectdealorthroughbroker;ifthroughbroker,thenameof thebroker, details of the security, amount, price, contract date and time.Thedeal slip should be having serial numbers, and each deal slip has to be properlyaccounted for. Once the deal is concluded, the dealer should immediately pass on thedealsliptotheBackOfficeforrecordingandprocessing.Foreachdeal,theremustbeasystemof issueof confirmation to the counterparty.Once adealhasbeen concluded,thereshouldnotbeanysubstitutionof thecounterpartybankbyanotherbankbythebroker. On the basis of vouchers passed by the Back Office, Accounts Section shouldindependentlywritethebooksofaccounts.6.2.5.3. Inter‐banksecuritytransactionsshouldbeundertakendirectlybetweenbanksandnobankshouldengagetheservicesofanybrokerinsuchtransactions.
 6.2.5.4. Since bonds are the most important fixed income securities in which manybanksareinvesting,theyshouldlookintoCreditratings,beinggoodindicatorofquality,Quality diversification; Anticipation of changes in bond rating; View of the bank oninterestratemovement;Maturityperiodtobelongerif interestrateisexpectedtofall,andMaturityperiodtobeshorterifinterestrateisexpectedtorise
 6.2.5.5.AvenuesForInvestmentofSurplusFund
 (a)SCBs/DCCBs(Non‐SLRsurplusfunds)
 CertificateofDepositsissuedbyScheduledCommercialBanksandIDBI. FixedDepositsofIDBI/EXIMbank. IndiraVikasPatra. Bonds of PSU upto 10% of deposits subject to the condition (a) the bank
 should comply with NODC norms stipulated by NABARD (b) all legitimatecreditneedsof thecooperatives intheState/Districtaremetfully,(c)thereshouldbenodefaultsinrepaymentofduestoNABARDandinmaintenanceofstipulated CRR and SLR (d) a provision should exist for the proposedinvestmentintheStateActandRCShasnoobjectionforthebankmakingsuchinvestments.
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SCBs/DCCBs have also been permitted to invest, at the discretion of theirManagement, to theextentof5%of theirnon‐SLRsurplus funds,keeping inview theprofitability and security of investment tobemade. Banks shouldseek prior permission from local office of RBI formaking the discretionaryinvestment.
 For deployment of seasonal/short term funds, investments in (i) call/shortterm deposits with commercial banks and (ii) participation in short‐termmoneymarketinstrumentsincludingvariousTreasuryBillsandrediscountingofcommercialbills.
 (b)StatutoryLiquidityRatio(SLR)
 Inordertooptimizethereturns,thebankshavetorestricttheSLRinvestmentupto25%orslightlymorethanthat, insteadofinvestinglargeamountsunderSLRanddivertthenon‐SLRfundsforinvestinginmorelucrativeavenuesbutwithintheriskappetiteofthebankasindicatedintheInvestmentPolicyofthebanks.Banks to follow a consistent policy of valuation as allowed under the guidelines. ForclassificationofinvestmentsunderthePermanentcategory,thefollowingpointshavetobekeptinmind.Onlyapprovedsecuritiescanbeclassified.
 Normallyreferstothoseinvestmentsthatthebankintendstoholdtillmaturity; Movementofsecuritiesfromonecategorytoanothertobedonebypermissionofthe Boardinthebeginningoftheyear. If holding at book ‐value, difference between face value and acquisition cost to
 beamortizedoverthelifeofsecurity; Alternatively,theinvestmentscanbevaluedatmarketvalue; Whencostisamortized,ifsecurityissoldbeforematurity,theremainingportionofthe unamortizedcosttobechargedtoP&Laccount; Whereverthecostpriceislessthanfacevalue,thedifferencetobeignored; Incaseofmarkingtomarket,gain/losstobetakenascapitalgain/loss.6.2.5.6.ThepointstobekeptinmindforinvestmentsinCurrentCategoryare:
 Allun‐approvedsecuritiestobeclassifiedascurrent. Investmenttobecarriedatlowerofcostormarketvalue,onaconsistentbasis. Costofbrokerage,commission,etc.tobechargedtoP&L; Toberevaluedatquarterlyintervals; Revaluationgains/lossestobeheldseparately&netgain/losstobeaccountedtoP&L account; In case of transfer of securities from current to permanent, potential losses to be recognizedbeforesuchtransfer; ProvisiontobeheldinInvestmentFluctuationReserve(IFR)account; Broken period interest paid to seller as part of cost on acquisition should not be capitalizedbuttreatedasanitemofexpenditure; As regards, taxation implications banks have to comply with the requirements ofIncome TaxAuthorities; Balance sheet disclosure to be net of depreciation; however, gross amount with depreciationcarriedcouldalsobedisclosed.
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(c)InvestmentinNon‐SLRsecurities
 Portfoliotobemarkedtomarket; Allnon‐SLRinvestmentstobetreatedascurrent; Valuationtobedoneatmarketvaluescrip‐wise/category‐wise; Market price‐traded quote, as declared by RBI /PDI/FIMMDA/Stock
 Exchange; Depreciation/appreciation needs to be netted under each classification and
 only net depreciation to be accounted and held in Investment FluctuationReserve;
 Netappreciationtobeignored; Debentures/bondsYTMmethodwithmarkupratesputupbyPDA/FIMMDA; PreferenceshareYTMmethod; Sharestobevaluedwithreferencetolatestavailablebalancesheetexcluding
 revaluationreserves.Ifbalancesheetisnotavailable,valuetobereducedtoRe.1;
 UnitsofMutualFundsatNAV;
 6.2.5.7.PrudentialguidelinesonInvestmentinNon‐SLRdebtsecurities
 Inordertocontaintherisksarisingoutofnon‐SLRinvestmentportfolioofStCB/DCCBsRBI had issued detailed guidelines vide their CircularNo.RPCD.CO.RF.BC.65/07.02.03/2003‐04 dated 23 February 2004 advising the banks to implement the same withimmediate effect. The important definitions given therein need to be scrupulouslyfollowed.TotalNon‐SLRinvestmentsofthebankini)bondsofPSUsandii)bondsandequitiesofAIFIsdonotexceed10%ofthebank’stotaldepositsasofMarch31ofpreviousyearandinvestments in PSU bonds do not exceed 5% of total deposits. In case of Non‐SLRinvestmentswithintheabovelimitsdonewithouttakingRBI’spriorapproval,whetherthebankiscomplyingwiththe6conditionsstipulatedinRBI’scircularof04/08/2005?Any investments made in leasing companies/NBFCs/KVPs/MFs/deposits with UCBs,PSUs,Corporations,NBFCs,etc.?
 6.2.5.8.MaintenanceofBooksofAccount
 i. InvestmentLedger
 BanksgenerallymaintainasubsidiaryledgerforinvestmentsinGovernmentandtrusteesecurities wherein a separate account is opened for each type of scrips or bondspurchasedbythebank.Atquarterlyintervals,thetotalbookvalueofvarioustypesofthesecuritiesheldby thebank in the investmentportfolio, shouldbebalancedand talliedwith theGeneral Ledger balance of investment in Government securities account. Thepurpose of the ledger is to enable the bank to know the cost‐wise break‐up of thedifferentsecuritiesonhand.ii. InvestmentRegister(GovernmentandTrusteeSecurities)
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All Government and trustee securities purchased by the bank are entered in theInvestment Register scrip‐wise, i.e. different sections of the register are allotted todifferent types of scrips purchased. It is from this register that the face value of thesecurities, the distinctive number of scrips, number of scrips/pieces, etc. are checkedphysically with the actual securities on hand at half‐yearly intervals by theAuditor/Inspector.Wheneversecuritiesarelodgedwithotherbanksforsafecustodyorforborrowingarrangements,suitableremarksshouldbemadeagainsttherelativescripsin the investment register and the certificate of lodgment obtained from the banksconcernedshouldbecarefullypreserved.Wheneversecuritiesaresentoutforcollectionofinterest,consolidation,sub‐division,renewal,repayment,etc.remarksshouldbemadeagainst the relative scrips in the register and the relative item is posted in a separatesectionoftheregisterstyled'Ex‐custodyaccount'.
 iii. InvestmentRegister(call,short‐termandfixeddeposits)
 Allcall,short‐termandfixeddepositsshouldbeenteredinthisregister,depositreceipt‐wise,eachinaseparatefolio.TheRegistershouldshowthenameofthebank,withwhichtheamountisinvestedordeposited,theamount,dateofdeposit,rateofinterest,dateofmaturityofthedepositandsuchotherrelevantdetails.Thephysicalverificationofthedepositreceiptsshouldbedonewithreferencetothisregisteronahalf‐yearlybasis.iv. DueDateDiary
 Thebankshouldmaintainadiarywhereinthedatesofcollectionofinterestdueandthedateofmaturityofitsinvestmentsshouldberecorded.v. MarketValueRegister
 The bank should maintain a register for posting market value of securities on itsinvestment portfolio. The register may be posted once in a fortnight or month toascertainthetotalmarketvalueofthesecurities,basedonthequotationsreceivedfromthecapitalmarket.Incase,thevaluesoarrivedatislessthanbookvalue,onlythatvalueshould be indicated for the purpose of returns under Section 24 of the BankingRegulationAct,1949(AACS).
 vi.MaintenanceofLiquidAssetsRegister
 With a view to gaining the confidence of the depositors by keeping necessary liquidassetstomeettheirobligationsasandwhentheyarise,theBankingRegulationAct,1949(AACS)hasprescribedthatbanksmaintainadequateliquidresources.Inordertohelpthebankstoensurecompliancewiththisstatutoryrequirement,theRBIhasprescribeda proforma of the register to be maintained for the purpose. Every bank should,therefore,maintaintheregisteronaday‐to‐daybasis forworkingoutthe liquidassetsposition as prescribed under the Act, ibid. Maintenance of the liquid assets being astatutory requirement, the register should be put up to the MD/GM/CEO for hisinformationeverydayandheshouldinitialtheentryintokenofhavingseenthesame.Itis necessary for the CEO to study the fluid resources position of the bank as he isresponsible for not only meeting the statutory requirements but also for profitabledeploymentofavailableresources.
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6.2.5.9.TreatmentofinvestmenttransactionsinProfitandLoss
 Account
 CooperativeBanksgenerallypurchase thescripsdirectlyduring floatation, thus takingadvantage of the discount offered. In such cases, the investment account should bedebitedwithonlythecostpriceofthescripanddiscountearnedonpurchaseshouldbecredited to discount account only on redemption of security andnot earlier. Thebankmaysell someof thesecuritiesand in thatprocessearnprofitor incur losswithreference to the purchase price. In casewhere the transaction results in a profit, theamountshouldbetransferredto ‘investmentdepreciationreserve’. Incaseof loss, theamountshouldbewrittenoffagainsttheyear'sprofitandlossaccount.
 Interest collected on Government and trustee securities from time to time must betransferredtotheinterestoninvestmentaccount.TheAccountantmustcheckandinitialall entries of interest collections. At the end of the financial year, all investments inGovernmentandtrusteesecuritiesshouldbephysicallyverifiedanditshouldbeensuredthatinterestiscollectedup‐to‐dateinallcases.Theirmarketvalueshouldbecalculatedandnetdepreciation,ifany,inthetotalmarketvalueoftheGovernmentsecuritiesmustbeprovidedforoutofprofits.
 6.2.5.10.ControlSystem,ReviewandReporting
 Awell‐oiled information system is very important for the efficiency of the investmentfunction. Internal checks in the form of segregation of duties, aims at allocation oforganizational responsibilities in such a manner that no individual or group hasexclusivecontroloveranyoneorgroupoftransactions.Effectiveinternalchecksystemensures that each transaction can be performed only through prescribed operatingprocedures.Asregards investment, the internalcheckshouldensure that thereshouldbe clear‐cut segregation of duties among 'Dealing office', 'Back office' and 'Accountingoffice'.Thedealer, afterentering into adeal,prepares a 'Deal Slip' andpasses it on toBackOfficewhichshouldsend 'DealConfirmationSlip' to thecounterpartyalongwithcheque/account,etc.Similarly, securities lying insafecustodyshouldbewith theBackOffice. Besides, Back office has the responsibility of preparing and submitting variouscontrolstatementstotheManagement.
 Submissionofperiodicreportsisapartofinternalcontrol,whichisintendedtogivetopmanagementafeedbackoftheperformanceoftheDepartment.Someofthereportsthatarerequiredtobegeneratedfortakinginvestmentdecisionsmaybeasunder:
 Dailycashreport DailyReportoncomplianceforCRRandSLR FortnightlyInvestmentmaturedbutamountnotreceived MonthlyIncomeonInvestment MonthlyDetailsofSecuritiespurchased/subscribed QuarterlyBusinesstransactedbroker‐wise QuarterlyReportonnon‐earninginvestments HalfyearlyYieldonInvestments HalfyearlyDepreciationoninvestment Quarterly

Page 94
                        

Reviewofinvestmentportfolio Halfyearly
 6.2.5.11. Periodical Review: Banks should undertake half yearly review as of 30thSeptember and 31st March of their entire investment portfolio as stipulated in RBIcircular RPCD.No.RF.BC.17/A‐4‐92/93 dated 04 September 1992. The review notescontainingfulldetailsoftransactionsundertakenandalsoacertificatethatalllaiddownguidelinesandproceduresofRBIhavebeencompliedwith shouldbe submitted to theBoardwithinamonthi.e.byendofOctoberandApril.CopiesofreviewreportsshouldbesubmittedtoROofNABARDby15Novemberand15May.
 6.3.TransactionsinSecurities6.3.1. The RBI has introduced the Delivery Versus Payment [DVP] for recording thetransactions in Govt. securities, under which the transfer of securities takes placesimultaneouslywith the transferof funds. Accordingly, itwouldbenecessaryforboththesellingbankandthebuyingbanktomaintaincurrentaccountwiththeRBI. IntheMemorandumontheDVPsystemissuedbyRBI,PDO,ithasbeenmadecleartotheSGLaccountholdersfallingundertheDVPdisciplinethatnooverdraftfacilityinthecurrentaccountwillbeextendedandthereforeadequatebalance incurrentaccountshouldbemaintained by them for effecting any purchase transaction. Bouncing on account ofinsufficient balance in the current account of the buying bank would be reckoned[againstthebuyingbankconcerned]forthepurposeofdebarmentfromtheuseofSGLfacilityonparwiththebouncingonaccountofinsufficientbalanceinSGLaccountoftheselling bank [against selling bank]. Accordingly, instance of bouncing in both theaccounts[i.e.SGLaccountandcurrentaccount]wouldbereckonedtogetheragainsttheSGL account holder concerned for the purpose of debarment [i.e. three in a half‐yeartemporarysuspensionandanybouncingafterrestorationofSGLfacility,forpermanentdebarment].
 6.3.2.TransactioninGovernmentSecurities
 OnlybrokersregisteredwithNSEorBSEorOTCEIshouldbeutilizedasintermediary.Adisproportionatepartofthebusinessshouldnotbetransactedwithorthroughoneorafewbrokers.Banksshouldhavealistofapprovedbrokers.Alimitof5percentoftotaltransactions[bothpurchasesandsales]enteredintobyabankduringayearshouldbetreatedastheaggregateuppercontractlimitforeachoftheapprovedbrokers. If a deal is put through with the help of a broker, role of the broker should berestrictedtothatofbringingthetwopartiestothedealtogether.Undernocircumstance,banks should give power of attorney or any other authorization tobrokers/intermediariestodealontheirbehalfinthemoneyandsecuritiesmarkets. Brokersshouldnotbeusedinthesettlementprocessatall,viz.bothfundsettlementanddeliveryofsecurityshouldbedonewiththeapprovedcounterpartiesdirectly.CSGLAccounts should be used for holding the securities and such accounts should bemaintained in the same bank with which the cash account is maintained. For alltransactions,deliveryversuspaymentmustbeinsisteduponbythebank[s]. Thebanksmaykeepaproperrecordof theSGL formsreceived/issued to facilitatecounter‐checkingbytheirinternalcontrolsystems/NABARDinspectors/auditors.
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Alltransactionsmustbemonitoredtoseethatdeliverytakesplaceonsettlementday.Thefundsaccountandinvestmentaccountshouldbereconciledonthesamedaybeforecloseofbusiness. Dealing and back office functions should be properly segregated. Officials deciding
 aboutpurchaseandsaletransactionsshouldbeseparatefromthoseresponsibleforsettlementandaccounting.
 TheBoardateverymeetingshouldperuseallinvestmenttransactions.
 Check prices in the market from independent sources before concluding deals.InformationontradesthroughSGLcanbeseenatwww.rbi.org.in.
 Segregate investment, settlement and accounting functions. Ensure frequent andregularreconciliation.
 SendingfaxmessagestoSCBconfirmingthedealandrequestingittoputthroughthetransaction [andalsosimultaneouslysendingTTremittance toSCB throughRBI, incaseofpurchasetransactions].
 On receipt of confirmation of the deal from the dealer, passing the necessary
 vouchers.
 As regards audit of the transactions, the Internal Audit Department of the bankshouldchecktheentriesinthebooksofaccountaspartofitsroutineauditofallthedepartments of the bank. Besides, Concurrent Audit should also be in place. Asregardstreasuryoperationsofthebank,theauditorhastocertifythatthebankhascompliedwiththeguidelinesanddirectionsoftheRBI.
 Incaseofnon‐bankclients,theyshouldbeundertakenwiththemembersofNationalStockExchange[NSE]onlyandthetransactionsshouldbetransparent.
 6.3.3.HoldingGovernmentSecuritiesindematerializedmode
 6.3.3.1.TheRBI has, over a period of time, been encouraging holding of Governmentsecuritiesinthedematerializedmodeinthefollowingways. AllentitieshavingaSGLaccountwith theRBIareallowedtoopenConstituentSGL[CSGL]accountsonbehalfoftheirclients. Although being non‐banks, depositories [NSDL/CDSL] and organizations such asSHCILhavebeenprovidedanadditionalSGLaccounttoopenCSGLaccountsonbehalfoftheirclients. The cost of postage incurred by the depositories on remitting interest andredemptionproceedsisbeingreimbursedbytheRBIsoastoencouragedematerializedholdingandretailparticipationinGilts. Guidelineshavebeen issued to thebanksprescribing thesafeguards tobeadoptedformaintenanceofCSGLaccounts. To impart transparency in government securities traded by clients [through CSGLaccounts], a special feature has been incorporated in the Negotiated Dealing System[NDS]forreportingandsettlementofsuchtrades.ProvisionhasalsobeenmadeintheNDSforgivingquotesonbehalfofclients,i.e.CSGLaccountholders.InthelightofrecentfraudulenttransactionsintheguiseofGovt.securitiestransactionsinphysicalformatbyafewcooperativebankswiththehelpofsomebrokerentities,itisnowproposedtoacceleratethemeasuresundercontemplationforfurtherreducingthescopefortradinginphysicalform.Themeasuresareasfollows:‐
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All entities regulated by RBI viz., [including Financial Institutions [FIs], PrimaryDealers[PDs]CooperativeBanks,RRBs,LocalAreaBanks[LABs],Non‐BankingFinancialCompanies [NBFCs] should necessarily hold their investments in Govt. securitiesportfolio in either SGL [with RBI] or CSGL [with a Scheduled Commercial bank/StateCooperativebank]PD/FI/andSHCILor inadematerializedaccountwithdepositories[NSDL/CDSL]. OnlyoneCSGLordematerializedaccountcanbeopenedbyanysuchentity.
 In case theCSGL, accounts are openedwith a scheduled commercial bank or StateCooperativeBank, the accountholderhas to open adesignated fundsaccount [for allCSGLrelatedtransactions]withthesamebank. IncaseaCSGLaccount isopenedwithanyof thenon‐banking institution indicatedabove,theparticularsofthedesignatedfundsaccount[withabank]shouldbeintimatedtothatinstitution. The entities maintaining the CSGL /designated funds accounts will be required toensureavailabilityofclearfundsinthedesignatedfundsaccountsforpurchasesandofsufficient securities in the CSGL account for sales before putting through thetransactions. Nofurthertransactionsbyaregulatedentityshouldbeundertakeninphysicalformwithanybroker.6.3.3.2. The Board has the responsibility for establishing general internal controlguidelines,whichmanagementshouldtranslateintoclearproceduresthatgoverndailyoperations.Management's internal control program should include procedures for thefollowing:
 (i) Portfoliovaluation,(ii) Personnel,(iii) Settlement,(iv) Physicalcontrolanddocumentation,(v) Conflictofinterest,(vi) Accounting(vii) Reporting,and(viii) Independentreview.
 Internal controls shouldpromote efficiency, reliable internal and regulatory reporting,andcompliancewithregulationandbankpolicies.
 6.3.3.3. (i) Portfolio valuation procedures should require independent portfoliopricing.Theavailabilityofindependentpricingprovidesaneffectivegaugeofthemarketdepth for thinly traded instruments, allowing management to assess the potentialliquidity of specific issues. For these and other illiquid or complex instruments,completely independent pricingmay be difficult to obtain. In such cases, estimated ormodelledvaluesmaybeused.However,managementshouldunderstandandagreewiththemethodsandassumptionsusedtoestimatevalue.
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(ii) Personnelguidelinesshouldrequiresufficientstaffingresourcesandexpertiseforthebanksapprovedinvestmentsactivities.
 (iii)SettlementpracticesshouldbeevaluatedagainsttheguidelinesprovidedintheSettlementPractices,ConfirmationandDeliveryRequirements,andDeliveryDocumentationAddenda.
 (iv)Physicalcontrolanddocumentationrequirementsshouldinclude:
 (i) Possessingandcontrollingpurchasedinstruments,(ii) Savingandsafeguardingimportantdocuments,and(iii) Invoicereview.
 (v) Invoice review requirements should address standards for all securities sold orpurchased.Invoicesandconfirmationsdisplayeachinstrument'soriginalpurchaseprice,whichprovidesabasistoestablishbookvalueandtoidentifyreportingerrors.InvoicereviewscanalsobeusedwhendeterminingiftheCooperativeBankisinvolvedinanyofthefollowinginappropriateactivities:
 a) Engagingonesecuritiesdealerorrepresentativeforvirtuallyalltransactions.b) Purchasingfromorsellingtothebank'stradingdepartment.c) Unsuitableinvestmentpractices;andd) Inaccuratereporting.
 (vi)Conflictofinterestguidelinesshouldgovernallemployeesauthorizedtopurchaseand sell securities for the Cooperative Banks. These guidelines should ensure that allconcernedofficersandemployeesactinthebank'sbestinterest.TheBoardshouldadoptpoliciesthataddressauthorizedemployees'personalrelationships, includingsecuritiestransactions,with the bank's approved securities broker/dealers. TheBoardmay alsoadoptpoliciesthataddressthecircumstancesunderwhichofficersandemployeesmayaccept gifts, pecuniary gains, or travel expenses from securities broker/dealers andassociatedpersonnel.
 (vii) Accounting practices should be evaluated against the standards, opinions, andinterpretationsaspertheguidelinesofRBI/SEBI.
 (viii)ReportingproceduresshouldbeevaluatedagainsttheguidelinesdiscussedintheRiskReportingsubsectionRiskIdentification,AssessmentandReporting.
 (ix) Independent review of the risk management program should be conducted atregular intervals toensure the integrity, accuracy,andreasonablenessof theprogram.Independent reviewmay encompass external audits or an internal audit program. Atmany banks, however, evaluation by personnel independent of the portfoliomanagement function will suffice. The independent review program's scope and
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formality should correspond to the size and complexity of the bank's investmentactivities. Independent reviewof investment activity should be at least commensuratewiththeindependentreviewofotherprimarybankactivities.Itshouldassess:
 a) adherencetotheBoard'spoliciesandrisklimits,b) theadequacyandaccuracyoftheriskmeasurementsystem;c) thetimeliness,accuracy,andusefulnessofthereportingsystem;d) personnelresourcesandcapabilities;e) compliancewithregulatorystandards;f) theinternalcontrolenvironment;g) Accountinganddocumentationpractices,andh) Conflictsofinterest.
 IndependentreviewfindingsshouldbereporteddirectlytotheBoardatleastquarterly,if nothalf‐yearly/annually.TheBoard should carefully review the independent reviewreportsandensurethatmaterialexceptionsarecorrected.
 6.3.3.4. Cooperative Banks with complex investment activities should consideraugmentingtheindependentreviewwithinternalorexternalauditors,whilebankswithless complex investment activities may rely on less formal review. Sophisticated riskmeasurementsystems,particularly thosedeveloped in‐house,shouldbe independentlytested and validated. As suggested by NABARD/RBI, certification of holdings ofinvestmentportfoliomustbedonebythestatutoryauditor(CharteredAccountant)onaquarterlybasis.
 6.4.ConcurrentAudit6.4.1.AspertherecommendationsofGhoshCommittee,treasuryfunctionsofbanksi.e.investments,fundsmanagementincludinginter‐bankborrowingsshouldbesubjectedtoconcurrent audit in viewof thepossibility of abuse. The results of the audit shouldbeplacedbeforetheCEOofthebankatperiodicintervals.
 6.4.1.1.Otherrecommendationsofthecommitteearegivenbelow:
 a) It is theprimary responsibilityof thebank to ensure that there are adequate auditproceduresforensuringpropercomplianceoftheinstructionsinregardtoconductofinvestmentportfolio.
 b) Theconcurrentauditshouldcoveralltheareasandensurethat(i) In respect of purchase and sale of securities, the concerned department has
 actedwithinitsdelegatedpowers(ii) ThesecuritiesotherthanthatinSGLandinDematformasshowninthebooks
 arephysicallyheld.(iii) The accounting unit is complyingwith guidelines regarding BRs, SGL forms,
 deliveryofsecurities,documentationandaccounting
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(iv) Thesaleorpurchasetransactionsaredoneatratesbeneficialtothebank(v) Theturnoverwithbrokersisinconformitywiththebrokerlimitsandexcesses
 observedareincludedinthereports.
 6.4.1.2.PurchaseandsaleofGovt.securitiesetc.shouldbeseparatelysubjectedtoauditby internal auditors or by Chartered Accountants in absence of internal auditors. TheauditreportsshouldbeplacedbeforetheBoardofthebankeveryquarter.
 6.4.1.3.Theconcurrentauditorsshouldcertifyinthequarterlyreportthatinvestmentsheldbythebankasonthe lastreportingFridayofeachquarterandasreportedtoRBIareactuallyowned/heldby thebankasevidencedby thephysicalsecuritiesor theoutstandings statement. These certificates should be sent to RO of NABARD/RBIwithin amonthfromtheendofthequarter.
 6.4.2.Checklistforconcurrentauditors
 6.4.2.1.NABARDhadpreparedaquestionnaire/checklistfortheuseofconcurrentauditorsundertakingreviewofinvestmentportfoliointhebankssoastoensurethatallaspectsoftheportfolioareproperlycoveredbythemduringaudit.NABARD,videitsletterNo.NB.DOS.HO.POL./1172/P.28/2000‐11(CircularNo124/DOS.15/2010)dated24June2010(seeAnnexure‐X)hadcirculatedthesametoallStCBs/CCBsrequestingthemtoadvisetheconcurrentauditorstoadopttheformat.
 6.4.2.2.ChecklistforexaminingInvestmentPortfolio
 Following checklistmaybe kept in viewwhile examining the inspection of investmentportfolioofCooperativeBanks:
 1. thebankhasaBoardapprovedpolicyaspertheRBI’sguidelines;
 2. the bank has constituted an Investment Committee (IC). The minutes of the ICmeetingsmaybeverifiedforthequalityofdiscussions;
 3. Not undertaken any purchase/sale transaction with broking firms or otherintermediariesonprincipaltoprincipalbasis;
 4. Existence of a clear cut functional separation of trading, settlement, monitoring,controlandaccounting.(front/back/midoffices);
 5. Shortsellingofsecuritieshasnotbeendone,i.e.SGLbouncinghasnottakenplace.IncaseofanySGLbouncing,thesamehasbeenreportedtotheBoard/NABARD/RBI.Similarly,therehavenotbeenanydeficiencyofbalancesincurrentaccountwhilepurchasingsecurities.
 6. NotransactionsdoneinwhichBankersReceiptisinvolved.
 7. Has an approved panel of brokerswhich is reviewed every year. Adherence to thenormof5%oftransactionsonlytobeputthroughwiththeapprovedbrokers.Incaseofexcesses,suchcaseshavebeenreportedtotheBoard.
 8. Participation in Non‐Competitive Bidding for acquiring Govt. securities in primary
 auction,ifany?
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9. Adherencetoall theguidelines inrespectofsaleofsecuritiesallottedatthetimeofprimaryauctiononthedayofallotmentitself.
 10. The balances of SLR securities in the books of accounts are reconciled with thebalances in thebooksofPDOofRBI (Bank’sSGL/GILTaccount)asper themonthlystatement received.Thecertificateof confirmationofbalances inSGL/GILTaccounthas been submitted every quarter to the Audit Committee of the Board of thebank/NABARD/RBI.
 11. Incaseof transactions inGovt. securities throughstockexchanges, theyarecarriedout through SEBI registered brokers. The bank has not invested in any Non‐SLRsecuritywithoriginalmaturityof less than1yearor inanyNon‐SLRsecurityofanissuer engaged in an activitywhich is prohibited by RBI for lending/investing. Notinvested in unrated debt securities and unlisted shares of AIFIs. Adherence to theratingofinvestmentgrade.
 12. Holdingofsharesinotherco‐operativeinstitutions–adherencetoRBIguidelines.
 13. ThebankisnottradinginNon‐SLRbonds/Zerocouponbonds/deepdiscountbonds.
 14. ClassificationofinvestmentsasperRBIguidelines.Thebankisdecidingthecategoryofinvestmentatthetimeofacquisitionofthesecurity.Theprofitonsaleofsecuritiesin permanent category is appropriated to capital reserve account while in currentcategory is appropriated to Investment Fluctuation reserve. The charges paid inrespectoftransactionsaredebitedtoProfitandLossA/Candnotcapitalised.
 15. Shiftingofsecurities–adherencetotheprescribedprocedure.Theshiftingiseffectedatcurrentmarketpricesafterprovidingfordepreciationifany.
 16. Theaccountingprinciplesadoptedby thebankare inconformitywithguidelinesofRBI.Incaseofsecuritiesacquiredinpermanentcategorywheretheacquisitioncostismorethanthefacevalue,thepremiumisbeingamortisedeveryyearproportionately.
 17. Allthecurrentinvestmentsarebeingmarkedtomarket(valued)attheendofeveryyearoratmorefrequentintervalsasperprescriptionsoftheBoard.ThevaluationisbeingdoneaspernormsofRBI.
 18. Thedepreciationofoneclassification(asperBalancesheet)isnotnettedwiththenetappreciationofanotherclassification.Thefinaldepreciationofallclassificationsputtogetherisbeingprovidedfor.
 19. ClassificationofinvestmentsasperprudentialnormsandprovisioningdoneforNon‐Performing Investments as per the RBI/NABARD instructions issued from time totime.
 20. Appointment of a Concurrent Auditor for carrying out audit of investmenttransactions. Forwarding of themonthly reports to NABARD either by the auditordirectlyorbythebank.
 21. Half yearly review of all investment transactions by the Board and forwarding thereviewnotescontainingcertificationofcomplianceofRBIguidelinestoNABARDby15/11and15/05.
 22. WhethershorttermresourcesaredeployedaslongtermNon‐SLRinvestments?
 23. WhetherthebankhasbuiltupadequateIFRatleast5%ofcurrentinvestments?
 24. Any circular transactions are put through in collusion with counter parties or
 brokers?
 25. Whether interest/dividend is collected /received promptly in respect of all thesecurities/sharesheldbythebank?
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26. Is thereasystemof jointcustodyofsecurities/shares/fixeddepositreceiptsheld inphysicalform?
 AchecklistontheInternalControlaspectsonInvestmentRiskManagementisgiveninthefollowingformat.
 ChecklistonInternalControlaspectsonInvestmentRiskManagement
 Riskmanagementactivities
 Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 Dealexecution
 Ontheexecutionofadeal,thefollowingmustbeobserved:
 •dealersmustcheckposition/ exposure limits and creditlimitspriortodealing;
 Process to check limitsincluding counterpartylimits and exposure limitsintreasurysystems.
 Process to checkregisters/ spreadsheetsof exposures andcounterpartylimits.
 • each deal may need to bedesignated to an underlyingexposure to meet hedgeaccounting;
 Hedge designation (i.e.,documentation of hedgerelationship andeffectiveness testing)completedinsystem.
 Hedge designationcompleted manually andon spread sheetincluding documentationofhedgerelationshipandeffectivenesstesting.
 •dealers must execute dealsclearly and concisely so thatthere is no possibility ofconfusion;
 Dealers trained in correctdealingmethodsandentryof deal information intotreasurysystems.
 Dealers trained incorrect dealing methodswithnumberingsystems.
 •dealersmustdealonlywithfinancial institutions thattapephonecalls;
 Agreement with counterparties to be able to reviewphoneconversations.
 •dealers must maintain aposition blotter or scratchpad and be able to verify orchallenge the reportedposition produced by thetreasury system/settlementsfunction;
 Maintain spread sheet or position blotter or scratchpad.
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 • Dealers must enter theirown deals into the treasurysystem as soon as practiceable after the deal isexecuted.Thisisparticularlyimportant if there is atrading portfolio wheredelayed input may permitdealerdesignation.
 Dealer input into treasurysystem. System generatesoutward confirmation anddealisflagged‘unmatched’in treasury system(pendingreceiptofinwardconfirmation).
 Deal ticket completedbydealer and Input in todeal register (spreadsheet) by back office.Spreadsheetispasswordprotected. Back officekeepsdealticketpendinginward confirmation.Inward confirmationrecorded against spreadsheet.
 •theaudittrailofnewdealsaswell as deal amendmentsand cancellations, must bereviewed daily by a partyindependent of the dealingfunction.
 Amended and cancelleddeals are reported on anend of day report andreviewedbythetreasurer.Cancelled deals areconfirmed as cancelled bycounterparty. (Ifnecessary).
 If the dealer wants to amender cancel adeal,hemustobtainmanagementsign‐off on deal ticketandreceiveconfirmationfrom the counter‐party.The deal may then becancelled in register orspread‐sheet.
 • if the deal is linked to astrategy, it must be clearlydesignatedindealrecords;
 Recorded in treasurysystems
 Recorded in dealregister.
 Post‐dealcontrols
 Internal exposures ofbusiness units that arecovered by treasury aresupportedbydocumentationfrom business units, signedoff by the delegatedauthority within thebusiness unit. Thisdocumentation is availabletosupportalldeals.
 Request for cover bybusinessunitorgeneratedbybusinessunitsystem.
 Manualrequestforcoverbybusinessunit.
 Internal counterpartiesreceive a listing of open
 Sent automatically from Copyoftreasuryrecords

Page 103
                        

Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 deals once amonth and arerequested to acknowledgethecorrectnessofthelisting.
 thesystem.
 There are controls andprocedures around out ofhoursdealing.
 Limits state if out of hours dealing is permitted andwhocandoit.
 Orders left with banks/brokers are recorded byemail advice to the counter‐party.
 Keepcopyofemail.
 Orders left withbanks/brokers are recordedin an internal register andreviewedonopeningofeachday.
 Ordersregistermaintainedandsignedoffdaily.
 Stop loss orders are usedwhere there is an openposition with exposure tothe market pricemovements.
 Maximum loss per transaction as well as cumulativelosslimitisspecifiedintreasurypolicystatement.
 There is no undueconcentration of dealingwith a particularcounterparty.
 Limitsaresetforeachcounterpartyintreasurypolicystatement.
 There is a code of conductwhich prevents acceptanceof gifts or entertainmentunless they are of a tokennature.
 Prescribedintreasurypolicystatement.
 Static data cannot bechanged within treasurysystems in an uncontrolledmanner.
 There are controls overwho can access thetreasury system to changestatic data, e.g., counterparty details including
 NA
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 bank details of counterparty.
 Operations(settlements)
 Confirmation issuance andmatching. Outwardconfirmationsaresentoutassoonaspracticableafter thedealisexecuted.
 System generatedautomatically to fax/emailgateway.
 Manualconfirmationstobesentoutbydealersorback office and allinward bankconfirmations are to besigned from seniormanagement.
 Thereisconfirmationwithintwohoursorwithinpolicy.
 Confirmations sent out bysystem.
 Confirmations sent out–this may be a Worddocument.
 Inwardconfirmationsare:
 – received in a mannerwhich prevents dealerinterception;
 – matched to informationwithin the treasury systemordealtickets.
 All deals done that daywhich are not confirmed byclose of business are to beinvestigated immediately.Outstanding confirmationsarerecordedorregistered.
 NB‐Deals without matchinginwardconfirmationsareanobvious sign that deals arenot being properly recordedand should be promptlyfollowedup.
 Confirmationsarereceivedby the back office in amanner which preventsinterceptions. Forexample, the confirmationis received to a securefacsimile or user faxstream(i.e., it isfaxedtoaparticular individual’s PC)and matched against arecord in systems orproducedbythesystem.
 Unmatched deals onsystem reported daily andescalated to senior staffindependentofdealer.
 Inward confirmationsare received by anindependentofficer/senior officer;then matched to manualdeal records and signedoff. The deal is recordedin a spread sheet whichispasswordcontrolled.
 Unmatched deal slipskept separate untilinward confirmationreceived.
 Unmatched deals shouldbe escalated to seniorstaff independent of thedealer.
 A settlement report i.e., the Automatedreportssettle‐ Manual or automated
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 settlement diary, generatedby thesystem isused forallsettlements payments andreceipts. This should bereviewed by senior staffweekly.
 mentreportsdistributedtodealingandsettlementstaff.
 diary system which maybespreadsheetdrivenorrely on diary systemssuch as outlook or onmanualdiarysystems.
 Where possible, all externalsettlements should be madeusing electronic bankingsystems. Where possibletreasury systems/paymentsystemsshouldbeinterfacedto electronic bankingsystems.
 Downloadedtreasurypaymentsfromtreasurysystems,viabackofficesupporttoelectronicbankingsystems.
 Paymentsmanuallyinputinto electronic bankingsystem with appropriatelevel of supportingdocumentation.
 Payments are initiated byoneoperator,confirmedandreleasedbyanotherseparateparty.
 Allpaymentsrequireatleasttwostafftoexecute.
 Settlement amounts areconfirmed with counterparties, before payment orreceipt.
 Settlements are mainlyconfirmed verbally, buttheyarealso confirmed inwriting.
 Settlement confirmedverballyorinwriting.
 An investigation register offailed settlements ismaintained (and reviewedbyseniormanagement).
 Casebycase Usuallycasebycase
 Standard counterpartysettlement instructions aremaintained by staff,independent of dealing,confirmation andsettlementsfunction.
 Standard settlement instructions are exchangedwithcounterpartiesinoriginalform.
 Counterparty mandates aresent to counterparty’s (inlieu of standard settlement
 Counterparty mandates are exchanged with counterpartiesinoriginalform.
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 instructions)andinclude:
 – standard settlementinstructions for inwardpayments;
 – addresses for inwardconfirmation;
 – Specification of staffauthorisedtodeal.
 Facsimile paymentinstructions are not usedunlesstheyareverifiedwitha test key, code or someother form of compensatingcontrol.
 Self‐explanatory
 Staffs involved in thesettlements function do notundertake dealing activities.This ensures that duties aresegregated.
 Self‐explanatory
 Controlsoversettlement
 Nodealsaretobesettledbyanydealerinthecompany.
 Self‐explanatory
 Settlement staff should beappropriately trained, asthey are key to the timelypreventionoffraud,errororomission.
 Self‐explanatory
 Key performance indicatorsare to be established forsettlementfunction. Self‐explanatory
 Reconciliationofbankaccountsandtreasuryrecords
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 tothegeneralledger
 Estimated end of daybalances are comparedwithactual next day, withinvestigation of significantvariations from anticipatedbalances.
 Comparethebankbalancein the treasury systemwith theoneshown in thebankstatement.
 Bank statementcompared with cashpositionkeepingblotter/spread sheet oraccountingrecords.
 Bank reconciliations areundertaken on a regularbasis, preferably on a dailybasis, independent of thesettlement and dealingfunctions.
 Self‐explanatory
 The treasury system isreconciled to the generalledger Self‐explanatory
 This may require therecalculation ofspreadsheets to thegeneral ledger e.g.,investmentbalances.
 Cashmanagement
 There isaneffectivemethodformonitoringthedailycashposition.
 The daily cash position ismaintainedinthetreasurysystemorspreadsheet.
 Thedailycashpositionismaintained on aspreadsheet or ascratchpad.
 There are targeted bankbalances.
 Important to largeorganizations to ensureefficient use of workingcapital.
 Smaller organizationsmay aim for compliancewithborrowinglimits.
 Information for monitoringthe cash position is sourcedfrom:
 –cashflowforecasting,
 –electronic banking systemsorbankstatements
 Self‐explanatory

Page 108
                        

Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 –business unit information;and
 –settlement diariesemanatingfromthetreasurysystem or settlementregisterorspreadsheet.
 Where accounts belong tothe same legal entity, theyshould be set‐off (net thebalances) or swept into themain interest bearingaccount.
 Interest calculated foreachaccountcalculatedbythesystem.
 Interest calculated byspreadsheet.
 Bank accounts earn creditinterest comparable to anovernight money marketrate.
 Self‐explanatory
 There is a cash flowforecasting regime for allbusiness units, preferablyforecasting on a 90‐daysbasis.
 Self‐explanatory
 Businesses are charged forworking capital and theperformanceof thebusinessunit is measured afterfinancecharges.Thishastheeffect of making businessunitsmoreefficient intermsofusingworkingcapital.
 Self‐explanatory
 Maynotbe applicable tosmaller organizations orwhere there are systemconstraints.
 All bank accounts arerecordedinaregister.
 –domestic.
 Self‐explanatory
 Authorised bank signatoriesare kept up to date in the
 Self‐explanatory

Page 109
                        

Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 register.Thisregisteristobereviewannually.
 Bank accounts can only beopenedwithapprovalof theManagingDirector/CEOandsigned by the GeneralManager or Senior ManagerAccounts.Locationofbranchand banking institutionshould be kept with policyguidelines/ compliancepaper.
 Self‐explanatory
 Physicalsecurity(records/keysystems)
 There is physical/passwordsecurity over key systemsand equipment, includingouting inward confirmationsto render them secure frominterception.
 Administrator rights inthe treasury andsettlements systems aresegregated fromoperations
 Access to spreadsheetsor treasury drives andelectronic bankingsystems is restricted bypassword.
 The treasury managementsystem has a system ofpermissions that preventsdealing staff and settlementstaff from performing eachother’staskinthesystems.
 Self‐explanatory Notapplicable
 The static data of thesystem/processcanonlybeupdated by theadministrator. This dataincludes the dual controlsover changes to counter‐party standard settlementinstruc‐tions.
 Self‐explanatory Notapplicable
 Audit logo fall changes tocounterparty static data are
 Self‐explanatory Notapplicable
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 independentlyreviewedonaregular basis by a seniorstaffmemberindependenttothe daily operations of thetreasuryfunction.
 There are dual passwordcontrols on administratorrights for electronicbanking(particularly paymenttemplates) and treasurysystems.
 Implementedintreasuryandpaymentsystems.
 Important legal documentssuch as agreements arestoredsecurely.
 Storedinasafe,orscannedandstoredelectronically
 Spreadsheets should all beaudited, tested andpasswordprotected.
 Independentauditofallspreadsheets
 Monitoringofriskmanagementactivities
 Riskrecognition
 Treasury staff and systemsmustrecogniseallnewriskswhen they are accepted bythecompany.
 Self‐explanatory
 Staff and business unit staffmustbetrainedtorecognisekeyrisks.
 Self‐explanatory
 Allnew financial investmentproducts must be examinedfor risks and approved bytheBoard.
 Self‐explanatory
 Bank accounts must bereconciled in a timelymanner to detect incidents
 Self‐explanatory
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 and failed settlements orunauthorizedtransactions.
 TypicalcontrolsRiskmeasures
 Controlsforatreasurysystem
 Controlsforspreadsheetsandmanualsystemsenvironment
 Theremustbeasystemthatenables risk managementmeasures to be reported inan adequate and timelymanner.
 Self‐explanatory
 There should be dailymarking to market allpositions with the reportingoftheprofitandlosseffect.
 Self‐explanatory
 The risk managementsystemmustbereviewedbyinternalaudit.
 Self‐explanatory
 The magnitude ofcomplexities and associatedrisks within the treasurymustbecommensuratewiththeentity’sactivities.
 Self‐explanatory
 There must be an annualreviewofvaluationmethods.
 Self‐explanatory
 Stress testing on extremeoutcomes is carried out onallrisksatleastmonthly.
 Self‐explanatory
 Treasuryinfrastructure
 Ensure the data forrevaluations is valid,independentandcurrent.
 Revaluation ratesdownloaded frominformation systems (e.g.,
 Revaluation ratesobtained independentlyfrom sources such as
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Typicalcontrols Controlsforatreasurysystemsenvironment
 Controlsforspreadsheetsandmanual
 systems
 Obtain in dependentvaluationsofanymodelsandspreadsheetsused.
 Reuters), directly into a TMS.
 All treasury software andsystemshavebeensubjectto rigorous internal andexternaltesting.
 financialnewspapers.
 The output of themodelcan be validated toanothermodel or sourceofinformation.
 Ensure that all spreadsheetsare on the company driveandbackedup.
 Ensure that all spreadsheetsare independently reviewedandchecked.
 (Source:AChecklistofInternalControlsforTreasurypreparedbyCPA,Australia)AChecklist of Internal Controlsfor Treasury
 AChecklist of Internal Controlsfor Treasury
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Chapter7‐FraudsandRiskManagement–CriticalroleofInternalControlsinFraudRiskManagement
 7.1.Background
 BankingIndustryworldoverisnotonlygrowingfast,butisalsobecomingmorecomplexwith itsmultifariousactivities. Fraudsareoccurringpredominantlybecauseofhumanfailures inobservanceoftheprescribedprocedures/guidelines/rules. It isthereforeintheinterestoftheCooperativeBanksandtheemployeesconcernedthatthereshouldnotbe any shortcut to and deviation from the prescribed rules and procedures, in thefunctioning of the branches/Banks’ working. The banks need to put in place variouspoliciesandproceduresover theyears, toguide theemployeeswithinandoutside theorganisation. These systems have been designed to ensure that officials dealing andundertaking transactions conduct the same in a transparent and uniform manner. Afraud,whethercommittedbyan insideroroutsider isanattackontheBank’ssystemsandprocedure.Afraudsterstrikeswhenheseesanopportunitytocommitafraud.Thisopportunity is made available to him by the people in the organisation due to non‐complianceoflaiddownsystemsandprocedures,lackofpropercontrolandsupervision.
 7.2.WhatisBankFraud?7.2.1.Bankingtransactionsaresonumerousandvariedthatfraudscanbeperpetratedinanyoftheareas.FraudhasnotbeendefinedclearlyinTheIndianPenalCodebutsectionsdealingwithcheating,concealment,forgery,counterfeitingandbreachoftrusthavebeendiscussedwhichleadstotheactoffraud.Fraudmaybedefinedas‘Anywilfulact,committedintentionallybyanindividual(s)‐bydeception,suppression,cheatingoranyotherillegalmeans,thereby,causingwrongfulgain(s)toselforanyotherindividual(s)andwrongfullosstobanksandother(s)’.NormallyaBankfraudisadeliberateactofomissionand/orcommissionbyanypersoncarriedoutinthecourseofbankingtransactionorinthebooksofaccountmaintainedmanuallyorundercomputersysteminbanks,resultingintowrongfulgaintoanypersonforatemporaryperiodorotherwise,withorwithoutanymonetarylosstothebank..Mostfraudulentactsareperpetratedbyemployeeswhounderstandtheinternaloperationsattheirworkplaceandtakeadvantageofinternalcontrolweaknesses.
 7.2.1.1.Thelossofcash/securitiesthroughtheft/robberyisalsolooselycategorisedasafraudperpetratedonthebank.Frauds,embezzlements,misappropriationsand
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defalcationgenerallycometolightinStCBs/CCBseitheroncomplaintsreceivedfromconstituentsofthebanks/theirclienteleormembersofthepublicorduringthecourseofinternalaudit,departmental/statutoryauditorinspection.
 7.2.1.2. Themajor fraudproneareas in aCooperativebankare (i) cash, (ii) depositaccounts,(iii)advances,(iv)suspenseaccount,(v)clearingofcheques/drafts,(vi)HOorinter‐branchaccount,(vii)paymentofDDs,MTs,TTs,(viii)accountswithotherbanks,(ix)investments,(x)immovableproperty,furnitureandfixturesandstationeryand(xi)incomeandexpenditureaccount.
 7.2.1.3.ThefactorsfacilitatingfraudsinCo‐operativeBanksare(i)deviationfromtheprescribed procedures and lack of effective supervision, (ii) neglect by the HO tomonitor timely receiptof control returns from thebranchesandscrutiny thereof, (iii)looseandineffectiveadministrationandcontrolatalllevelsand(iv)absenceofregularrotationofduties/transferof staff andofficials. NABARDhasbeen constantlyguidingthebanksbycirculatingthetypesoffraudsnoticedduringthecourseof inspectionsofco‐operativebanksandcautionaryadvicesreceivedfromtheRBIfromtimetotimeforguidance emphasising the banks to exercise utmost care and caution and adoptnecessary safeguards by means of appropriate measures to remove deficiencies ininternalchecksandprocedures.
 7.3.CategoriesoffraudandtypeofCommonFraudsinBanks7.3.1. Substantial number of frauds takeplace inBanksunderdifferent operationalareasandundervarioustypesoftransactions.Broadly,transactionshavingoneormoreofthefollowingfeaturesmaybecategorizedasbankfraud.
 A. OPENING OF NEW ACCOUNTS, FOR THE PURPOSE OF COLLECTINGFRAUDULENTDRAFTS,CHEQUES,DIVIDENDWARRANTSETC.1. Fraudulent endorsement of cheques, drafts, bills etc. with an intention of
 conversiontoencashthroughnewaccounts.2. Openingbogusbankaccountsinthenameofnon‐existingpersons.3. Collecting fake instruments with or without connivance of bank staff by
 openingnewaccount.4. Opening of fictitious accounts with or without proper introduction or with
 forgedsignaturesoftheintroducers.
 B. ACTIVISATIONOFDORMANTACCOUNTSFORTHEPURPOSEOFCOLLECTINGFRAUDULENTDRAFTS,CHEQUES,DIVIDENDWARRANTSETC1. Fraudulent endorsement of cheques, drafts, bills etc. with an intention of
 conversiontoencashbyactivatingadormantaccount.2. Forgingspecimenofthedormantaccountholdersoninstruments.3. Activating the dormant accounts for the purpose of collecting fraudulent
 cheques,dividendwarrantsetc.withorwithoutconnivanceofbankstaff.
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C. FRAUDSBYTHEAGENTSINTHEBANKTakingadvantageoftheprocedurallapsesinthefunctioningofthevariousdepositschemes in the branches, the authorized Agents have committedmany frauds incertain banks while collecting deposits on behalf of the bank from the generalpublic.
 D. PAYMENTOFFORGEDDDs,CHEQUES,DIVIDENDWARRANTSETC.1. FraudulentwithdrawalsfromDepositAccounts.2. CounterfeitingofBank’sinstrumentslikecheques,DDs,InterBranchAdvices
 etc.3. MakingmaterialalterationsinCheques/DemandDraftsbyusingchemicals.4. Encashingthegenuineinstrumentsbyimpersonation.
 E. FRAUDSRELATINGTOADVANCES1. Fudging of financial statements without recording liability in the books of
 accounts.2. Transgression of the delegated authority and its concealment from the
 competentauthorityresultinginlosstothebank.3. Extendingcreditfacilitiestofictitiouspartiesorforfictitiouspurpose.4. Allowing huge overdrawals in the accounts in excess of powers beyond the
 usual norms of banking by committing unusual irregularities and notreportingthetransactiontotheCompetentAuthority.
 5. Multiplefinancetothepartiesagainstthesamesecurity/securities.6. Extendingunauthorizedcreditfacilitiesforarewardorforillegalgratification.7. Falsificationofrecordsregardingsecuritiesforloans.Example:grantingLoans
 againstdepositswithoutdeposits,JewelLoanswithoutjewelsetc.8. LoanssanctionedagainstspuriousJewels.
 F. OTHERTYPESOFFRAUDS1. Shortageofcashinsafeorcurrencychest.2. Siphoningofffundsthroughthefaketelephonic/mailtransfers,unauthorized
 debits of impersonal accounts and/ or concealment of any unauthorizedtransactionbymanipulatingentriesinthebooksofaccounts.
 3. Creationof fixeddeposits, creditbalancesand issuanceofdrafts,payordersetc.withoutconsideration.
 4. Misuseofcomputercodeandbreachofsecurityofcomputersystems.5. Misappropriations/Embezzlements.6. Misrepresentations/Impersonations.7. Falsificationofrecords.8. Causingwrongfulgainstothirdpartiesbycollusion.9. Destructionofpaidcheques/vouchersandotherevidenceofvitalimportance,
 therebymakingitdifficulttoapprehendtherealculprits.10. Preferring fraudulent LTC claims without undertaking the journey or by
 producinginflatedbillsetc.bytheBankofficials.11. Securingemployment intheBankbyproducingfalseCasteCertificate/False
 information.
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12. Fictitious /unauthorized debits to General Charges Account/Suspense A/c/RevenueIncomeHeadformakingillegalgain.
 13. Fraudsrelatingtoclearinghousetransactions.14. Irregularitiesinforeignexchangetransactions.
 7.3.2.Fraudalerts(RedFlags)
 Fraudalertshavebeendescribedasspecificeventsorredflags,whichmaybeindicativeoffraud.Alistofpossiblefraudalertsisprovidedbelowwhichisnotanexhaustivelist.
 •Anonymousemails/letters/telephonecalls.•Emailssentatunusualtimes,withunnecessaryattachments,ortounusualdestinations.•Discrepancybetweenearningsandlifestyle.•Unusual,irrational,orinconsistentbehaviour.•Alterationofdocumentsandrecords.•Extensiveuseofcorrectionfluidandunusualerasures.•Photocopiesofdocumentsinplaceoforiginals.•RubberStampsignaturesinsteadoforiginals.•Signatureorhandwritingdiscrepancies.•Missingapprovalsorauthorisationsignatures.•Transactionsinitiatedwithouttheappropriateauthority.•Unexplainedfluctuationsinstockaccountbalances,inventoryvariancesandturnoverrates.•Inventoryadjustments.•Subsidiaryledgers,whichdonotreconcilewithcontrolaccounts.•Extensiveuseof‘suspense’accounts.•Inappropriateorunusualjournalentries.•Confirmationlettersnotreturned.•Suppliespurchasedinexcessofneed.•Higherthanaveragenumberoffailedloginattempts.•Systemsbeingaccessedoutsideofnormalworkhoursorfromoutsidethenormalworkarea.•Controlsorauditlogsbeingswitchedoff.
 7.3.2.1. Further as per NABARD recent guidelines, cases of ‘negligence and cashshortages’and irregularities in foreignexchangetransactionsreferredto in item1and14 above are to be reported as fraud if the intention to cheat /defraud is suspected/proved.However in the following caseswhere fraudulent intention isnot suspected/provedatthetimeofdetection,willbetreatedasfraud:
 a) CasesofcashshortagesmorethanRs.10,000/‐andb) Cases of cash shortages more than Rs.5,000/‐ if detected by the
 Management/Auditor Inspecting Officer and not reported on the day ofoccurrencebythepersonshandlingcash.
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7.3.3.ClassificationsofFraud
 7.3.3.1.Incidentsoffraudcanbeclassifiedintothefollowingcategories:
 (i)Basedontherelationoftheperpetratortothebank,fraudisclassifiedasexternal(perpetratedbyacustomerorotherthirdparty)orinternal(perpetratedbystafformanagement).Inthecaseofcollaborationofinternalandexternalparties,fraudisclassifiedasinternal.
 (ii)Basedontheobjectiveandintention,itisclassifiedascredit(theobjectiveistoobtainfinancing;theintentionisnottopay)ortheft(theobjectiveistosteal;theintentionisnevertopay).
 (iii)Basedonthenumberoffraudcasesperperpetratororgroupofperpetrators,fraud
 isclassifiedassingle(onefraudperperpetrator;norelationtootherfrauds)ormultiple(organizedattack;severalfraudslinkedtooneperpetrator).
 7.3.3.2.Basedontheschemeused,thefollowingtypesoffraudarerecognized:
 A.Falsifiedinformationorforgerymeaningfalsehoodsorfalseinformation.Forgeryisusedtogainabenefit,whichwouldotherwisenotbereached.Inmostcases,thefalseinformationpresentedtothebankswiththeaimofbeinggrantedloans,isthedeclarationmadebytheemployerofthesalaryearnedbytheapplicant,whenthecustomergetsthesalaryincashandnotthroughthebank.
 B.Identitytheft.Thatiswhenhidingone’sownidentitybyusingtheidentityofsomebodyelsethroughanominee(whitehorse).Inmostcases,itisthebirthcertificatethatiscounterfeit;currently,newIDscardarebeingissued.
 C.Collateral(priceand/orother)manipulation.Namely,anymanipulationwithcollateralsuchasinflatedprice,multiplemortgage,sale,non‐existentcollateral,‘bubble’financing,corruptedresale,etc.Appraisalcompaniesthatevaluatethecollateralusuallyengageinthiskindoffraud.
 D.Theftoffinancialassets,namelystealingmonetaryfundsbelongingtothebank,suchascash,deposits,bonds,etc.
 E.Theftofnon‐financialassets,i.e.stealingnon‐monetarypropertyofthebank(fixedassets,e.g.cars,etc.).
 F.Electronicfraud,i.e.unauthorizedaccess,manipulationordisruptionofsystems,infrastructureordata,includingdenialofserviceattacks.
 G.Plasticfraud.Cardfraudorplasticfraudincludes:alllostandstolen,counterfeit,notreceivedmail,thirdpartyapplicationfraud,invalidcards,etc.
 7.4.Whocommitsfraud?Atypologyoffraudsters
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7.4.1.Whenpeopleareaskedabouttheriskoffraud,theynaturallytendtothinkoftheriskposedbythirdparties.Infact,theworstfraudsarecarriedoutbyinsiders,manyofwhomhavebeenwiththebanksformanyyearsandareinpositionoftrustandauthority.Apersonwhoperpetratesfraudmaybeinvolvedinasituationthatissoinsurmountablethatthepersoncannotseeanyotherwayout(e.g.gambling,abusingalcohol/drugs,familypressureortargetspressure).Theworstcasemaybetheinsatiabledesireforfinancialgain.
 7.4.1.1.Internalfraudstersusuallyworktheircrimesalone,byexploitingweaknessesininternalcontrolstocoveruptheircrimes.Theyhavereadyaccesson‐the‐jobtocashoritsequivalents.Thewaythatsuchpeoplejustifytheiractoffraudisbyviewingitnotsomuchasacriminalact,butasacaseofborrowingthemoneyuntiltheyareabletopayback.
 7.4.1.2.Perpetratedbankfraudscanbegroupedintothreecategories
 A. FraudscommittedbytheemployeesoftheBank.(InternalForces))B. FraudscommittedbytheemployeesoftheBankincollusionwithoutsidersand
 Frauds committed by outsiders in collusion with the Bank staff (Internal andExternalForces)
 C. Fraudscommittedbyoutsidersthemselves.(ExternalForces)
 7.5.CommonModusoperandinoticedinBankfrauds
 NABARDhasbeencirculatingthevariousmodusoperandiadoptedbytheperpetratorsoffraudsindifferentbanksandprecautionstobetakenthroughtighteningtheinternalcontrol mechanism of the banks by way of cautionary advices to all the CooperativeBanks from time to time. Based on these cautionary advices, certain frauds haverevealedthattheyhavebeenperpetratedmainlyonaccountof:
 1. Lack of supervision and monitoring by the Head of the Branch and thesupervisorystaff.
 2. Failure to ensure balancing and tallying of books of accounts at prescribedintervals.
 3. Negligence on the part of the dealing staff due to their casual approach totransactionsinvolvingcash.
 4. Undue reliance on one or two staff in the branch, for carrying on all types oftransactions.
 5. Opening of deposit accounts without observing the necessary safeguards andpassing/paying cheques, drafts and other instrumentswithout proper scrutiny,non‐observanceofKYCguidelines.
 6. Ineffective custody of drafts/cheque books/withdrawal slips and other securityforms/items.
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7. Manipulation of income/expenditure accounts during the half‐year/year‐endadjustment.
 8. Absence of rotation of the duties among the staff. No segregation of dutiesbetweendifferentcategoriesofstaff.
 9. Access to deposit collection Agents to the books and accounts of the dailycollection scheme of such Deposit in particular and other departments at thebranch,ingeneral.
 10. Lackofcontrolovertheentryintothesafe/strongroomandnon‐adherencetothejointcustodyarrangement/rules.
 11. Notkeepingthebooksandregistersunderlockandkeyovernight,etc.12. Failuretoadoptpreventivevigilancemeasures.
 7.5.1.Theheadofthebranchesshouldinvariablyconductatregularintervals,surpriseinspection/ verification of balancing and tallying of accounts, safe/ strong room, jointcustodyarrangementofcash,valuablesandsecurityitems,sectionsandcountersduringbusinesshours,aswellasbeforeandafterbusinesshours.
 7.5.1.1.StrongMIS:TheCooperativeBankshavebeenadvisedbyNABARDtoensurethat theirSeniorOfficersvisitall thebranches in theirRegionsat leastonce inayear.Theyshouldbeadvisedtohaveaconstantmonitoringonthefunctioningofthe‘C’ratedbranches and also the branches where internal control and house‐ keeping is weak.Structured Reporting Format for the branch visits by Regional managers may beintroducedforreviewingthefunctioningofthebranchinallparameters.
 7.5.2.KnowYourCustomer(KYC)
 7.5.2.1.Majorprobleminidentifyingculpritsisonaccountofnon‐availabilityofprofilesofaccountholder/customerswiththebank.Itwouldbeimpossibletotraceafraudulenttransactionanditsoperator,ifthepersonwhosetrueidentity,sourcesoffunds,expectedtransactionsisnotverifiedatentrylevel.Underthecircumstancestheconceptof‘Knowyourcustomer’(KYC)guidelinesissuedbytheRBI/NABARDfromtimetotimehavetobe scrupulously adopted by the Cooperative Banks at entry level and thereafter theprofileofthecustomersbeupdated.
 7.5.2.2. The requirement of Know Your Customerwill empower the banks to obtaininformation regarding the identity, the type of transactions to be conducted and thesource of funds. This will also help them to develop customer profile based oninterviews, to understand them and their intended relationship with the banks(thereafter realistically determine when customers conduct banking transactions thatare unusual and potentially fraudulent). The legitimate customer should bewilling toprovidetheinformationrequestedbyusinthisregard.Profilesofthecustomersmayberecorded on the account opening forms. The opening of new accounts should beauthorized by the Branch Manager or Officer in Charge of the concerned deposit

Page 120
                        

accounts department. All new accounts should be closelymonitored for at least for aperiodofsixmonths.Asregardsexistingcustomersthebankshouldbeabletocomplywith thespiritof theconcepton thebasisof their transactionsalreadyentertainedbythem.
 7.5.2.3. Thebranchesshouldaskthecustomerstoestablishtheiridentity(truename,residential and mailing address). This may be done with the help of certain officialdocumentssuchasRationCard,ElectoralCard,IdentityCard,Passport,DrivingLicense,CreditCard,PAN,SalesTaxNoetc.Identificationdocumentsthatareeasilyobtainableinany name should not be accepted as the sole means of identification. Invariably theinformationmadeavailablebythecustomershouldbecorroboratedfromothersource,in case of doubt. Confirmation of address of the account holder should be obtainedindependently.
 7.5.3.Fraudmanagementprocessinthebankingsystem
 7.5.3.1.Expressingconcernoverrisingincidentsoffraudinloansandinoperationalactivity,thebanksarerequiredtobeevenmorefocusedonthefraudpreventionandmanagementfunction.NABARDhadcirculatedaCompendiumofInstructionsonPreventionofFraudsinBanksvideletterNo.NB.DoS.HO.POL./9311/J.1/2006‐07(CircularNo.05/DoS.‐01/2007)dated08January2007bywayofCDtoalltheCooperativeBanksthroughitsRegionalOffices.
 Constitution of the Special Committee ofBoard to review fraud cases involvingRs.10.00lakhandabove:7.5.3.2. ThespecialCommitteeof theBoard is tobeconstitutedwith fivemembersoftheBoardofDirectorswhowillinclude President(forStCBsandDCCBs)oftheBank TwomembersfromAuditcommitteeoftheBoard;and TwoothermembersfromtheBoard(mayberotation)excludingNABARDnominee
 director/observer,ifany
 7.5.3.3.FunctionsofSpecialCommittee
 Themajorfunctionsofthespecialcommitteewouldbeto:
 Identify the systemic lacunae, if any, that facilitatedperpetrationof the fraudandputinplacemeasurestoplugthesame:
 Identify thereasons fordelay indetection, ifany,reporting to topmanagementofthebankandNABARD.
 MonitortheprogressofCBI/PoliceInvestigationandrecoverypositionand; Ensurethatstaffaccountabilityisexaminedatalllevelsinallthecasesoffraudsand
 staffsideaction,ifrequired,iscompletedquicklywithoutlossoftime.
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Review the efficacy of the remedial action taken to prevent recurrence of frauds,suchas,strengtheningofinternalcontrols.
 Putinplaceothermeasuresconsideredrelevanttostrengthenpreventivemeasuresagainstfrauds.
 7.5.3.4.ConsequentontheformationofCentralisedFraudMonitoringCell(CFMC)inDecember2007,NABARDundertooktheexerciseofrevisingandrationalizingthereportingandmonitoringoffraudsandissuedaMasterCirculardated29January2008.Accordingly,theCooperativeBanksarenowrequiredtosubmit4Quarterlyreturnsasagainst3returnsearlier,
 7.5.3.5.ReportingofFraudcasestoNABARD
 (a)FraudsinvolvingamountsoflessthanRs.1lakh
 Thecasesof individual frauds involvingamountsof less than Rs.1 lakharenot tobereported individually to NABARD. Statistical data in respect of such frauds shouldhowever,besubmittedtoNABARDinaquarterlystatementDoSFMS‐2.
 (b)FraudsinvolvingamountsofRs.1lakhandabovebutlessthanRs.10lakh
 ThecasesofindividualfraudsinvolvingamountsofRs.1lakhandabovebutlessthanRs.10 lakh should be reported to NABARD Regional Unit of Department of supervision(DoS)underwhosejurisdictiontheHeadOfficeofthebankfalls, intheformatgiveninDoS‐FMS‐1,withinthreeweeksfromthedateofdetection.
 (c)FraudsinvolvingamountsofRs.10lakhandabove
 ThecasesofindividualfraudsinvolvingamountsofRs.10.00lakhandaboveshouldbereported to Centralized FraudsMonitoring Cell, Department of Supervision, NABARD,HeadOffice,MumbaiintheformatgiveninDoS‐FMS‐1,withinthreeweeksfromthedateofdetection.AcopyofDoS‐FMS‐1shouldalsobesubmittedtoNABARDROofDoS,underwhosejurisdictiontheHeadOfficeofthebankfalls.
 (d)Casesoftheft,burglary,dacoityandrobberyshouldnotbereportedasfraud.
 7.5.4.Thefraudmanagementprocessinvolvesthreesteps:(1)fraudprevention;(2)frauddetection;and(3)fraudinvestigation.Thebesttofightfraudistopreventit.Preventionismostlyaboutimprovingthekeyriskprocesses.
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7.5.4.1.Forabank,itisimportantthatwhendealingwithcustomers,employeesmustensurethattheyknowtheidentityofthecustomer,whatbusinesstheydowiththebankandwhytheyareundertakingeachactivity.Itisthepersonalresponsibilityofeverymemberofstafftoensurethattheyareawareofandthattheycancompetentlyidentifyactivitieswhichmayconstitutefraud,canidentifysignsofsuspiciousbehaviourbycustomersorstaffandtoknowhowtheyshouldreportanyconcernregardingfraud,andtowhom.
 7.5.4.2.Allbankemployees(specificallythoseinrelevantpositions)shouldbeprovidedwiththeadequateandappropriatefraudpreventionandawarenesstraining.Fraudriskmustalsobeanalysedduringthedevelopmentofallnewproductswithinthebanktoensurethattheproductstructurewillhelppreventpossiblefraudulentattempts.Banks’mainactivityislendingactivity,whichbearsthegreatestexternalandinternalfraudrisk.Asaresult,theapprovalprocessshouldbestrictlyconsideredfromthefraudpointofview.Thebankshouldhaveathirdpartyacquisitionandmonitoringpolicyinplacewhichmustincludefraudrelatedactions.Thegrantingofloansorcreditlimitsshouldbemadeonlyafterconsideringthefraudriskaswellasthecreditriskassociatedwiththeapplicant,theco‐applicantandtheguarantor.
 7.5.4.3.Abankshouldhaveinplaceafraudresponseplan,whichmanagesandreducesinstancesoffraudcommittedbyemployees/agents(internalfraud)orbythirdparties(externalfraud)ofthebankandthusminimizesincurredlosses.Thepurposeofafraudresponseplanmustbeclearlycommunicatedtotheemployees.Asaminimum,thefraudresponseplanshouldhavebeendevisedtodefineinitialactionandresponsiblepersonsonceafraudhasbeenreportedandrestrictfurtherlossestothebank,reviewthereasonsfortheincident,adviceonmeasuresrequiredtopreventfuturefraud,recommendactionsthatwillstrengthenfutureresponsestofraudand,lastly,recoveranyactuallosses.
 7.5.4.4.Lookingtothevolumeandmagnitudeofthefraudcasesandamountsoutstandinginbanks,NABARDhadadvisedtheCo‐operativeBankstoconstituteFraudRiskGroupinthebanksconsistingofseniorofficialsmanagingtheinternalinspection/audit,credit,fundsmanagementetc.forreviewingthependingfraudcasesmorecriticallyandidentifytheareasofloopholesandsuggestmeasuresforpluggingthesame.TheGroupwouldalsoidentifythereasonsforpendencyoffraudcasesandsuggestappropriatestepsforearlyclosureofthesametotheTopManagement(cf.letterNo.NB.DoS,HO.CFMC./1294/P‐72/2009‐10(CircularNo.104/DoS.21/2009)dated08July2009).(seeAnnexureXI).Accordingly,eachbankshouldhaveacomprehensiveFraudRiskmanagementPolicyformulatedunderthedirectionsoftheBoard.AsperNABARDguidelinesthepolicyshouldencompassthekeyareasrelatingto(i)Investigationanddisposaloffraudcases,(ii)Rotationandleaveofstaff,(iii)Codificationoflaiddownprocedures,(iv)Systemofsurpriseinspectionoffraudproneareasbythecontrollers,(v)Promptscrutinyofcontrolreturns,(vi)Followupofinternalinspection/auditreports,(vii)Aspectsofcontroller’saccountability,(viii).Relationship

Page 123
                        

andreportingobligationsbetweenlinestaffandcontrollers,(ix)Buildingupofinstitutionalmemory,(x)Modeofbusinesscommunicationand(xi)Raising‘redFlags’onsomestaffwithresponsibility.
 7.5.4.5.Theabovestepsshouldbedefinedinafraudpolicy,whichisawrittenstatementrecordingthebank’sattitudetofraud.Itmaybeincludedwithinamoregeneralethicsstatementorcodeofconductthatrecordsthewayinwhichthebankdealswithitscustomersandstaff.Thestaffshouldberequiredtoindicatetheirawarenessofandcompliancewiththefraud/ethicspolicyonanannualbasis.Inparticular,thepolicyshouldmakeclearthatfraudisunacceptableandthatallinstancesofsuspectedfraudwillbetreatedseriously.
 7.5.4.6.Further,theCo‐operativeBankshavebeenadvisedtoformFraudRiskManagementSysteminbanks–RoleofManagingDirectors/ChiefExecutiveOfficersvideletterNo.NB.DoS.HO.POL.CFMC/3662/P.78/2009‐10(CircularNo.189/DoS.40/2009)dated10November2009intermsofwhichtheymay,withtheapprovaloftheirrespectiveBoards,frameinternalpolicyforfraudriskmanagementandfraudinvestigationfunction,basedonthegovernancestandardrelatingtotheownershipofthefunctionandaccountabilityformalfunctioningofthefraudriskmanagementprocessintheirbanks.Thebank’sSpecialCommitteeoftheBoard,whichistobechairedbytheCEO,shouldowntheFraudInvestigationandMonitoringFunctionanddischargetherelativeoversightresponsibilityinapro‐activemanner.(seeAnnexure‐XII)
 7.6.FraudsinaComputerisedenvironment7.6.1.Intoday’sscenario,Bankersfunctioninacomputerizedenvironment.Whilecomputerizationhastranslatedintotangiblebenefitssuchassavingsintimeandcostofserviceandanimprovementincustomerservicebyofferingfacilitiessuchas“Anywhere/anytimeBanking”and“ConvenienceBanking”.WithmoreandmoreCooperativeBanksaremovingtowardsCoreBankingSolution(CBS)platform,theyhavetobeadequatelypreparedtoeffectivelyhandleandmanagetheattendantrisks.Onemajorriskthatloomslargeistheriskoffraudsbeingperpetratedinacomputerizedenvironment.
 7.6.2. Research has indicated that computer‐related frauds in the Banking industryoccurduetosomeimportantreasons,asunder:
 Weakness in the internal control system non‐segregation of duties, breach ofpasswordsecurity,etc.
 Manipulationsatthedataentrylevelbyunauthorizedormanipulatedentrydata. Manipulationsofduedatesofloans,alteringnamesandaddressesofcustomers,
 etc.

Page 124
                        

InseveralcasesofcomputerfraudsthathavebeenreportedintheBankingindustry,therehasbeenconsiderablefinancialloss.ThisemphasizestheneedforimplementationofeffectivecontrolsinBankstochecktheincidenceofcomputerfrauds.
 7.6.3.VideletterNo.NB.DoS.HO.POL.CFMC/.1884./P.80/2011‐12(CircularNo.160/DoS‐13/2011)dated25August2011NABARDhadissueddetailedguidelinestoCooperativeBanksaboutthestepstobetakenagainstFraudsinthecomputerisedenvironment.(seeAnnexure–XIII).Someofthesafeguards/preventivemeasuressuggestedbyNABARDareasunder:‐
 7.6.3.1.Safeguards/Preventivemeasures:
 (i) Maintain cleanliness of the Servers and the Server Room. Do not allowunauthorizedaccesstotheServer.
 (ii) Generatereports/printoutsasprescribed.Computergeneratedprintoutsshouldbe checked, stamped, initialed and kept readily available for all audit andinspections.
 (iii) Monthly jotting of all subsystems should be balanced with the General LedgerBalances as per the periodicity prescribed. Jotting register for balancing ofaccountsshallbemaintained.GuidelinesregardingreconciliationOfficeaccountsshallbestrictlyadhered.
 (iv) Checkthetransferscrollwiththetransfervouchersandcashtransactionreportwithcashvoucherswithoutfail.
 (v) Checkthatallrelevantclearingsarereleasedbeforestartingthedayendactivity.
 (vi) EachusershouldbeassignedonlyoneuserID,asfaraspossible.
 (vii) Usersshouldmakeitapracticetologoutwhileleavingtheirseats.
 (viii) UserIDofstaffonleave/training/deputationshouldbede‐activatedandrecordedinregisterofuserID.TheuserIDofstaffwhoistransferredshouldbecancelledandrecordedintherelevantregister.
 (ix) ExceptionalreportsshallbegenerateddailyandverifiedbytheBranchHeadforeffectiveMonitoringofthetransactions.
 (x) Ensure the preparation of vouchers for the system generated transactions andpreservethesamealongwithothervouchersinvoucherbundle.
 (xi) Obtainbackupsaspertheperiodicityprescribedandkeeponesetofbackupoffsitewithoutfailanddetailsofsuchoffsitebackupshouldberecorded.
 (xii) The job carried out by hardware/software maintenance personnel should besupervisedbybranchofficial.
 (xiii) Any Cheque book issued should be immediately entered in the system andconfirmed.ChequeBookstockshallbefedintothesystem.
 (xiv) Maintain secrecy of password under any circumstances. Your password shouldnotbeknowntoanybodyelseotherthanyourselves.
 (xv) Donotallowcustomerstofiddlearoundwithyourcomputers.toviewtheirownstatementsorcheckbalancesetc..
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7.6.3.2.MaintainingofsecrecyofPasswords
 (i) Despite clear instructions, secrecyof passwords is not beingmaintainedby thestaffofCooperativeBanks,resultinginnumberoffrauds.
 (ii) It is to be noted that, as per the Information Technology Act, computer linkedoffences such as tamperingwith computer source documents, hackingwith computerSystem,stealingpasswordsetc. for fraudulent/unlawfulpurposesarecriminaloffencespunishable under law. As per IT (amendment) Act 2006, whoever cheats by usingelectronic signature, password or any other unique identification feature of any otherperson,shallbepunishedwithimprisonmentofeitherdescriptionforaterm,whichmayextendtotwoyearsandshallalsobeliabletofine.
 (iii) Non‐maintainingof secrecyof passwords is themain cause formany computerrelated frauds occurred in our Bank. A list of acts of omissions /commissions arefurnishedbelow, tobe seriously takennoteof by all officers andworkmen topreventfraudsinthecomputerisedenvironment.
 1. Allowingotherstoaccesssystem/menusthroughhislog‐inandpassword.2. Leavingtheseatwithoutloggingout/lockingtheterminalwhichmayleadtouse
 ofthesystem/menubyunauthoriseduser.3. Writingdownofpassword leading todisclosureandconsequentmisuseofpass
 word.4. Non‐maintenanceofSecrecy/Sanctityofpassword.5. Failuretoenforceandoverseepasswordcontrolinbranch.6. FailuretorecordthedetailsofUsercreation/deletion/modificationintheregister
 prescribedforthepurpose.7. AllowinguserIDsoftransferred/retired/dismissed/terminated/temporary
 employeestoremaininthesystemwithoutdeactivatingwhichmayleadtomisuseofUserIDs.
 8. Permittinganyunauthorisedaccess‐physical/logicaltocomputersystem.9. Usingother’sUserID/Passwordwithoutexpressauthority.10.Anyunauthoriseddisclosureortheftofinformation.11.Obtainingandusingpasswordbymisuseofposition.
 (iv) Allthosewhooperatethesystem‐Officers/Supervisors/Clericalstaffarerequiredto strictly follow themethods, procedures and safety standards in the performance oftheirduties,aslaiddownfromtimetotime.
 (v) Itisreiteratedthatnon‐adherencetotheprocedural/safetystandardsregardingmaintenanceofsecrecyofpasswordstherebyexposingtheBanktofinanciallosswillbedealtwithseriouslyandconcernedofficialwouldbemadeaccountableforthesame.TheInspectingOfficers/Officials fromcontrollingOfficesvisitingthebranchesshouldverifycomplianceofaboveinstruction.
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7.7.RiskManagementandpreventivemeasuresforvariouscategoriesoffrauds
 7.7.1.Alltypesoffraudswerestrictlynottobetreatedasconfidentialandtheirmodusoperandi need to be brought to the attention of staff members to allay the fear thatunscrupulousstaffmembersmaymisutilise thisknowledge. It isessential tokeep thestaffmemberswell informedaboutnovelmethodsadoptedbyperpetratorsof fraudtoenable them tobeonguard toprevent such fraudsand toprotect themselvesand theBankagainstsuchrisk.
 7.7.2. The frauds have taken place in banks mainly due to non‐observance/non‐application of the procedures, instructions laid down and checks provided for. Acontribution factor is the inadequate supervision over the branches exercised by thecontrolling authorities and their failure to ensure that the various officials acted inconformitywiththeguidelinesandinstructionsissuedbytheHeadOffice.Itis,therefore,imperativeforstrictlyensuringtheinternalsystemsandproceduresandthecontrolandsupervisionofbranchesbytheRegionalOffices/HeadOffice.
 7.7.3. Category‐wise indicative fraud preventive measures are given inAnnexure –
 XIV.
 7.8.RoleofAuditorsindetectingfraudsWhileauditorsdoubtlesshavearoletoplayinfraudriskmanagement,theydonothaveprimaryresponsibility.Thislieswithmanagementandthosechargedwithgovernanceofthebanks.Althoughprimaryresponsibilityforfraudpreventionanddetectiondoesnotliewiththeauditor,ICAIguidelinesdocallforauditorstoincludemethodsforidentifyingpotentialcasesoffraudwhenplanningandconductingtheaudit.Itrequiresauditorsto:
 •discusstheriskoffraudwithmanagementandthosechargedwithgovernance;
 •discusswiththeauditteamthesusceptibilityoftheaccountstomaterialmisstatementsduetofraud;
 •considerwhetheroneormorefraudriskfactorsarepresent;
 •performauditprocedurestoaddresstheriskofmanagementoverride;
 •testjournalentriesandreviewaccountingestimatesforbias;
 •understandthebusinessrationalefortransactionsoutsidethenormalcourseofbusiness;
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•obtainrepresentationsfrommanagement;and
 •bearinmindtheimplicationsformoneylaunderingreporting(takingcarenottotipofftheclient).
 7.8.1.PreventiveVigilanceexercise
 Preventionisbetterthancure.PreventiveVigilanceexerciseisaquickauditofbranchadherencetosystemsandprocedures.Itisconcernedwiththeidentificationofrootcausesofmalpractices,corruptionandfraudindifferentareasoffunctioningofanorganisationandinitiationofappropriatemeasuresforeliminatingthem.Branchesforpreventivevigilanceexerciseareselectedasperinspectionratingsalongwithfraudproneandcomplaintpronebranches.Poorlyratedbranches,whicharegivenCratingsandbranchesratedBintwoconsecutiveinspectionsaretobetargeted.Thecontrollingofficeshallreviewthereportandifanyserious/majorirregularitiesarenoticed,whichmayleadtofrauds,branchisimmediatelyadvisedtorectify/setrighttheirregularities.Surpriseverificationofstockpledged/hypothecatedtothebankinrespectofoneortwolarge/mediumborrowalaccountsalsotobeundertakenalongwithPreventiveVigilance(PV)Exerciseandreporttobesubmitted.
 7.8.2.FormationofPreventiveVigilanceCommitteeatBranches/ROs/DOs
 Further, as ameasure of preventive vigilance, it is suggested that all Branches havingstaffstrengthofsixandaboveshallconstitutepreventivevigilancecommitteeandholdthe Meeting every Quarter. The modalities and procedures of constitution andfunctioningofthepreventivevigilancecommitteearefurnishedbelow:
 i) ThePVcommittee shallbe constituted inallbrancheswith staff strengthof six
 and above and proper record shall be maintained for constitution of theCommittee.
 ii) TheCommitteeshallconsistoftheHeadoftheBranch,allOfficersandminimumtwoClerksbyrotation.
 iii) The Committee shallmeet once in aQuarterwithout fail. Themeeting shall beconvenedintheafternoonsessionaftercashhours.
 iv) The Committee shall deliberate on the laid down systems and procedures andsecurity aspects followed at the Branch with a special emphasis on fraudprone/sensitive accounts, security matters, tallying of accounts, secrecy ofpasswords and other specific issues pertaining to internal control and House‐keeping.
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v) The Committee should chalk out strategies / action plan with a definite timeframetorectifytheirregularities/lapses/deviationsobservedandimplementitinallseriousness.
 vi) TheCircularreceivedfromHO./ROregardingmodusoperandioffraudsreportedinourBank/otherBanksshallbediscussedinthemeetingandpreventivestepsshallbeinitiatedtoplugtheloopholesifanyatthebranch.
 AtRegional/DivisionalOfficelevelalso,PreventiveVigilanceCommitteeshallbeformedto have effective monitoring of Preventive Vigilance measures prevailing atbranches/RO/DO.
 7.8.3.Administrativeproceduretobefollowed
 (i)Detectionoffrauds
 Fraudsaredetected(1)duringInspection/Audit(2) throughcomplaintsreceived fromthe aggrieved parties (3) during tallying of accounts (4) during reconciliation of HOstatements.(5).SurpriseBranchvisits(6).Reviewofcontrolreturns.
 (ii)Reportingandmonitoringoffrauds
 1. Branches:
 Assoonasafraudcomestolight/isdetected,theHeadoftheBranch/Officehastotakeimmediatestepsasfollows:
 a) To furnish the followingminimuminformationover telephone/ telegram/fax toHO:VIGILANCECell,withoutwaitingfordetailedinvestigationetc.,undercopytoRO.
 i) Dateofoccurrenceii) Dateofdetectioniii) Howthefraudcametolight.iv) DateofreporttoHOv) Reasonsfordelay,ifany,eitherindetectionorinreportingtoHO.vi) Briefdetails/modusoperandi.vii) Amountinvolved(Exactamountinvolvedtobequantifiedonreceiptof
 investigation report and additional/subsequent report to bemade toHO).
 viii) DateoflodgingPolicecomplaint,ifnotlodged,thereasonstherefor.
 (b) Toseize the relevantrecords, suchaspaidcheques,demanddrafts,withdrawalslips,accountopening forms, loose leaf ledgersheets, important lettersandany
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otherrelevantdocumentsandtokeepthesameinjointcustody,handingovertheoriginal/XeroxcopiesofthesametotheInvestigatingauthoritiesondemand.
 (c) Tolodgepolicecomplaint.(d) TotakeimmediatepreventivestepstosafeguardtheinterestoftheBankandTo
 recoverthemoniesfromthoseconcerned,(e) ToreportthedetailsoffraudintheformatprescribedtotheVigilanceCell,H.O,
 immediatelywithallotherrelevantinformation,alongwithacopytoconcernedRO.
 (f) To issue balance confirmatories for all the deposit accounts serviced by theDepositCollectionAgent,incaseoffraudscommittedbythesaidAgent.
 (g) To withdraw the Identity Card and Collection Cards from Deposit CollectionAgent,incaseoffraudscommittedbythesaidAgent.
 (h) To issue Public Notice in the local newspaperwith photo informing the publicregarding the terminationof theagencyof the saidAgent,withduepermissionfromHO,
 (i) Torecordthedetailsinthefraudregistermaintainedatthebranch.(j) Filesinrespectoffraudmattersaretobereviewedperiodicallyandstepsareto
 be taken for recovery, obtain final investigation reports from police/CBI anddevelopmentsaretobereportedtoHO/RO.
 2.RoleofRegional/DivisionalOffice
 (a) On receipt of first hand Information regarding the fraud occurred at branch,considering the seriousness/magnitude/gravity of the fraud either RM himselfvisitthebranchordeputeasenorexperiencedofficerimmediatelytotakestockofthesituation..
 (b) He shall discuss thematterwith theManager/ staffmembers, so as to get anycluesregardingstaffinvolvement.
 (c) Heshallmakeastudyofallaspectsofthefraudandwhereverpossibleshouldtryto recover the amount and give proper directions/guidance to safeguard theinterestoftheBank.
 (d) HeshallsubmitthepreliminaryReporttoHeadOfficeimmediately.
 (e) ROshallcauseadetailedinvestigationinthematterafterconsultingHeadOfficeandforwardtheInvestigationReportwithitsremarkstoHO(VigilanceCell)forfurtheraction
 (f) ROhas toassist thebranch in filingofcomplaintswith thePolice,make furtherfollowup.
 (g) RO has to guide the branch in submitting the fraud report with requiredinformationtotheHeadOffice.
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(h) ROhastofollowupthematterwiththebranchforobtaininglatestDevelopmentsinthematterandkeepinginformedofthesametoHeadOffice.
 (i) RO has to maintain separate files for each case of fraud and has to Monitor/followupuntilthecaseisfinallysettledbyrecovery.
 (j) RO has to maintain the fraud register and update the same with the latestdevelopmentfromtimetotime.
 3.HeadOffice–VigilanceCell
 TheVigilanceCellshallworkindependentlyunderthedirectionandcontrolofGeneralManager/ManagingDirector.
 A.Frauds:
 1) Examining reports received from Branches/Offices regarding the occurrence offrauds/misappropriation/embezzlement and ensuring Investigation of suchcases,wherevernecessaryandtotakefurtherappropriateactioninthematter.
 2) Monitoringoffraudinvestigationsonthebasisofreportsreceivedtillthedateofclosureofcasefile.
 3) Issuing of guidelines/circulars to the Branches/Offices on prevention of frauds,fromtimetotime.
 4) Submissionof relatedstatements/reports regarding theoccurrenceof frauds toNABARD/ RBI / Sponsor Bank and reporting the Developments to Boardperiodically.
 5) Maintenanceofproperregister/recordsinrespectoffraudsreported.6) Co‐ordinating with Accounts Department in filing and obtaining settlement of
 Insuranceclaiminrespectoffrauds.
 B) Vigilance:
 1) To investigate complaints/allegations against officers / employees relating toactsofcorruption,bribery, lackof integrity,moralturpitude, lackofdevotiontodutyoranyothermatterwhicharemainlyoffollowingnatureandreporttotheChiefExecutiveoftheBank–
 a) Demand for, and accepting of bribe / corruption, forgery / cheating,criminalbreachoftrustandfalsificationofrecords.
 b) Possessionofassetsdisproportionatetotheknownsourceofincome.c) UnlawfulengagementintradewithoutBank’spermission.d) Exertingpecuniaryorpersonal influence or abuse of official position for
 securinganyadvantageforoneself/foranyotherperson.e) FraudulentclaimsunderLTC/MedicalBills/TravellingAllowances.f) Anyother irregularities / acts involving elementof corrupt,malafideor
 ulteriormotives.
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g) Irregularities in sanction of credit facilities, overstepping, the setguidelines etc., with malafide intention / indicating vigilancemanifestation.
 2) Toexamine the functions andworkingof variousdepartments andbranchesofthebankfromvigilanceangletolocatesusceptibleareasofcorruptionetc.andtosuggestsuitableremedialmeasures.
 3) CollectionandreviewofannualassetandliabilitystatementofalltheOfficers.
 4.Investigationoffrauds
 Normallyinvestigationsareconductedbythebankwiththesoleobjectivesfixingaccountabilityonstaff.Theveryprocessofstaffaccountabilitysendsshockwavesandbringsinresistancebythestaffatalllevelsandanelementofbiasamongstthemagainsttheproceedings.
 Every Fraud or lapseon the part of the staff need not and shouldnot be viewed as aVigilance case. Investigation/ Vigilance staff must be adequately educated todifferentiate between vigilance and non‐vigilance cases and resultant handlingprocedures at all levels. It was therefore, recommended that investigation and staffaccountabilityshouldbeseparatedatfirststageitself.ApreliminaryfactfindingshouldbedonebyROimmediatelywiththesoleobjectiveofidentifyingcausativefactors.
 Aftertheinvestigationiscompleted,theSeniorManager(Vigilance)shouldexaminethefindingsfromthreeanglesi.e.,systemfailure,staffnegligence/vigilanceangleforfixingthe“accountability”withoutanydelay. Incaseofsystemfailures,suchcasesshouldbereferred to respective Departments at Head Office to review the system and to takecorrectivesteps.
 Vigilanceangleisinferredifanswertoanyofthefollowingquestionisinaffirmative:
 a) Canmalafidesbeinferredorpresumedfromtheactionsofanyoftheconcernedofficials?
 b) Could any of the officials be said to have engaged in a misconduct ormisdemeanor?
 c) Wastheconductofanyoftheofficialsreflectiveoflackofintegrity?d) Didtheofficial(s)actinexcessoftheirdelegatedpowers/jurisdictionandfailed
 toreportthesametothecompetentauthority?e) Did they or any of them show any gross or willful neglect of their official
 functions?f) Isthereanymaterialtoindicatethatanyofthemactedrecklessly?g) Hastheimpugneddecisioncausedanyunduelosstotheorganization?h) Hasanyperson/partyorasetofpersons/partieseitherwithintheorganization
 oroutsideit,beencaused/derivedanyunduebenefits?i) Have the norms or systems andprocedures of the organization been flagrantly
 violated?
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Inadditiontotheabove,followinglapses/irregularitiesinthebanking,operationscouldalsobeconsideredforsuchaction:
 i) Irregularitiesinopeningofaccountsleadingtocreationoffictitiousaccounts:ii) Recurrent instances of sanction of overdrawals in excess of discretionary
 powers/sanctionedlimitswithoutreporting.iii) Frequentinstancesofaccommodationgrantedtoapartyagainstnorms.Fore.g.,
 purchaseof billswhenbills had earlier been returnedunpaid, affording creditsagainst uncleared effects in the absence of limits and allowing overdrawals,thoughtheconductofaccountsarefarfromsatisfactory.
 Investigationoffraudsshouldbecompletedwithinastipulatedperiodfromthedateofreferencesothatnecessaryfollowup/correctiveactioncanbeinitiatedandcompletedinatimeboundmanner.Inordinatedelayincompletionofdepartmentalenquiryandactionnotonlyfailedtosendaclearandstrongmessagetotheerrantstaffbutalsodemoralizedhoneststaffwhobecauseofthecasebeingtreatedascompositeone,camewithinthepurviewofinvestigation.Hence,Investigation/Departmentalactionhastobeconcludedwithinatimeframenotbeyondsixmonths.
 7.8.4.ReportingtotheBoard
 AsperrecentNABARDguidelines,BankshouldensurethatallfraudsofRs.1lakhandabovearereportedtotheirBoardpromptlyontheirdetection.Suchreportsshould,amongotherthings,includethemodusoperandiandofficials/staffresponsible and consider/ initiation of appropriate action against the officials/ staffresponsibleforthefraud.7.8.5.QuarterlyReviewofFraudsInformation relating to frauds for the quarters ending June, September andDecembermaybeplacedbeforetheBoardofDirectorsduringthemonthfollowingthequartertowhichitpertains.These should be accompanied by supplementary material analyzing statisticalinformationanddetailsofeachfraudsothattheBoardwouldhaveadequatematerialtocontributeeffectivelyinregardtothepunitiveorpreventiveaspectsoffrauds.7.8.6.AnnualReviewofFraudsBankshouldconductanannual‐reviewofthefraudsandplaceanotebeforetheBoardofDirectorsforinformation.ThereviewsfortheyearendingMarchmaybeplacedbeforetheBoardbytheendofJuneofthefollowingyear.
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7.8.7.GuidelinesforreportingoffraudstoPolice
 Banks should follow the following guidelines for reporting of frauds such asunauthorized credit facilities extended by the bank for illegal gratification, negligenceandcashshortages,cheating,forgery,etc,totheStatePoliceauthorities:
 a) In dealing with cases of fraud/ embezzlement, banks should not merely bemotivatedbythenecessityofrecoveringexpeditiouslytheamountinvolved,butshould also bemotivated by public interest and the need for ensuring that theguiltypersonsdonotgounpunished.
 b) Therefore,asageneralrule,thefollowingcasesshouldinvariablybereferredtotheStatePolice:
 1. CasesoffraudinvolvinganamountofRs.1lakhandabove,committedbyoutsidersontheirownand/orwiththeconnivanceofbankstaff/officers.
 2. Cases of fraud committed by bank employees, when it involves banks’fundsexceedingRs.10,000/‐.
 7.8.8.LodgingofPoliceComplaint
 i)IncaseoffraudscommittedbyoutsidersorNDAgentsorJewelappraiser,theregularBranchManager shall have to lodge Police Complaint at the concerned Police Station,without causing any undue delay. However, before lodging Police Complaint, theManagerhastosatisfyhimselfthatthereissubstantialevidence/proofinsupportofhiscomplaint.ThedraftofthePoliceComplaintneedstobegotapprovedbytheHeadOffice.TheopinionofpanelAdvocateofBankmaybesought,whereverrequiredbeforelodgingComplaintwithPolice.
 ii) In caseof fraudswhere involvementof staffmembers isprima‐facie suspected, theconcerned Regional/Divisional Manager should take appropriate decision regardingagainstwhomto lodgePolicecomplaint. IfBranchManager isprimafaciesuspectedinthefraudcase,heshouldnotbepermittedtolodgePoliceComplaintinrespectofsuchfraudcase.BeforelodgingcomplaintwithPoliceonfraudsinvolvingBankOfficials,thedraftofthecomplaintneedstobegotapprovedbyHO,VigilanceCell.
 iii)Therecords/documentsasrequiredbythePoliceAuthoritiesinconnectionwiththecomplaint lodged are to be handed over to them by the Branch against their writtenacknowledgement, under intimation to concerned RO and HO, Vigilance Cell. TheBranches neednot seek specific permission for the same from respectiveRO/HO.Theacknowledgement obtained from the concerned Police Authorities along with Xeroxcopies of documents/records handed over to the Police are to be kept under safecustody.
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iv)TheCopyofthePoliceComplaintalongwithCopyofFIRlodgedwithPoliceshallbeforwardedtoconcernedRegional/DivisionalofficeandHO,VigilanceCell.
 v) If the Police Authorities are reluctant to accept the complaint for non‐specifiedreasons, in such cases branches shall send the complaint by Registered PostAcknowledgementdueandkeepsuchacknowledgementreceivedintheconcernedfraudfile.Thebranchshallpursuethematterwiththepoliceauthoritiesthereafter.
 7.8.9.MonitoringofComplaintlodgedwiththePolice.
 The Complaints lodged with Police are to be monitored/followed up by theBranches/RegionalOfficesatregularintervalstilltheirfinaldisposal.TheBrancheshavetoreportthestatusofthecaseslodgedwiththePoliceasonthelastdayofeveryquarterto their respectiveRegionalOffices andHO, VigilanceCell as per the proforma shownhereunder.
 SlNo
 Briefreferenceof Fraudcase
 Date ofreportingofFraud
 Amountinvolved
 (Rs)
 Amountrecoveredtill date(Rs)
 Amountpendingforrecovery
 (Rs)
 Date oflodging ofPolicecomplaintand itspresentstatus
 Remarks
 TheBrancheshave toobtain fromPolice thecopyofFinal Investigationreport/ChargeSheet filed with the Court by Police or Non‐traceable certificate (Form‐C) issued byPoliceandforwardthecopyofthesametoconcernedRegionalOfficeundercopytoHO,VigilanceCell.
 AstheRegionalOfficesarethefocalpointsfordealingwiththefraudcases,thebranchesare required to correspond and seek guidance /instructions from them, wherevernecessary.
 7.8.10.ComplaintwithCBI:
 The Central VigilanceCommissionNewDelhi vide theirOMNo. 003:VGL:1 (PL) dated8.9.2004hadinformedthatCommissioninconsultationwiththeReserveBankofIndia,haveraisedtheexistinglimitofRs.25.00lakhstoRs.1.00CroreforreferringbankfraudcasestotheCBI.AnycompliantwithCBIhastobelodgedonlywithpriorpermissionofHO. Wherever necessary, the Cooperative Banks may approach the State VigilanceDepartment for initiating appropriate action through the Registrar of CooperativeSocietiesoftheStateconcerned.
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7.8.11.FilingofCivilSuittowardsrecoveryofFraudamount:
 (i)Wheneveranemployeeofthebankindulgesindeprivingthebankofanyamountsbyabusinghisofficialpositionassuch,thebankmayproceedagainsthimcriminallybylodging a complaint, also by proceeding against him by issuing a charge sheet and byholding a domestic enquiry. The criminal complaint lodged by the Bank even whenresultsintoachargeandtrialbeforetheCriminalCourt,theendresultdoesnotensurebenefittotheBank,sinceatthemostthechargedemployeewillbepunished.Recoveryofamountsinsuchproceedingsisnotpossiblenormally.
 (ii) Thependency of the criminal case or departmental enquiry does not extend theperiodoflimitationundertheLimitationAct1963,forfilingasuitagainsttheconcernedemployeeandtorecovertheamounts.However,underSection17oftheLimitationAct1963,inthecaseoffraudormistake,theperiodoflimitationshallnotrununtilthebankhasdiscoveredthefraudorthemistakeorcouldwithreasonablediligence,discoverthesame. The very Section under provisomakes exception for recovery of any propertypurchasedforvaluableconsiderationbyaparty,who isnotapartytothefraudordidnothaveanyreason tobelieve that fraudhasbeencommitted.UnderSection17(2)oftheLimitationAct1963,incertaincases,extensionoflimitationisavailable,providedanapplicationismadewithinoneyearfromthedateofdetectionoffraudetc.
 (iii) Wheneverthebankisdeprivedofanyamountonaccountofthefraudcommittedbyitsemployee,normallyinmanycasestheactiswithreferencesomebankaccount.Insuch cases, the account holdermay also be a party to such fraud. Inmany cases, theaccountholdersmaynotevenhaveknowledgeofsuchfraud.Insuchevent,anybenefitofthefraudisreceivedbyanyconstituentofthebankoranyamount iscreditedtoanaccountbymistakeandtheaccountholdertakesthebenefitofsuchentry,thebankcanpreferasuitagainst theaccountholderandrecoversuchamounts.TheBankmayalsoinclude its own employee if involved in connectionwith any deliberatewrong entrieseffectedbywayoffraudinsuchsuitalongwiththeAccountHolder.
 7.8.12.ReimbursementoffraudamountTheclaimsforreimbursementoftheamountinvolvedinthefraudcasesreceivedfromtheaggrievedclients shouldbegivendueattention. TheGovernmenthasdesired thatonceaprimafacieforgeryhasbeenestablishedandtheBankisconvincedthattheclaimmadebytheaggrievedclientisgenuine,immediatestepsshallbetakentoreimbursetheamount to the affected party promptly, against indemnity and such cases should besettledwithinamaximumof4months'timefromthedateofthecomplaintoftheparty.
 Thelossifany,sustainedbytheBankonaccountofsettlementoftheclaimshallbegotrecovered with expedition from the parties concerned, including the erring officialswhereitbecomesnecessary.

Page 136
                        

7.8.13.ACCOUNTABILITY
 (i) Indifference,negligence,erring,casualandwillfullyconspirednegligencetofollowestablished norms and procedures amongst staff at lower levels and more so atsupervisorylevelshasresultedinseriouslapsesinvariousbankingmatters.
 (ii)Asanexplicitpolicy,theconductandroleofofficialbelowandtheofficialabovethedealingofficials shouldbe closelyexamined for contributory failureor theviolationofthelaiddownsystem.Theresponsibilityandlapsesshouldbeexaminedwithoutwaitingfor the actual financial accountability to crystallize. It has to be ensured that theaccountabilityof thecontrollers indischarging theirassignedtaskofcontrol functions,arealsosimultaneouslycompleted.
 (iii) Asper Jilani committee recommendations, banks shouldhave a systemof fixingaccountability of inspectors/ auditors for their failure to detect and report seriousirregularities.IfomissionsonthepartofInspectorsaregraveenoughandirregularitiesare very apparent, non‐reporting of the same by them will be viewed seriously andsuitableactionshallbeinitiated.Butsuchinvokingderelictionofdutyshallnotdampenthemoraleof the inspector/auditorsand itwillbeexercisedmainly in casesof gravemistakes/suspectedcollusionwithoperatingstaff.
 7.8.14.REVIEWANDCLOSUREOFFRAUDFILES
 Every Fraud case file should be closely monitored to complete all types of requiredactiontoget thecase fileclosedat theearliest.Followingactionneed tobecompletedbeforeclosinganyfraudcasefile:
 a) Alleffortsforrecoveryofthelosshastobeexhausted.b) Police/CBIwithregardtoinvestigationhastobecompletedandfinalreportfrom
 themobtained.c) Staffaccountabilityforlapse/involvementinthecasehastobeconcluded.d) Strengtheningofsystemwherefraudisobservedbecauseofsystemfailure.e) Insuranceclaim,whereverapplicable,hasbeensettled.f) BankshouldalsopursuevigorouslywiththePolice/Courtforfinaldisposalofthe
 pendingcasesespeciallywherethebankshavecompletedstaffsideaction.
 8.A16stepsFraudPreventionPlanisgiveninAnnexure‐XV.
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Chapter8‐AuditcommitteeandInternalControl
 8.1.Introduction8.1.1.Inordertoensureandenhancethequalityandeffectivenessofinternalaudit/inspectionasamanagementtool,itisconsiderednecessarythatanindependentAuditCommitteeshouldbesetupattheBoardlevelforoverseeingandprovidingdirectiontotheinternalaudit/inspectionmachinery/Statutory(external)AuditorsandotherexecutivesofSCBs/DCCBs.8.1.1.2.TheprimarypurposeoftheAuditCommitteeistoassisttheBoardofDirectorsinfulfillingitsoversightresponsibilitiesbyreviewingthefinancialreportsandotherfinancialinformationprovidedbythebanktoanystatutorybodyorthepublicthebank'ssystemsofinternalcontrolsregardingfunds,accounting,monitoringqualityassuranceofcorporategovernance,andmaintainingeffectivecorporatecontrol,legalcompliance,ethicsthatmanagementandtheBoardhaveestablishedand,thebank'sauditing,accountingandfinancialreportingprocesses.8.1.1.3.TheAuditCommitteemustbegivendirect,unfettered,independentaccesstomanagement,internalaudit,andstatutoryauditors.TheAuditCommitteeneedstocommunicateinconfidencewiththesethreegroupsindependentlyofeachother.8.1.1.4.TheAuditCommitteeshould,therefore:•Serveasaneffectiveandobjectivemechanismtomonitorthebank'sfinancialreportingprocessandinternalcontrolsystem.•Ensurecoordination,reviewandappraisetheauditeffortsofthebank'sexternal/departmentalauditorsandinternalauditdepartment.•ReviewandapprovethecompliancesfurnishedbythebankinrespectofauditreportsandinspectionreportsissuedbyNABARD/bank'sInternalInspectionDepartment.•Provideanopenchannelofcommunicationamongtheexternal/departmentalauditors,seniormanagement,theinternalauditdepartment,andtheBoardofDirectors.8.1.1.5.TheAuditCommitteeprocessprovidesaframeworkforcoordinatingtheactivitiesof,andinformationprovidedby,theparticipantsinthefinancialreportingprocessthatsupporttheAuditCommittee'sunderstanding,andmonitoringofthe"keyrisksandcontrols"relatedtothebank'sfinancialreportingprocess.AstrongAuditCommitteeprocessallowsabankincludingitsshareholders,tobenefitfromthecollectiveinsightandexperienceofeachmemberofthecommittee.8.1.1.6.DetailedguidelinesonsettingupoftheAuditCommitteeofBoardinSCBsandDCCBs have been issued by NABARD. The guidelines cover the intended purpose ofsetting up of the Audit Committee, its composition, regularity of meetings, basicprinciplesgoverningthefunctioningoftheCommitteeanditsresponsibilitiesandduties.
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(NABARD guidelines vide its circularNB.DoS.Cir.No.190.DoS/22/2003‐04 dated 19August2003maybeseenatAnnexureXVI).
 8.1.1.7.NABARDhassinceissuedrevisedtheseguidelinesonthefunctionsoftheauditcommitteeandtheagendaitshoulddealwith.ThisrevisedguidelinesarecontainedinNABARDcircularNo.NB.DOS.HO.POL/3361/J‐1/2011‐12dated24November2011(PleaseseeAnnexureXVII).
 8.1.1.8. Aproperly functioningAuditCommittee isan importantmeasure inraisingthe standards of corporate governance. It should be a formally constituted sub‐committeeofthefullboardwithdocumentedtermsofreferencecoveringmembership,functions and authority. Membership should be from independent elected directorshavingbasicknowledgeofaccountingandauditing.Ifthereisaqualifiedaccountant(CAor ICWA) among the elected directors or if one co‐opted professional director is aqualified accountant, suchmember should be nominated on the Audit Committee. Aneffectively functioningAuditCommittee canconfirmsignificantbenefits like creatingaclimateofdisciplineandcontroltherebyreducing theopportunities for fraud, improvethe quality of financial reporting and increase public confidence in the credibility offinancial statements issued by the banks and help the finance manager, internalcontrollerandexternalauditortovoicetheirconcernonspecificissues.
 8.1.1.9. The Audit Committee meetings should be held every quarter. The financemanager,headoftheinternalcontrols/auditdepartmentand,ifnecessary,theexternalauditors canbe invited toattend themeetingsof the committee.The committee couldhold separate meetings with the external auditor, without themembers of the boardbeingpresent,todiscussissuesofconcernpointedoutbytheexternalauditors.
 8.1.1.10.TheAuditCommitteeshouldhaveclearlydefinedauthoritytoinvestigateanyaspectswhichcomewithinitstermsofreference,shouldhavetheresourcestoundertakesuchinvestigationsandhavetheauthoritytoaccessrelevantinformation.Thecommitteeshouldbeempoweredtoseekoutsideprofessionaladviceandcallsuchexpertstoattenditsmeetings.
 8.1.1.11.Constitution,termsofreferenceandactivitiesoftheAuditCommitteeshouldbedisclosedintheannualreportandthechairmanofthecommitteeshouldbepresentduring the AGM to answer questions regarding its work during the year. Theconstitution and the expected role on governance practices of the Audit Committee ispresentedinthefollowingdiagram.
 Constitution of Audit 
 Committee 
 Directors with professional 
 Establishment and review of 
 functioning of Internal Control 
 Systems 
 Independent Directors 
 AUDIT COMMITTEE OF BOARD (SCB/DCCB) ‐ GOVERNANCE PRACTICES 
 Governance practices of Audit 
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8.2.DutiesoftheAuditCommittee8.2.1. Specific duties of the Audit Committeewould consist of an oversight of bothinternal control and external audit functions. Followingwould be its broad functionalresponsibilities:
 A.TheAuditCommittee’sroleinoverseeingtheinternalauditprocess:
 o ApprovingappointmentanddismissaloftheHeadofInternalAudit.
 o Reviewtheconstitutionandfunctioningofinternalcontrolssystemincludinginternalaudit,internalinspectionetc.,soastoensurethattheinternalauditfunctionisadequatelyresourcedandhasappropriatestandingwithintheorganization;
 o Reviewingactivities,organisationalstructure,andqualificationsoftheInternalAudit.
 ReviewingandapprovingtheInternalAuditcharterandInternalAuditworkplanonaperiodic basis. Have regularmeetingswith the internal controls team toreview their findings relating to the implementation of policies, bankingoperations,branchinspectionreportsandcompliancethereoffromtheconcernedoperatingunits.EntrustspecialinvestigationstoInternalAuditteams,ifrequired.Raiseunresolvedissuesofconcernwiththefullboard;
 o Examine criteria for selection and appointment of external auditors and makesuitablerecommendationstotheBoard;
 o Discuss with external auditors regarding the nature and scope of audit beforecommencement and advise them about any specific aspects to be probedseriously;
 o Review financial statements before they are submitted for board approvalemphasizingthefollowing:
 B.TheAuditCommittee’sroleinfinancialreportingare:
 o RecommendingexternalauditorstotheBoardofDirectors;
 o Overseeingexternalauditcoverageincludingengagementletters,fees,timing,reviewingauditperformance,non‐auditservices,auditors’independence,etc.;
 o Analysisofsignificantissuesandchangesinaccountingandfinancialreportingstandards tounderstand their impact onthe financial statements,; ensuringcompliancewithaccountingstandards;
 o Ensuringcompliancewithlegalandregulatoryrequirements;
 o Reviewingaccountingpolicyandpolicydecisionsbasedmainlyonreviewsandanalysesmadebyexternalandinternalauditors;
 o Reviewingthefinancialstatementsincludinginterimandannualfinancialstatements,auditors’opinionsandmanagementletters;
 o Reviewingtheintegrityoftheorganisation’sfinancialreporting,processes(internalandexternal,inconsultationwiththeindependentauditors);Significantfindingsfromexternalaudit;
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o Externalauditor’slettertotheboardandboard’sresponseparticularlyfocusingonthequalifyingremarks,ifany,oftheAuditor.
 o Consideringtheindependentauditors’judgmentsaboutcommonaccountingprinciples;
 o Discussingwithmanagementandindependentauditorsallfindingsthatindependentauditorswouldincludeintheirreport,includinginternalcontrolrecommendations;
 o Consultingwiththeindependentauditorsaboutinternalcontrolsandthefullnessandaccuracyoftheorganisation’sfinancialstatements;
 o ReviewinganysignificantdisagreementamongmanagementandtheindependentauditorsortheInternalAuditinconnectionwiththepreparationofthefinancialstatement.
 C.RoleoftheAuditCommittee’sincorporategovernance:
 o Reviewinginternalauditreportsoncorporatepolicyrelatingtocompliancewithlawandregulations,ethicalcode,conflictofinterests,investigationsofmisconductandfrauds,reviewoflegalmattershavingimpactonthebank;
 o Reviewingcurrent/pendinglitigationorregulatoryproceedingswithbearingoncorporategovernance;
 o Reviewingsignificantcasesofemployeeconflictofinterests,misconduct,orfraud;
 o EstablishingregularandseparatesystemsofreportingtotheCommitteebymanagement,independentauditorsandtheInternalAudit;
 o Reviewinganysignificantdifficultiesencounteredduringthecourseoftheaudit,includinganyrestrictionsonthescopeofworkoraccesstorequiredinformation;and
 D.RoleoftheAuditCommitteeinkeyfinancialandoperationalriskareasandsystemsofinternalcontrols:
 o Evaluatingtheeffectivenessofinternalcontrolandriskmanagement‐natureandextentofrisksacceptableforthebusinessandhowthesekeyrisksareidentified,evaluatedandmanaged.
 o Reviewingandassessingmanagementeffortstoestablishanadequateinternalcontrolenvironment;
 o Reviewingcontingencyplansandprocedures;
 o Ensuringimplementationofinternalauditandindependentauditors’recommendationsbymanagement;
 8.2.2. In some systems, the Audit Committee has been made a statutory and mostimportant body of supervision and control bymembers. It is not subordinated to theBoard,andreportsdirectlytotheGeneralBody.
 8.2.3.TheAuditCommitteeshall–
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(i) be entitled to call to its meetings any of the senior managers or internalauditor,requestaccesstoanynecessarydataorrecordsandorderanyinvestigationtobeperformed;
 (ii) reviewandconfirm the internal audit charterand theauditplan,personnelandmaterialresourcesrequiredtoimplementtheauditplan;
 (iii)receivetheactivityreportsandsummaryofthesignificantinternalauditor’sindividualrecommendationsandmanagement’splansfortheirimplementation.
 (iv) Theworkplanoftheexternalauditorshallbesubject toauditcommittee’sapprovalandtheauditreportandmanagementlettershallbepresentedanddiscussedwiththeauditcommittee.
 (v) reviewand takeresponsibility forpromptaction toensure theappropriatefunctioningoftheinternalcontrolsystem;
 (vi) that the financial information provided to the management and externalusersisreliableandaccurate;and
 (vii) thatinternalcontrolsandmanagementperformancescorrespondwiththeinstitution’sneeds
 8.3.ResponsibilitiesandAuthority8.3.1.TheCommittee’sresponsibilityisoneofoversight.8.3.2.TheCommitteeshallhavetheresourcesandappropriateauthoritytodischargeassigneddutiesandresponsibilities,includingtorecommendtotheBoardtheselection,retention,termination,andapprovaloffeesandotherretentiontermsofspecialorindependentcounsel,orotherexperts.
 8.4.FinancialReportingandReviewFunctions(i)Tomeetwithexternalauditors,Management,theChiefInternalAuditor,HeadofRiskManagementandPlanningDivisionandsuchotherpersonnelasappropriate,anddiscusssuchrelevantmattersasnecessary.(ii)Topre‐approveallaudit,audit‐relatedandotherpermittedservices,asnecessary,tobeprovidedbyexternalauditors;monitorandevaluateexternalauditors'qualifications,performanceandindependence;Inconductingsuchevaluations,theCommitteeshall:(i)atleastannually,obtainandreviewareportbyexternalauditorsdescribingtheirinternalqualitycontrolprocedures;anymaterial
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issuesraisedbytheirmostrecentinternalqualitycontrolrevieworbyanyinquiryorinvestigationbygovernmentalorprofessionalauthorities,intheprecedingfiveyears,allrelationshipsbetweentheexternalauditorsandtheBank;(ii)discusswithexternalauditorsanydisclosedrelationshipsorservicesthatmayimpactontheirobjectivityorindependence;(iii)reviewandevaluatethequalifications,performanceandindependenceofexternalauditors’leadandconcurringreviewpartners;
 (iv).ApprovetheBank’soperationalriskmanagementpolicy/approachandreviewInternalAuditActivity’sassessmentoftheBank’soperationalriskmanagementframeworkandexecutionofsame.
 (v)ToreviewanddiscusswithManagementandexternalauditorsand,ifappropriate,theBank’sinternalauditors,thefollowing:
 ‐whetheranysignificantdeficienciesandmaterialweaknessesexistinthedesignoroperationofinternalcontrolsoverfinancialreportingwhicharereasonablylikelytoadverselyaffecttheBank'sabilitytorecord,process,summariseandreportfinancialinformation;‐anyfraudthathasoccurred,whetherornotmaterial,thatinvolvesManagementorotheremployeeswhohaveasignificantroleintheBank'sinternalcontroloverfinancialreporting;‐majorissuesregardingaccountingprinciplesandfinancialstatementpresentations,includinganysignificantchangesinthebank'sselectionorapplicationofaccountingprinciples,andmajorissuesastotheadequacyofthebank'sinternalcontrolsandanyspecialauditstepsadoptedinlightofmaterialinternalcontroldeficiencies;‐analysespreparedbyManagementand/orexternalauditorssettingforthsignificantfinancialreportingissuesandjudgmentsmadeinconnectionwiththepreparationofthefinancialstatements;‐toevaluatetheeffectofregulatoryandaccountinginitiatives,aswellasoffbalancesheetstructuresandcontingencies,onthefinancialstatementsoftheBank.
 8.5.ComplianceandOperationalRiskOversightResponsibilities
 a.Obtainreportsfromseniormanagement,theChiefComplianceOfficer,theBank’sInternalandtheexternalauditorsthatthebankisinconformitywithapplicablelegalrequirementsandreviewthebank’sCodeofConductandfollow‐upregardinginstancesofnon‐compliance.
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b.ObtainreportsfromseniormanagementandtheChiefComplianceOfficerregardingthepolicies,procedures,controlsandrisksrelatedtothebank’sprocurementactivitiesandvendormanagement.
 c.Establishproceduresforreceipt,retentionandtreatmentofcomplaintsreceivedbythebankregardingaccounting,internalaccountingcontrolsorauditingmatters,andtheconfidential,anonymoussubmissionbyemployeesofconcernsregardingquestionableaccountingorauditingmatters.
 d.DiscusswiththeBank’sGeneralCounsellegalmattersthatmayhaveamaterialimpactonthefinancialstatementsortheBank’scompliancewithapplicablelawsanditsownpolicies.
 e.ObtainreportsfrommanagementandtheGeneralAuditorontheeffectivenessofinternalcontrolsovercompliance,credit,operationalandotherrisks.
 8.6.OtherOversightFunctions(i)Reviewcorporatepoliciesrelatingtocompliancewithlawsandregulations,ethics,conflictofinterestsandtheinvestigationofmisconductandfraud.(ii)Reviewcurrent/pendinglitigationorregulatoryproceedingsbearingoncorporategovernanceinwhichthebankisaparty.(iii)Reviewtheproceduresforthereceipt,retentionandtreatmentofcomplaintsreceivedbythebankregardingaccounting,internalcontrolsorauditingmatters.(iv)TodiscusswithManagementperiodicallyManagement'sassessmentofthebank'smarket,credit,liquidity,operationalandotherfinancialrisksandthepolicies,systemsandprocessesformanagingsuchrisks.
 8.7.ItemstoaddressatAuditCommitteeMeetingsTheAuditCommitteemeetingsshouldbescheduledtoaddressthefollowingconcerns,andtheitemsontheagendashould,whenappropriate,includethosemattersdetailedasfollows:1.StatutoryAuditMatters(a)Engagementletter;alsoensurethatallamendmentsoradditionsintermsoftheengagementhavebeenagreedinwriting;(b)Auditscopeandcoverage,includinglevelsofmateriality;(c)Auditfeeoranychangesthereto;(d)Coordinationofinternal/externalaudits;(e)Rotationofauditlocationsorfunctions;(f)Numberofexternalauditpersonnelandallocationofresponsibilities;

Page 144
                        

(g)Specialemphasisareas,includingreviewsofinformationsystems;(h)Specialisedservicestoberenderedbyexternalauditors;(i)Timingoffieldwork;(j)Deadlinesandexpecteddateofcompletion;
 Anticipatedauditproblems;(l)Recentchangesinpoliciesandpractices;and(m)Anyreportedmaterialweaknessesininternalcontrol.2.InternalControlandAudit(a)Internalauditplan,scopeandobjectives;(b)Internalauditresourcerequirements;(c)Trainingfacilitiesforinternalauditors;and(d)Anyreportedsignificantcontroldeficiencies.3.InterimReports(a)Auditstatus;(b)Internalcontrolproblems;(c)Accountingdisclosureissues;(d)Accountingpolicychanges;(e)Actionsrequiredbeforeyear‐end;and(f)Possibleauditopinionqualifications,4.ReviewofExternalAudit(a)Auditfindings,recommendationsandopinionqualifications;and(b)Management’sresponsetotheexternalauditors’recommendationsandopinionqualifications.5.AnnualFinancialStatements(a)Resultsofoperations.(b)Priorperiodadjustments.(c)Adequacyofdisclosuresandexplanationsofaccountingpolicies;and(d)ExternalAuditors’Report.6.RiskManagement(a)ReviewtheadequacyoftheBank’sriskmanagementpolicies;(b)ReviewfinancialriskdisclosuresintheBank’sfinancialstatements;and(c)ReviewtheadequacyoftheRiskManagementintheBankandevaluateallkeyrisksfacingtheBank.
 8.8.LimitationofAuditandOperationalRiskCommittee’sRoleWhiletheAuditandRiskCommitteehastheresponsibilitiesandpowerssetforth,itisnotthedutyoftheAuditandRiskCommitteetoplanorconductauditsortodeterminethattheBank’sfinancialstatementsanddisclosuresarecompleteandaccurateandareinaccordancewithgenerallyacceptedaccountingprinciplesandapplicablerulesandregulations.Thesearetheresponsibilitiesofmanagementandtheexternalauditor.
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